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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Country ‘Target

‘Signature

Address Address

0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 649
185. 32. 179. 109 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 85
176.12.141. 217 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 39
149. 78. 226. 185 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
194. 90. 66. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
37.26. 146. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
185. 32. 179. 109 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 15
176. 12. 146. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
46. 19. 86. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
192.117.148. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
95. 150. 62. 205 Uni ted Ki ngdom 147.237.77.216 dover.idf.il SYNHood full table drop 10
46. 19. 86. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
82.145.218. 1 Eur ope 147.237. 76. 31 nakchal .idf.il B ock_Ip V¢b In drop 10
37.26. 149. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.181. 13. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
95. 86. 110. 61 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
176.13.9. 144 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
212.199. 108. 138 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
46.19. 85. 128 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
2.54.4. 47 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
176.31.117.76 France 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 13. 6. 164 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
2.54.54.75 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
37.26. 147. 149 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
80. 246. 139. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5. 102. 206. 114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.52.44.94 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
80.178.198. 10 | srael 147.237.72. 167 i shuri maka.i df.i|Anomal y- S -renegotiati on-Q i dest - reset 5
84.94. 105. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
185. 6. 64. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
176.13.7.97 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
80. 246. 137. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 86. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 170 | srael 147.237.77. 216 dover.idf.il ;c/]: handshake vi ol ation, first packet not drop 4
82.81.193. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 12. 141. 217 I'srael 147.237.77.216  |dover.idf.il :;]; handshake violation, first packet mot ) 4
104. 34. 104. 186 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.13.11. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.34.139 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
185. 32.179. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 106. 46. 74 g:a'cisgi'e”('ja” Territory, 147.237.77.216  |dover.idf.il SN Hood full table drop 4
185. 32.179. 101 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4
37.26.147. 180 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 4
80. 246. 140. 167 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
95. 86. 121. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 86. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
185. 18. 206. 194 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
93. 173. 160. 97 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
209. 88.198. 1 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84. 95. 251. 246 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
138. 134. 102. 16 I srael 147.237.77. 74 lawidf.il |CL000004: HITP: options nethod (M crosoft) B ock 18
138. 134. 102. 15 I srael 147.237.77. 74 lawidf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 6
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
197. 254. 3. 213 147. 237.72. 166 Kenya aka.idf.il ET SCAN Potential SSH Scan 1
121. 40. 195. 144 147.237.76. 42 Chi na refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 130. 136. 66 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 80. 17. 163 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.127.74. 121 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 162. 116. 221 147.237.0. 15 Sweden kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
46.19. 86.0 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
37.142.64.7 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.29.213. 85 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.156. 92 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
190. 124. 35. 115 147.237.77. 233 N car agua atal .idf.il ET SCAN NVAP -sS w ndow 4096 1
92. 61. 225. 10 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
82.166. 145. 126 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
81.218. 1. 34 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
62. 90. 235. 170 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 45 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
37.26. 146. 229 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.76.101. 122 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1035
141. 0. 15. 159 Eur ope 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 935
Sreaming Engine: TGP Invalid i i ssi
79.182. 119. 222 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segrent retransmssion. |, 438
Ret ransni ssi on Packet dropped.
192.117.148. 40 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 309
Sreamng Engine: TCP Invalid i i ssi
46.19.85.218  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 216
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
46. 19. 85. 25 I srael 147. 237 72. 167 |i shurimaka i o i || S8 g Engi ne P Invalid finvalid segnent retransnission drop 216
Ret r ansni ssi on Packet dr opped.
213. 244, 82. 140 glcf;i'géa” Territoy s 47 237.77. 216 |dover. i df . il drop First packet isnt SN drop 180
reanmn ine: TCP Invali i i ssi
46. 19. 85. 68 I'srael 147.237. 72. 167 |i shurimaka i ar i | ' €M N Engine: TCP 1 nval i finval i d segnent retransnissi on drop 156
Ret r ansni ssi on Packet dr opped.
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 150
reaming BEngine: TCP Invali i i ssi
46.19. 86. 96 I'sr ael 147, 237.72. 167 | shurimaka i of || S NG ENgine: TQP Inval id invalid segnent retransnission drop 84
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.216  |Israel 147. 237. 72. 156 |anan. i of . | 9 =9 Invalid segnent retransmssion. |, ., 78
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
46.19.85.124  |Israel 147, 237.72. 167 |t shurimaka i of || S NG Engine: TQP I nval id invalid segnent retransnission drop 78
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.70  |israel 147.237.72. 167 |i shuri maka. i of . 9 =9 Invalid segnent retransmssion. |, ., 72
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.142  |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g ., 72
Ret ransni ssi on Packet dropped.
46. 19. 85. 170 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 68
2.54.186. 165 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 66
Sreaning Engine: TCP Invalid i i ssi
46.19.86.171  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 66
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 62
2.52.4.148 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 61
213.151.57.18 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 60
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 10 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 60
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.199  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 60
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 63 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 57
85. 250. 227. 239 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
Sreaning Engine: TQP Invalid i i ssi
46.19. 86. 45 I'srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 54
Ret r ansni ssi on Packet dr opped.
212.179. 155. 129|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 53
185.33.169.99 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 50
46.120.36.199 |[Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 49
109. 65. 164. 225 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
89.138.193. 210 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 48
Sreaning Engine: TCP Invalid i i ssi
46.19.86.147  |israel 147.237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. |, ., 48
Ret r ansni ssi on Packet dropped.
5.29.237. 215 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 47
46.19. 85. 201 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
62.219.114. 144 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 52 I'sr ael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g ., 42
Ret ransni ssi on Packet dropped.
31.154.91. 44 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 42
Sreaming Engine: TGP Invalid i i ssi
79.176. 147. 198 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 42
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 49 I'srael 147. 237. 72. 156 |anan. i df .i | 9 =9 Invalid segnent retransmssion. |, 42
Ret r ansni ssi on Packet dr opped.
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 41
100. 100. 33. 111 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 40
2.54.32.129 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 40
100. 100. 33. 111 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 39
66.249.93.200 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 39
37.142.64. 45 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 38
Sreaming Engine: TGP Invalid i i ssi
46.19.85.195 |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segrent retransmssion. |, 36
Ret ransni ssi on Packet dropped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 35
37.26.146. 243 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
176. 106. 46. 249 g";'cis;i'géa” Tertitoryly 47, 237. 77. 216 dover. i o . i1 drop First packet ism't SWN drop 34
46. 19. 86. 138 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 34
192. 116. 130. 1561 srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count
176.13.8.57 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 8912
46.19.85.190 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 3766
176.13.7.220 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 1025
46.19.86. 104 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 868
82. 80. 50. 18 | srael 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod Bl ock 126
81.218.241.26 |[lsrael 147.237.77.216|dover . i df . i Mil tipl e Unhaut hori zed URL Access from 81.218. 241. 26 B ock 98
68. 180. 229. 239 |Uhited Sates |147.237.72. 166 |aka. i df .|| mugpzrii jfeldi Iﬁnpscofjiotrzl doc. gt/ general . aspx B ock 84
82. 80. 50. 18 I srael 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut horized URL Access from 82.80. 50. 18 B ock 70
93.173.31.64 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 93.173. 31. 64 B ock 70
82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 42
176. 13. 25. 128 |l srael 147.237.0.19 |[nmadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 42
66.249.67.59 |lIsrael 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 66.249. 67. 59 B ock 42
66.249.67.65 |Israel 147.237.77.216|dover. i df .i |l Distributed Suspici ous Response Code B ock 42
176.13.25.50 |Israel 147.237.0.19 |[madimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 28
176. 13. 26. 222 |Israel 147.237.0.19 |[madimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 28
176.13.25.70 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 28
176.13.26.231 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 28
82.80.50. 18 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to www anan. i df.il/sip_storagel/files/4/ Bl ock 28
176.13.24.12  |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 28
176. 13. 27. 245 |Israel 147.237.0.19 |[nmadimatal .idf.i|DOstributed Too Many of the Sane Response Code (404) B ock 28
37.26.146. 148 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 28
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 28
176. 13. 25. 147 |Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 28
46.19.85.190 |Israel 147.237.0.19  |madi matal .idf.i| oo Tﬁ";’?.\iﬁl‘;':;gﬁ”eﬂém”;g‘?;‘;z;" der 13t xt Bnrance in Bl ock 27
176.13.27. 251 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 14
37.26.146. 157 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
176.13. 26. 215 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 14
2.54.27. 220 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 14
176.13.25.98 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 14
66.249.67.53 |Israel 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 14
212.143.3.44 |Israel 147.237.72. 166 |aka. i df . i | \;P;rwaﬁ;ri ?_aidl ?Jﬂi’n\/"gc:'%';?n ;u?]/myunprocessques“ onnai e, aspx None 14
176.13. 24. 162 |l srael 147.237.0.19 |[nmadimatal .idf.i|DOstributed Too Many of the Same Response Code (404) B ock 14
176.13. 26. 250 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 14
113.33.228.2  |Japan 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 14
31.168. 199. 226 |l srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Protocol violation (SSL_GONN CLIENT_HELLQ |None 14
176.13. 25. 163 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 14
66.249. 67. 142 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt Bl ock 14
176.13.16.88 |[lIsrael 147.237.77.216|dover . i df . il Distributed Suspicious Response Gode B ock 14
46.19.86.104 |lIsrael 147.237.0.19 |madimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 14
182. 118. 54. 219 [Chi na 147.237.0.34 [tikshuv.idf.il [We1e fbove oo Drectory /] aueryl] cuery-i | s Bl ock 14
46. 19. 85. 47 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
87.69.240.53 |[lIsrael 147.237.72. 156 |anman. i df . i | Mil tiple Untraceabl e SSL Sessions from 87.69. 240. 53 ((pen Mode) None 14
2.54.128.121 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
176.13.25. 125 |[lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 14
80.179.223.31 |[lIsrael 147.237.77. 176 |mat pash. i df . i|  [Unauthorized LR Access to wan cogat.idf.il/sip_storagel/files/9/4629.jpg |B ock 14
66.249.67.59 |lIsrael 147.237.77. 216 |dover.idf.il D stributed Suspici ous Response Code B ock 14
212. 235. 56. 185 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
176.13.24. 180 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 14
149.78.70.89 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/main/miluin B ock 14
46.19.85.190 |Israel 147.237.0.19 |madimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 14
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