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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
176. 13. 2. 232 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2652
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 285
84. 228. 75. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 36
81.218.116. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
212.25.106. 78 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 35
2.54.24. 206 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 31
185. 32. 179. 99 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
185. 32. 179. 165 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 24
213.57.153. 162 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 22
79. 180. 5. 47 | srael 147.237.72. 167 i shurimaka. i df.il|Anomal y-SSL-renegotiati on-Ai dest - reset 21
46. 19. 86. 92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
176. 12. 142. 176 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
212. 235. 22. 246 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 14
185. 32.179. 235 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 13
185. 32.179. 101 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
2.54.153.116 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 9
5.22.131. 77 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 8
79.176. 64. 225 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
46.19. 86. 132 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
41. 230. 232. 210 Tuni si a 147.237.77.216 dover.idf.il SYNHood full table drop 6
82. 166. 229. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
185. 32.179. 13 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
82. 166. 229. 58 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
93.172. 160. 142 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 120. 182. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
82.166. 22. 112 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
87.69. 213. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
81.218.171. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.9.123 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 85. 195 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
2.52.7.240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
87.69. 215. 183 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
82. 80. 144. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.177.43. 170 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
82.145. 217. 6 Eur ope 147.237.77. 216 dover.idf.il SYNHood full table drop 4
80. 246. 137. 148 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
185. 32. 179. 235 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
176.13. 0. 144 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
109. 66. 43. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
185. 32.179. 211 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.12.137.0 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
109. 226. 15. 241 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176. 13. 22. 182 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 64. 20. 79 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
37.26.147. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
80. 246. 137. 144 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 139. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 59 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176.12.138. 113 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
123.73. 9. 253 Chi na 147.237.77. 235 svivaidf.il Frk_Under At tack_Con_Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure |Devi ce Action |Oount |

80. 74. 114. 77 I srael 147.237.77.226 |waw chanat z. aka. i df . i | C1000004: HTTP. options nethod (M crosoft) B ock 2
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

46.162. 116. 221 147.237.0. 34 Sweden tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.13.97. 105 147.237. 72. 166 Irel and akaidf.il portscan: TCP D stributed Portscan 1
185. 100. 85. 71 147.237.76.30 hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
109. 66. 110. 240 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 175. 225. 230 147.237.77.216 Russi an Federation dover.idf.il ET SCAN Potential SSH Scan 1
89. 175. 225. 230 147.237.76. 199 Russi an Federation e.nakchal .idf.il ET SCAN Potential SSH Scan 1
82. 81. 31. 80 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.77.178 (hi na e. mat pash. i df . i | ET SCAN Potential SSH Scan 1
54.72.73. 168 147.237.77. 216 Irel and dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 21 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.143. 3. 44 147. 237. 72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
2.54.52.190 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
176.13.21. 73 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
94.102. 48. 194 147.237.77.235 Net her | ands sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 175. 225. 230 147.237.77. 170 Russi an Federation maar achot . i df .i | ET SCAN Potential SSH Scan 1
89. 175. 225. 230 147.237.72. 166 Russi an Federation aka.idf.il ET SCAN Potential SSH Scan 1
62. 90. 215. 185 147. 237. 72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
59. 45. 79. 117 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
213. 151. 48. 96 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4144
141.0.15.113 Eur ope 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 171
46. 19. 86. 192 | srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 122
212.76.101. 122 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 119
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 88
95. 86. 110. 61 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 68
46.19. 85. 170 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
85. 64. 35. 219 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 43
80.74.100.98  |Israel 147, 237, 72. 167 i shurimaka, i of | | €M NG Engi ne: TCP tnvalid  finvalid segnent retransnissi on drop 33
Ret r ansni ssi on Packet dr opped.
77.3.7.212 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
46.19.86.192  |Israel 147 237, 72. 167 i shurimaka. i o || @M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
46.19.86.171  |israel 147, 237.72. 167 [i shurimaka i i | | €A NG Engine: TQP Invalid invalid segnent retransnissi on drop 30
Ret r ansni ssi on Packet dr opped.
80. 246. 133. 190 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
86.247.0. 19 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
85.250. 77.180 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 18
46.19.85.234  |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
46.19.85.109  |Israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 18
Ret ransni ssi on Packet dr opped.
185. 18. 206. 194 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
68. 180. 230. 29 Lhited Sates |147.237.77.176|matpash.idf.il dr op SAMrul e drop 17
37. 26. 147. 201 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
46. 116. 242. 194 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 16
46. 19. 86. 83 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
109. 65. 168. 248 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
2.54.189.124  |israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 15
Ret r ansm ssi on Packet dr opped.
80.178. 147. 132 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 14
149. 78. 226. 185 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
46. 19. 85. 121 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
176.13.2.24 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
192.117. 235. 33 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
132.185. 161. 132 Eiqir:ge(cjjom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
149.78.154. 69  |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
46. 19. 86. 27 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
84.228.15.100 [Israel 147.237.72. 166 |aka. i df .| Bad TOP sequence mﬁ?fsﬁ reansm't wehdifferent | onitor |13
37.26.147. 180 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
37.26.149.152 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
46. 19. 86. 82 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
176.13.0.9 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
176.13. 2. 24 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
2.54.149. 234 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
176.13.7. 106 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
176.13.7. 253 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
213.57.153. 162 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
79.178.213. 100 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
46. 19. 86. 155 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.52.183. 169 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 2832
’ - . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
66. 249. 67. 65 I srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code Bl ock 52
. . Uhaut hori zed URL Access to
147. 236. 238. 180l srael 147.237.77. 176 [mat pash. i df . i | Wi cogat i df i 1/si p. st oragel i | es/ 6/ 4466, pg Bl ock 42
66. 249. 67. 53 I srael 147.237.77. 216 |dover.idf . il Distributed Suspici ous Response Code B ock 42
68.180. 228. 112 |Wnited Sates |147.237.77. 216 |dover. i df .i | Paranet er Type Mol ation PageNumin B ock 28
wwwy i df . i1/1115-ar/ dover . aspx
151.80.31.115 |italy 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 28
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 28
m ny- kosher-kravi .id
84.94.161. 118 | srael 147.237.0. 17 f Inly Dstributed |11egal Paraneter Encodi ng None 28
www. chamat z. aka. i df ) )
80. 74.114. 77 | srael 147.237.77. 226 i Mil tiple Wauthorized URL Access from 80. 74. 114. 77 B ock 14
176. 12. 147. 204 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
85. 130. 240. 165 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
207. 46. 13. 48 Lhited Sates [147.237.72.166|aka.idf .il Unknown Paraneter docid in aka.idf.il/tiznoret/hone/default.asp  [None 14
46. 19. 85. 174 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 14
Wy, chamat z. aka. i df |unaut hori zed URL Access to
80.74.114. 77 | srael 147.237.77. 226 il Wi chanat 2. aka. i o . i | /si p_storagel fil es/ &/ Bl ock 14
66. 249. 67. 53 | srael 147.237.77. 216 |dover. i df . i | Mil tipl e Unhaut hori zed URL Access from 66.249. 67. 53 B ock 14
176.13.20.243 |l srael 147. 237.72. 166 |aka. i df . i | llegal Byte Qe Character in URL /naikapatz//res Bl ock 14
our ces/ i mages/ i nner page/ goback. gi f
87.60.172.233 | srael 147.237.72. 166 |aka. i df . i | Wnknown Pararet er __VI BASTATEENCRYPTED i n None 14
wan aka. i df . i |/ mai n/ sachar/ decl ar at i onof enpl oynent . aspx
. . D stributed Lhaut hori zed URL Access on
212.179.21. 194 |[Israel 147.237.72.166 |aka. i df . i | wan aka, i df i1/ i r sachar/ undef | ned B ock 14
46.19. 86. 136 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |B ock 14
171. 96. 182. 141 [Thai | and 147.237.77. 216 |dover. i df . i | Email collector robots 14 B ock 14
80.246.139.21 [Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
66. 249. 67. 59 | srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-he B ock 14
176. 106. 227. 53 |l srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 14
109. 64. 187. 117 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . D stributed Unhauthori zed URL Access on
79.171.20.84 I srael 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ nai n/ har edi i r esour ces/ cont r ol s/ capt cha. ashx Bl ock 14
- - . Unhaut hori zed URL Access to
212.179.21. 194 |[Israel 147.237.76.200|ei tan. aka.i df .i | Wi ei tan. aka. i o . i |/ 894-en/ ei tan. aspx B ock 14
46.19. 86. 181 | srael 147.237.77. 216 |dover.idf .il SSL htraceabl e Gonnection - (pen Mde None 14
171.96. 182. 141 |Thai | and 147.237.77. 216 |dover. i df .i | eMii | Hoardi ng B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
185. 32.179. 140 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o . i |/ nai v Sachar / tf asi m aspx None 14
137.116.71. 170 |Uited Sates [147.237.72.167|i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72.167/robots. t xt B ock 14
79.181.35.151 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset. css |H ock 14
66. 249. 65. 54 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/main/sachar/klali.aspx B ock 14
176.12.146.70 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 14
66. 249. 67. 65 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/navy/htm/profs. asp B ock 14
188. 165. 15. 121 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list20041220a. ht m B ock 14
37.142.68.52 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: pen Mbde None 14
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