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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
37.26. 149. 243 | srael 147.237. 72. 167 ishurimaka. idf.il |Anonal y-SSL-renegotiation-di dest - r eset 87
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table dr op 59
194. 90. 83. 233 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 15
5. 29.170. 220 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46.116. 214. 9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
46. 19. 86. 246 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.28.121 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 124 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 4
79.176.122. 54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
68. 198. 86. 247 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 3
2.54.146.218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
100. 2. 198. 61 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 3
37.142.142. 150 | srael 147.237.72. 166 aka.idf.il Inval i d TP H ags drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 2
185. 32.179. 178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
106. 79. 132. 221 I ndi a 147.237.77. 216 dover.idf.il SYNHood full table drop 1
5. 8. 201. 254 Russi an Federation 147.237.8. 46 e.chinuch.idf.il L4 Source or Dest Port Zero drop 1
213.151. 32. 163 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
83. 222. 109. 40 Russi an Federation 147.237.76.176 test.ncore.idf.il ock Wp Al _Nets drop 1
2.54.28.121 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
176. 13. 18. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
85. 250. 180. 247 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46. 19. 86. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
79. 143. 182. 232 Cer many 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
1.11. 3. 220 Korea, Republic of 147.237. 76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1
2.54.147. 3 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

62.212.73. 211 Net her | ands 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

At acker

Target Address ountry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
2.54.149. 74 147.237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
93.174.93.138 [147.237.77.227|Netherlands  |e. hanaz. i df.i ET SCAN Potential VWNC Scan 5900- 5920 1
93.174.93.138 [147.237.77.61 |Netherlands |e.cogat.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93.138 |147.237.72.217 |Netherlands  |e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
210. 50. 197. 147 |147. 237. 76. 202 |Austral i a e haag.idf.il ET SCAN NVAP -sS w ndow 2048 1
81.218.48.37 |147.237.77.216|lsrael dover.idf.il portscan: TCP O stributed Portscan 1
210. 50. 197. 147 |147.237.8.50 |Australia e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
59.45.79.117  |147.237. 77. 235|Chi na svivaidf.il ET SCAN Potential SSH Scan 1
196. 47.173.21 |147.237.8.45 |Qte Dlvoire [e.eitan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117  |147.237.77.179|Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
176.13.22.102 |147.237.77.216|Israel dover.idf.il | NDI CATOR- SCAN nyscan 1
59.45.79.117 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
176.12. 142. 143 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
94, 102. 48. 194 [147.237. 77. 243 |Net her| ands nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93. 138 |147.237.77. 170 |Net her| ands maar achot . i df . i ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93. 138 |147.237. 76. 148 |Net her | ands ggcenter. aka. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.89. 142 |147.237.72.14 |Netherl ands dover.idf.il(old) ET SCAN NVAP -sS wi ndow 3072 1
210. 50. 197. 147 |147. 237. 76. 202 |Austral i a e halag.idf.il ET SCAN NVAP -f -sS 1
79.180.56.99  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
196.47.173.21 |147.237.8.45 |te Divoire |eeitanidf.il ET SCAN NMAP -sS wi ndow 2048 1
59.45.79.117 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.8.45 |Qte Divoire |eeitanidf.il ET SCAN NVAP -f -sS 1
59.45.79.117 [147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
176.13.22. 102 |147.237.77. 216 |l srael dover.idf.il GPL SCAN nyscan 1
46.19. 85. 72 147.237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
105. 153. 101. 36 |147. 237, 76. 199 Ivbr occo o rekehal i df ] ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
148. 177. 129. 213 |Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 132
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 85
219. 74. 231. 228 |S ngapore 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 76
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 74
66.249.81.218 |lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 70
66.249.93.192 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 65
194. 90. 83. 233 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 57
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 50
37. 26. 146. 205 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 46
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 46
106. 79.132. 221 |India 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 40
68. 180. 230. 29 Lhited Sates 147.237.77. 176 |nat pash. i df . i dr op SAMrul e drop 39
79.183. 62. 165 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 33
66. 249. 81. 215 g;z::t”ion 147.237.77. 216 |dover. i of . i; fzr:s?g Si'?gc'):e: T Invalid 'Pg‘éak';td dsreoggggg retransmssion. |y o 32
84.108.193. 171 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
167. 114. 166. 245|Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
76.109. 67.100 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
66.249.93.196 |lhited Sates 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 25
91.109. 19. 34 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
66.249.93.200 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
213.57.118. 66 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
66.249.67.53  |Wited Sates  |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid invalid segnent retransmssion drop 20
Ret r ansn ssi on Packet dr opped.
62.219. 137. 44 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
2.54.179. 102 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
66.249.67.59  |Wnited Sates  |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid imvalid segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
46. 120. 37. 243 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
66.249.67.65 |Wited Sates  |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid invalid segnent retransmssion drop 18
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
85. 250. 249. 128 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
52. 16. 5. 197 Lhited Sates 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
151. 80.31.115 (italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
100. 100. 46. 241 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SYN drop 15
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 15
213.57.33.125 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 15
84.111.15.42 | srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
50.87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
212.235.85.27 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
212. 143. 233. 144|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
100. 100. 8. 94 147.237. 72. 156 |anan.i df .i | drop Frst packet isn't SN drop 12
192. 117. 10. 226 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66.249.81.218 |Wnited Sates  |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
79.177.10. 199 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
213.8.21.104 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
41.228.59. 76 Tuni si a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
79.180. 102. 170 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
176. 12. 143. 106 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
66. 249. 81. 215 :Z:::Inl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
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|Top Attackers In V\AF|

A tacker

Devi ce

country ‘Target Address |Site Sgnature Acti on ‘Count
109. 67. 137. 145 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 5171
176.12. 146. 91 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 2421
185.32.179.96 |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 263
185. 32. 179. 96
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.i | Par aneter Type M ol ati on PageNumin ww i df . i|/1381- he/ dover . aspx [Bl ock 84
) . . Uhaut hori zed URL Access to
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.i | ww i ofi1/si p storagelf i1 es/ 1/ wwi df il Bl ock 84
24.90.96.165 |lLhited Sates [147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 66
68.180. 228. 112 |Lhited Sates |147.237.77.216|dover.idf.i | Distributed Suspici ous Response Qode B ock 56
) . . Uhaut hori zed URL Access to
72.9.148.10  [Wited States [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
m ny- kosher -kravi . id i EVENTV/ '
176.13.22.62 |Israel 147.237.0. 17 y Paraneter Type Violation EVENTVALIDATIONin Bl ock 56
f.il mny-kosher-kravi.idf.il/tenpl ates/trai ni ng/trai ni ng. aspx
66.249.67.65 |Israel 147.237.77. 216 |dover.i df .i | D stributed Suspi ci ous Response Code B ock 28
66.249.67.53 |Israel 147.237.77.216|dover. i df .i | Distributed Suspici ous Response Code B ock 28
66.249.67.65 |lIsrael 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 67. 65 B ock 28
66.249.67.53 |Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 66.249. 67. 53 B ock 28
) . . DO stributed Unaut hori zed URL Access on
199. 16. 156. 124 |Lhited Sates [147.237.77.216|dover.idf.il v of i /i p_storagel i1 es/ 8 si ze220x0/ 17418, | pg Bl ock 28
66.249.67.59 |Israel 147.237.77. 216 |dover.idf .i | D stributed Suspici ous Response Code B ock 28
. . DO stributed Unaut hori zed URL Access on
46.19.85.241 |lIsrael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 14
199. 16. 156. 125 |Lhited Sates [147.237.77.216|dover.idf.il Ml tiple Unhauthorized URL Access from 199. 16. 156. 125 B ock 14
79.177.190. 121 |I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/894-he Bl ock 14
66.249.67.59 |Israel 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 66. 249. 67. 59 B ock 14
5.231.3.2 Ger many 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to ww i df.il/navy. B ock 14
46.116.214.9 |lIsrael 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 14
203.67.9.75 Tai wan 147.237.77.234|hal ag.i df . i | Illegal Byte (de Character in Mthod B ock 14
176. 12. 151. 201 || srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
81.218.57.234 |Israel 147.237.77. 176 |mat pash. i df . i | Mil tiple Unauthorized URL Access from 81.218.57. 234 Bl ock 14
14.23.183. 104 |China 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to v aka. i df.il/defaul t.aspx B ock 14
185. 32. 179. 197 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
115. 230. 126. 48 |Chi na 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to vwwy i df.il/ckfinder B ock 14
m ny- kosher -kravi . i i i
176.13.22.62 |l srael 147.237.0. 17 fy-koshe avi.idfiilega Paraneter Encoding rnd in . None 14
f.il mny- kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
. . Uhaut hori zed URL Access to
81.218.57.234 |Israel 147.237.77. 176 [nat pash. i df . i | v cogat i df i 1/si p storagel i1 es/ 9/ 4629 pg Bl ock 14
. . Uhaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8948- he/ r ef uah. aspx B ock 14
118. 82.243.36 |New Zeal and [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 14
m ny- kosher -kravi . id _ .
176. 13. 22. 62 I srael 147.237.0. 17 £l Miltiple Illegal Paraneter Encodi ng from176.13.22. 62 None 14
85. 65.57. 31 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/undefined [B ock 14
66.249.67.83 |lIsrael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx |B ock 14
37.26.146.171 |Israel 147.237. 72. 166 |aka. i df . i | tnknoun Paraneter __VI EABTATEENCRYPTED i n None 14
v aka. i df . i |/ mai n/ sachar/ t f asi m aspx
151. 80. 31. 115 |[Italy 147.237.77.216|dover . i df . il D stributed Suspici ous Response Qode B ock 14
. . Uhaut hori zed URL Access to
89.234.68.69 [ireland 147.237.77.234|hal ag. i df . il 147. 237, 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 14
. . D stributed Lhauthorized URL Access on
66.249.69.10 |Israel 147.237.72. 166 [aka. i df . i | 147 237 72. 166/ r obot s. £ xt Bl ock 14
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