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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
109. 66. 129. 15 | srael 147.237. 72. 166 aka.idf.il Anonal y-SSL-renegoti ation-A i dest - r eset 25
69.119.117. 117 Lhited Sates 147.237.77.216 dover.idf.il |[SINHood full table dr op 12

79. 143. 182. 232 Ger many 147.237. 76. 86 navy.idf.il |Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

176. 12. 145. 255 [147.237. 72. 166 |I srael aka.idf.il GPL SCAN nyscan 2
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
176. 12. 145. 255 [147.237. 72. 166 |I srael aka.idf.il I NDI CATOR- SCAN nyscan 2
93.174.93.138 |147.237.8.50 |Netherlands |e.tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46.151.52. 8 147.237.8.27 |lkraine e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 68. 224. 151 |147.237.0.15 |Poland kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
188. 68. 224. 151 |147.237.0.15 [Pol and kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
182. 48. 105. 216 |147. 237. 76. 199 |Chi na e. nakchal .idf il ET SCAN NVAP -sS wi ndow 1024 1
128. 199. 214. 219|147. 237. 76. 148 |S ngapor e ggcenter. aka. i df il ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.194 |147.237.76.31 [Netherlands  |nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.138 [147.237.76.34 |[Netherlands [yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.138 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
198. 20. 69. 74 147.237.76. 177 |Lhited Sates |ncore.idf.il ET DRCP Dshield B ock Listed Source 1
188. 68. 224. 151 [147.237.0.15 |Pol and kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
183.192. 211. 88 [147.237.0.17 |China m ny- kosher-kravi . i df.il ET &W\I Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
128.199. 214. 219|147. 237. 76. 176 |S ngapor e test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
128. 199. 214. 219|147. 237. 76. 34 |S ngapore yohal an. i df .i| ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.138 [147.237.76.38 [Netherlands [e.e.neitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
5.29.79. 89 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 70
46. 19. 86. 26 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 45
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 43
109. 64. 109. 140 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 41
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
66.249.67.65 |lnited Sates |147.237.77.216|dover.idf.il Streaming Engine: TCP Invalid  invalid segnent retransmssion drop 26
Ret r ansm ssi on Packet dr opped.
212.179.21. 194 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
68. 180. 230. 29 Lhited Sates |147.237.77.176 |natpash.idf.il dr op SAMrule drop 24
176. 13.5.58 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
5.29. 170. 220 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
82.102.169. 113 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
68.180.228. 112 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 14
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
46.116. 169. 4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
82.102. 169. 113 |Israel 147. 237, 77. 216 |dover . i df .i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dr opped.
87. 68. 40. 14 I sr ael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
66.249.67.53  |Wnited Sates |147.237.77.216|dover.idf.il Streaming Engine: TCP Invalid  invalid segnent retransmission drop 12
Ret r ansm ssi on Packet dr opped.
80.179.9. 115 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
68.198.86.247 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 11
192. 0. 80. 167 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 10
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
2.52.160.227  |israel 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid  finvalid segnent retransmssi on drop 9
Ret r ansm ssi on Packet dr opped.
109. 67. 140.90  |Israel 147. 237, 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 9
Ret ransm ssi on Packet dr opped.
79.182.62.247 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
84.132.48.223 |Germany 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
109. 65. 128. 187 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46.19. 85. 124 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
207. 241, 220, 237|\rited Sates |147. 237 7. 216 |cover a1 |2 €M NG Engine: TCP Inval idinvalid segnent retransnissi on. drop 8
Ret ransn ssi on Packet dr opped.
31.168.170.190 |lsrael 147.237.77. 74 |lawidf.il drop First packet isn't SN drop 8
50.87.144. 145 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 8
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
207. 241. 237. 240|Ui ted Sates |147. 237. 77. 216 |dover. i of .1 Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 8
Ret ransm ssi on Packet dr opped.
100. 2. 198. 61 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
99. 237. 184. 189 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
46. 118. 155. 216 [lkrai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
37.142.225.188 |israel 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor |7
37.46.36.170 | srael 147.237.0.19 |mdimatal.idf.i1|Bad TCP sequence mdﬁvrsac';"lt Wth different mnitor |7
85.250.120.90 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
1.128.96. 136 Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
37.26.149. 243 |israel 147, 237.72. 167 |t shuri maka i o || S2M NG ENgine: TCP Invalid  invalid segnent retransnissi on, drop 6
Ret ransn ssi on Packet dr opped.
66.249.67.59  |Wnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmission drop 6
Ret r ansm ssi on Packet dr opped.
79.178.221.40 |israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret ransn ssi on Packet dr opped.
37.142.165.147 |israel 147.237.72. 166 |aka i df . i Bad TCP sequence mﬁsg reansmt wehdtterent | onitor |6
176.13. 18. 40 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.22.131.140  |israel 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Cbde (404) in Session from Bl ock 3423
5.22.131. 140
46.19. 85. 64 I srael 147.237.77.243|mobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 70
66. 249. 67. 53 I srael 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Gode B ock 56
66. 249. 67. 59 I srael 147.237.77.216|dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 67. 59 B ock 42
66. 249. 67. 59 I srael 147.237.77.216|dover. i df . il Suspi ci ous Response Code B ock 42
Russi an Paraneter Type Mol ation
188. 143. 232. 34 . 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$ddl Sear chPl aces in B ock 42
Federation . )
wan | aw i df . i 1/656- he/ pat zar . aspx
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 42
66. 249. 67. 59 I srael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 28
188. 143. 232. 15 RJSS::t”ion 147.237.76.86 |navy.idf.il Ml tipl e Unaut hori zed URL Access from 188. 143, 232. 15 B ock 28
m ny- kosher - kr avi . i
176.12.143.82 |lsrael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 28
108. 174.155. 68 |lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal .idf.il/wordpress/wo-admn/ |B ock 14
. : . . SS. Lhtraceabl e Gonnection - Protocol violation
203.67.9.77 Tai van 147.237.77.243|nobi l e. i df . i | (SSL OONN LI ENT FELLO) None 14
74.63.254.220 |lnited Sates |[147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/bl og/ wp-admin/ B ock 14
188. 143. 232. 35 RJSIS:;”i o 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to | aw i df .i1/656-en/ B ock 14

. . Unaut hori zed URL Access to
176. 106. 227. 222|1 srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he r ef uah. aspx Bl ock 14
Unknown Paraneter _ VI EASTATEENCRYPTED i n
wwv aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx

. . Unaut hori zed URL Access to

66.249.67.83  |Israel 147.237.77. 216 (dover.idf . il 147. 237, 77. 216/ 1158- he/ dover . aspx Bl ock 14

Mil tiple Untraceabl e SSL Sessi ons from203.67.9. 77 (Protocol

79. 180. 231. 237 |l srael 147.237.72. 166 |aka. i df . i | None 14

203.67.9.77 Tai wan 147.237.77. 176 |mat pash. i df . i | viol ation (SS. GO QLI ENT FELLO) None 14
. . . Unaut hori zed URL Access to
66.249. 64. 253 [l srael 147.237.77.243|mobi | e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1880 Bl ock 14
109. 65.211. 30 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LR. Access to wawidf.il/https:/wanidf.il/ B ock 14
203. 133. 169. 32 Okfre& Republic (1,7 537 72. 156 |anan. i df . i | Uhaut hori zed LR Access to list.ips.gov.il/ B ock 14
74.82.47. 4 Lhited Sates |147.237.72.156|anan. i df . il Unaut hori zed URL Access to 147.237.72. 156/ B ock 14
196.22.132.25 |[South Africa 147.237.76. 42 |refuah.idf.il Lhaut hori zed UR. Access to refua. atal .idf.il/wp-adnin/ B ock 14
URL is Above Root Drectory
182.118. 70. 144 |Chi na 147.237.77. 170 |maar achot . i df . i | naarachot.idf.il/../shared clientscripts/jquery/jquery.nyronodal -1. B ock 14
6.2.js
79 182.98.196 |1 srael 147.237.72. 166 |aka. i df .i | Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ctl 13 in None 14

ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
. . Unaut hori zed URL Access to
66.249.67.89  |Israel 147.237.77. 216 (dover.idf .il 147. 237.77. 216/ 1283- 18008- en/ dover . aspx Bl ock 14

Mil tipl e Untraceabl e SSL Sessi ons from203. 67.9. 77 (Protocol

203.67.9.77 Tai wan 147.237.77. 216 |dover. i df .il viol ation (SSL GO LI ENT HELLO)) None 14
188. 143. 232. 15 RJSIS;;ni o 147.237.76.86 |navy.idf.il Unaut hor i zed LRL Access to wan navy. i df .i | /900-en/ B ock 14
66. 249. 65. 48 I srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/main/sachar/fag. aspx |B ock 14
157. 55. 39. 38 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter pagenumin aka.idf.il/ituriniasp/results.asp |None 14
207.46.13. 35 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paranet er 387bf 100 in aka.idf.il/iturinasp/results.asp [None 14
79. 170. 40. 38 LK!i“r:gegom 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/w-adnin/ Bl ock 14
; . . Unaut hori zed URL Access to
199. 16. 156. 124 [lnited Sates [147.237.77.216|dover.idf.il vowei i1/ p storagelfi1 es/ 3/ si ze220x0/ 15863, | pg B ock 14
184.168.27.42 |Uhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wp/ wp-adnin/ B ock 14
. . Paraneter Read Qhly Molation in
84.228.34.170 |Israel 147.237.72. 166 |aka. i df . i | v aka, i df i |/ chi nuch/ gener al / def aul t . asp None 14
66. 249. 69. 18 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
) W, chanat z. aka. i d [s3. Utraceabl e Gonnection - Protocol violation
203.67.9.77 Tai wan 147.237.77. 226 £l (SSL_CONN CLI ENT_HELLO) None 14
157. 55. 39. 38 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter sorderby in aka.idf.il/ituriniasp/results.asp  [None 14
] . . . Unaut hori zed URL Access to
208.115.113.82 |Lhited Sates |147.237.0.34 |tikshuv.idf.il ti kshuv. i of i |/ nai 1V gi yus/ general . aspx B ock 14
79.178.221.40 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
66. 249. 67. 65 I srael 147.237.77.216|dover. i df .i | Ml tipl e Unaut horized URL Access from 66.249. 67. 65 B ock 14
199. 16. 156. 125 |lhited Sates 147.237.77.216|dover . i df .i | Mil ti pl e Unaut horized URL Access from 199. 16. 156. 125 B ock 14
185.32.179.83 |Israel 147.237.72. 166 |aka. i df . i | NMJJ;)DI e Untraceabl e SS. Sessions from 185. 32. 179. 83 ((Cpen None 14
89.138.78.160 |[Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
. . . . S3. Untraceabl e Gonnection - Protocol violation
203.67.9.77 Tai van 147.237.77.235|sviva. i df . i | (SSL_OONN LI ENT FELLO) None 14
Russi an Paraneter Type Mol ation
188. 143. 232. 34 : 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$ddl Sear chPl aces in B ock 14
Federation . ;
waw nag. i df . i | / 656- he/ pat zar . aspx
66. 249. 67. 53 I srael 147.237.77.216|dover.idf . il Ml tipl e Unauthorized URL Access from 66.249. 67. 53 B ock 14
79.180. 231. 237 |israel 147. 237.72. 166 |aka. i df . i | tnknown Par amet er __V1 EWETATEENCRYPTED i n None 14

wwy aka. i df . i | / mai n/ sachar/ r equest . aspx

. - Unaut hori zed URL Access to
66.249. 67. 77 | srael 147.237.77.216 dover. i df . i 147.237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 14

: . . Uhaut hori zed URL Access to
199.59. 148. 211 |thited Sates |[147.237.77.216|dover.idf.il vowei i1/ p_storagel i1 es/ 8/ si ze220x0/ 17418, | pg B ock 14
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