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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
80. 246. 136. 88 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 18

134. 147. 203. 115 Ger many 147.237.76. 177 ncore.idf.il B ock Np Al _Net dr op 2
134.147. 203. 115 Ger many 147.237.76. 177 ncore.idf.il Bl ock Wp Al Nets drop 2

83. 222. 109. 40 Russi an Federation 147.237.76. 199 e.nakchal .idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Target Address ‘Oountry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
. . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
218.84.212.119 |147. 237.76. 38 |China eeneitav.idf.il .
Potential Scan or Brute Force
189. 254. 90. 133 |147. 237. 77. 179 |Mexi co e.nazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
. o ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
182. 69. 122. 120 [147. 237.76. 31 |[India nakchal .idf.il . 1
Potential Scan or Brute Force
46.151.52. 8 147. 237.76. 42 |krai ne refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
189. 254. 90. 133 |147. 237. 77. 179 |Mexi co e.nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
184.58.241. 45 |147.237.77.216|Wited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
120. 150. 29. 211 |147. 237. 72. 167 |Austral i a ishurimaka.idf.i|ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘Ste ‘Signature
92.241.33.32 Jordan 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 72
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 62
101. 186.66.48 |Australia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 43
176. 13. 15. 252 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 39
37.26.147.229  |israel 147. 237, 76. 200 |ei tan ok i of || S2M NG ENGine: TCP Invalid - Jinvalid segnent retransnission drop 36
Ret ransm ssi on Packet dr opped.
37.187.157.108 |Fance 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 34
69.119.117. 117 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
46. 19. 86. 137 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 29
176. 12.151. 137 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 28
74.101. 220. 8 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 24
54.72.73. 168 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
109. 66. 214. 171 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 21
170.140.105. 75 |uited Sates  |147. 237, 77. 216 |dover.iof i1 | €M NG Bngine: TQP Invalid  limvalid segnent retransnissi on drop 21
Ret ransni ssi on Packet dr opped.
79.177.134.156 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 19
108. 236. 165. 10 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
69. 180. 120. 236 |LWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
68.180.230.29 |lhited Sates 147.237.77. 176 |nat pash.i df . i1 |dr op SAMrul e drop 18
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
79.182. 5. 230 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
40.77.167. 35 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
195. 34. 150. 18 Austria 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 12
76.89.170.130 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
66.249.67.50  |Uited Sates  [147. 237. 77, 216 |dover.iar.i1 || 2M NG Engine: TP Invalid  Jinvalid segnent retransmission drop 12
Ret r ansn ssi on Packet dr opped.
157.55.39.255 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
46.116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
66.249.67.53  |Uited Sates  [147. 237. 77, 216 |dover g i1 || 2™ NG Engine: TP Invalid  invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dr opped.
103.3.81.13 Phi |i ppi nes 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
208.54.83.255 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
101. 59. 193. 55 India 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
79.183.181.92 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop
80.179.9.115  |Israel 147. 237, 77. 216 |dover. i .11 || €AM NG Engi ne: TGP | nvalid  finvalid segnent retransnission drop 9
Ret r ansn ssi on Packet dr opped.
66.240.67.65  |wited Sates 147,237, 7. 216 |dover.icr.i1 |2 " €@M NG Engine: TP Invalid  invalid segnent retransnissi on drop 8
Ret ransni ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
82.166. 22. 112 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
37.142.108.91 [Israel 147.237.72. 166 |akaidf.il  [Bad TOP sequence Smwacere reansm wehdifferent | onitor |6
207. 229, 151, 141|ited Sates  [147. 237. 77, 216 |dover it i1 || 2 NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
141.8.142. 1 :Z:::t”i o 147.237.72. 166 |aka. i df . ;; ?ZTS?T? Sir;g(;:e: TP Invalid :Dg‘éakjeitd dsregg;gi retransnissi on. drop 6
207. 46. 13. 144 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
184.58.241.45 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
37.140. 141. 37 gz::;”i o 147.237.72. 166 |aka. i df . i ;: ?ZTS?T? Sir:gcl):e: TP Invalid :jg‘éf;td diegggg(tj. retransmssi on. drop 6
151. 80.31.115 (italy 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
79.178.29.221 |israel 147.237.72. 166 |aka i1 | €aMNg Engine: TGP Invalid —Jinvalid segnent retransnssion drop 6
Ret r ansn ssi on Packet dr opped.
109. 200. 30. 154 |United Ki ngdom|147.237.77.216 |dover.idf.il |dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
] . . Unaut hori zed URL Access to

72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il Wi navy. | df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56

66. 249. 67. 65 I srael 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 66.249. 67. 65 B ock 42

66. 249. 67. 53 I srael 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 66.249. 67. 53 B ock 28

151.80.31.115 |italy 147.237.77.216|dover . i df . i | D stributed Suspi ci ous Response Code B ock 28

66. 249. 67. 59 I srael 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 66. 249. 67. 59 B ock 28

46.121.247.189 |Israel 147.237.76.31 [nakchal .idf.il Uhaut hori zed LRL Access to nakhal .idf.il/page. asp B ock 28

66. 249. 67. 53 I srael 147.237.77.216|dover . i df . i | D stributed Suspi ci ous Response Code B ock 28

170. 140. 105. 75 |wnited Sates  [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to ww i df . il/hebrew B ock 14
. . D stributed Unaut hori zed URL Access on

66.249.67.77  |Israel 147.237.77. 216 |dover. i df . il 147.237. 77. 216/ 1133- he/ dover . aspx Bl ock 14

5.79.74. 89 Net her | ands 147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 14

85. 64. 22. 51 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14

183. 245. 117. 208|Chi na 147.237.77.216|dover . i df .i | D stributed Suspici ous Response Code Bl ock 14
. - Unhaut hori zed URL Access to

66. 249. 67. 89 I srael 147.237.77. 216 |dover. i df . i | 147.237.77. 216/ 1133- he/ dover . aspx B ock 14

m ny- kosher -kravi . id .
46.117. 164. 60 | srael 147.237.0. 17 £l I11egal Paraneter Encodi ng KBK(: p3eUNar WP R XdXC3/ yt r None 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n

149. 88.126.22 |lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df .|/ nai v sachar / mai | box. aspx None 14
. . Mil tiple Fullwdth/Hal fw dth Uhi code Encodi ng on

66. 249. 67. 59 I srael 147.237.77. 216 |dover. i df .il URL/ Par amet er (+) from 66, 249, 67, 59 B ock 14

Russi an . . Dstributed Paraneter Type Mol ation on
188.143. 232. 43 Federati on 147.287.77. 176 |nat pash. idf.il wan cogat . i df . i1/901-en/ cogat . aspx paraneter fronbate Bl ock 14
66. 249. 67. 254 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 14
m ny- kosher -kravi . i d _ .

46.117.164.60 |Israel 147.237.0. 17 £l Miltiple Illegal Paraneter Encoding from46.117. 164. 60 None 14

199. 16. 156. 126 |Uhited Sates  |147.237.77.216|dover.idf.il Ml tipl e Uhaut horized URL Access from 199. 16. 156. 126 B ock 14

66.249.78. 4 I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 14

157. 55. 39. 13 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to v idf.il/atal 1/i zkor/ B ock 14

5.79.74. 89 Net her | ands 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14

199. 16. 156. 126 |Lhited Sates  |147.237.77. 216|dover. i df . i | thaut hori zed LR. Access to Bl ock 14

vy i df . i | /sip storagelfil es/ 8/ si ze220x0/ 17418. j pg
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