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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country  |Target Address |Site
113. 108. 21. 16

|Signature

|Device Action |Count |
Chi na 147. 237. 76. 202 e halag.idf.il [JLM Under Attack_Con_Tcp drop 2
5. 8. 201. 254 Russi an Federation 147.237.76. 196 e.svivaidf.il [L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site ‘Sgnaiure Devi ce Action |Oount |

167. 114. 208. 224 |Canada 147.237.72.166 |aka.idf.il[C25: HITP. access to adninistrator/index. php -> Quarantine B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent
82.117.208.243 [147.237.76.86 navy. i df.il ET SCAN NMVAP -sS w ndow 1024
46.162.116. 221 |147.237.76.38 |Sweden eeneitav.idf.il ET SCAN NMAP -sS w ndow 1024
. |ET SCAN Behavioral Lhusual |y fast inbound Tel net Gonnecti ons,
31.168.126. 145 |147.237.0.16 |lsrael ny- kosher-kravi .idf.il .
Potential Scan or Brute Force
, _ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
175.141. 171. 107|147. 237. 8. 46  |Mil aysi a e.chinuch.idf.il .
Potential Scan or Brute Force
. - ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
81.227.150.72 |147.237.76.30 |Sweden hi nush. i df . i | )
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
216. 4.56. 151 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 218
108. 120. 234. 191|thited Sates [147.237.77.216 [dover.idf.il |drop Frst packet isn't SYN drop 111
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 50
176. 13. 2. 235 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 49
96.41.214. 4 Lhited Sates [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 39
93.173.0. 128 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 29
79.176.145. 119 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 27
66.240.67.53  |Uited Sares |147.237.77. 216 |dover.iar. i1 | €M NG Engine: TP Invalid Invalid segnent retransnssion. drop 26
Ret r ansni ssi on Packet dr opped.
52.91.173. 216 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 24
68. 180. 230. 29 Lhited Sates |[147.237.77.176 |matpash.idf.il|dr op SAMrul e drop 24
109. 64. 29. 46 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
46. 19. 86. 222 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 18
207.241. 226. 144|Wited Sates |147.237.72.166|akaidf.il  |Wb Server Enforcenent Mol ation vsz:)\/isivers Stow HITP Denial - of rej ect 17
216.81.94.76 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 16
151. 80.31.115 (italy 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 13
66.240.67.65  |Uited Sares |147.237.77. 216 |dover.iar. i1 | €M NG Engine: TP Invalid Invalid segnent retransnssion. drop 12
Ret r ansni ssi on Packet dr opped.
68. 38. 193. 86 Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SN drop 12
50.116.28.209 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 12
68.180.228.112 |lLhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 12
66.240.67.50  |uited Sates |147.257.77. 216 |dover.iar.i1 |2 €AM NG Engine: TP Invalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
109. 200. 30. 154 LK?ir::gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
103. 3. 81. 13 Phi 1§ ppi nes 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
207.46.13.178 |Lhited States |[147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 8
98.115.120.243 |lLhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 8
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 7
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
40. 77. 167. 33 Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 6
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
194.187. 168. 25 |Pol and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
46. 19. 85. 248 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 85. 248 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 6
37.142.108.91 [Israel 147.237.72. 166 |akaidf.il  |Bad TCP sequence mﬁﬁ]fsrgl rea”s”"'t wthdifferent | onitor |6
69.171.228.121 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 5
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
65.19. 138. 34 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 4
184.173.183. 174|tnited Sates [147.237.77.216 |dover.idf.il |drop Frst packet isn't SYN drop 4
2.52.169. 43 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
41. 33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
69.171.228.119 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 4
52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 4
157.55.39. 255 [thited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 3
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
50.87.144.145 |Wited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 3
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 3
157. 55. 39. 26 Lhited Sates [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 3
74.101. 220. 8 Lhited Sates |[147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 3
198.58.102.96 |[lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Sgnature ‘Count

‘ Target Address |Site

Country Action
93.172.137.170 | srael 147.237.0.19 |nadimatal .idf.il  |[°0 MW of the Sane Response Code (404) in Session from Bl ock 3976
93.172.137.170
68.180.228.112 [lnited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 84
68. 180. 228. 112 [Lhited Sates |147.237.77. 216 |dover. i df .i | Paraneter Type Mol ation PageNimin Bl ock 84
waw i df . i | /1158- he/ dover . aspx
66. 249. 67. 53 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 53 B ock 70
66. 249. 67. 59 I srael 147.237.77. 216 |dover.idf.il Mil tipl e Unaut hori zed URL Access from 66.249. 67. 59 B ock 70
66. 249. 67. 65 | srael 147.237.77.216|dover. i df . i | Mil ti pl e Unhaut horized URL Access from 66. 249. 67. 65 Bl ock 56
104.197.177.76 |Lnited Sates |[147.237.77.216|dover.idf.il Ml tiple Unhaut hori zed URL Access from 104.197.177.76 B ock 42
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i | /994- 8613- he/ navy. aspx. aspx B ock 42
Russi an . . Paraneter Type Mol ati on PageNumin
213.21.33.35 Federation 147.237.77.74 [lawidf. il wwy | aw i df . il/327-en/ pat zar. aspx Bl ock 14
167. 114. 208. 224|Canada 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 14
] . . D stributed Uhauthorized URL Access on
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df i 1/ 994- 8613- he/ navy. aspx. aspx B ock 14
52.91.173.216 |lLnited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/images/ 1. he/t opcap. gi f) B ock 14
Russi an Paraneter Type Mol ation
188. 143. 232. 43 ) 147.237.77. 216 |dover.i df .i | ct |1 00$Cont ent P acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in Bl ock 14
Federation . -
wa i df . i1 /1283- en/ dover . aspx
66. 249. 67. 77 I srael 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx |B ock 14
167. 114. 208. 224|Canada 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-1ogin. php B ock 14
66. 249. 67. 53 I srael 147.237.77. 216 |dover.idf . il Distributed Suspici ous Response Code B ock 14
188.240.88.17 |Ronani a 147.237.77.216|dover. i df . i | Distributed Suspici ous Response Code Bl ock 14
104.197.177.76 |Uited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/english/products B ock 14
. - Unaut hori zed URL Access to
66. 249. 67. 83 I srael 147.237.77. 216 |dover. i df . il 147, 237.77. 216/ i mages/ shar ed/ nai | t hi scl ose. png B ock 14
46.121. 247. 189 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 14
180. 76. 15. 31 Chi na 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list5 htm B ock 14
82.118.237.101 |Rulgaria 147.237.72.167)ishurimaka. i df .i| |Wauthorized URL Access to 147.237.72.167/ B ock 14
; . . Unhaut hori zed URL Access to
199. 16. 156. 125 |thited Sates |147.237.77.216|dover.idf.i | v f i /i p storagel i1 es/ Ol si ze220x0/ 16900. | pg B ock 14
151.80.31.115 |italy 147.237.77. 216 |dover.idf . il Distributed Suspici ous Response Code B ock 14
46.151.52. 35 kr ai ne 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/foruns/foruns. asp B ock 14
. ny- kosher - kravi . i df .
184.105. 139. 67 |Lhited Sates [147.237.0.16 i| Unaut hori zed URL Access to 147.237.0. 16/ B ock 14
93.172.137.170 |[Israel 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 14
208.115.113.82 |lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/main/giyus/general.aspx [B ock 14
157.55.39.134 Whited Sates  [147.237.76.86 [navy.idf.il Paraneter Type Mol ation catld in Bock |14
v navy. i df . i | / navy/ wat ercraf t s. aspx
52.91.173.216 |Wited Sates |147.237.77.216|dover.idf.il Mil ti pl e Wnaut hori zed URL Access from52.91.173. 216 Bl ock 14
Russi an - - Dstributed Paraneter Type Mol ation on
188.143. 232. 24 Federati on 147.287.77. 176 |nat paSh' idf. il wan cogat . i df . i1/901-en/ cogat . aspx paraneter fronbate Bl ock 14
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