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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
31.154.91. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10

115. 231. 222. 40 Chi na 147.237.76. 30 hi nush. i df . i | JLIMPurple Gon Limt Htp drop 3

115. 231. 222. 40 Chi na 147.237. 76. 30 hi nush. i df . i | JLM Under Attack Con Htp drop 2
58.177.117.113 Hong Kong 147.237. 76. 147 chinuch.aka.idf.il |Bock Udp All Nets drop 1
115.197.104. 21 Chi na 147.237.76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1

119. 236. 193. 213 Hong Kong 147.237. 76. 147 chinuch.aka.idf.il |B ock Udp All Nets drop 1
24.57.113. 65 Canada 147.237. 76. 147 chinuch. aka.idf.il |B ock Udp All _Nets drop 1

115. 205. 229. 114 Chi na 147.237. 76. 147 chinuch.aka.idf.il |Block Wdp All Nets drop 1

146. 185. 239. 100 Russi an Federati on 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

‘Target Address count ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
46.162. 116. 221 |147. 237. 77. 178 |Sweden emtpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.151.52. 8 147.237.8.27 |kraine e.nadimatal .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
210. 50. 197. 147 |147. 237. 77. 216 |Austral i a dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
37.143.82.50 |147.237. 76. 197 [Net her | ands ehinush.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
210. 50. 197. 147 |147. 237. 77. 216 |Austral i a dover.idf.il ET SCAN NVAP -f -sS 1
37.143.82.50 |147.237.76. 197 [Net her| ands e hinush.idf.il ET SCAN NVAP -f -sS 1
193.107.17. 72 |[147.237.76.86 |Seychel | es navy.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
190. 124. 35. 115 |147. 237. 76. 38 |N caragua eemeitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
188. 68. 224. 151 |147. 237. 77. 243 |Pol and nobi | e.idf il ET SCAN NMAP -sS wi ndow 3072 1
185. 100. 84. 253 |147. 237. 77. 216 dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.181.207. 63 |147.237.76.30 |Turkey i rush i | ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.162. 116. 221 |147. 237.76. 38 |Sweden eenmitav.idi.il |ET SCAN NVAP -sS wi ndow 1024 1
210. 50. 197. 147 (147. 237. 77. 216 |Austral i a dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
37.143.82.50 |147.237.76. 197 [Net her| ands e. hinush.idf.il ET SCAN NMAP -sS wi ndow 2048 1
193.107.17. 72 |147.237.76.86 |Seychel | es navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
190. 124. 35. 115 |147. 237. 76. 38 |N caragua eemeitav.idf.il |[ET SCAN NVAP -sS w ndow 3072 1
190. 124. 35. 115 |147.237.8.24 [N caragua elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
188. 68. 224. 151 [147.237.8.14 |Pol and e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
82.117. 208. 243 [147. 237. 76. 148 gacenter. aka. i df.i [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
162. 201. 186. 120|lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 781
74.104.207.83 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 427
99. 66. 179. 96 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 204
197. 48. 236. 237 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 140
24.29.58.204 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 134
2.54.33.22 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 85
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 60
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 39
131.253.25.170 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
174.61.103.22 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 36
66.249.67.59  |Lnited Qates 147.237.77. 216 |dover i i1 |2 AM NG Engine: TCP Invalid inval i d segnent retransnissi on

Ret r ansm ssi on Packet dr opped. drop 32
71.191.165.199 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 30
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 28
68.180.230.29 |lhited Sates 147.237.77. 176 |nat pash.i df . il |dr op SAMrul e drop 27
179.105. 188. 94 |Brazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
73.1.106. 223 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 26
46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
66.249.67.65 |Lhited Sates 147. 237.77. 216 |dover i1 | €AM NG Engine: TCP Invalid finvalid segnent retransnission

Ret ransm ssi on Packet dr opped. drop 24
66.249. 84.165 |Lnited Sates 147. 237, 77. 216 |dover. 111 |/ S3M NG Engine: TCP Invalid invalid segnent retransnission

Ret r ansm ssi on Packet dr opped. drop 20
74.56.229. 13 Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 18
85.250.52. 1 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18
207. 241. 226. 144|wited Sates 147.237. 72, 166 joka i 11 | [EP Server Enforcenent Veb Servers Sow HITP Denial of |

Mol ation Servi ce rejed 1
66.249.67.53  |Lhited Sates 147, 237.77. 216 |dover .11 |/ €AM NG Engine: TCP Invalid finvalid segnent retransmssion

Ret r ansnmi ssi on Packet dr opped. drop 14
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
134.191. 232. 68 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
68. 180. 229. 121 [Lhited Sates 147. 237.76. 200 [ei tan aka. i of . | S2M NG Engi ner TGP Invalid invalid segnent retransnissi on

Ret r ansm ssi on Packet dr opped. drop 12
108.59.253.71 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
50. 87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
70.208. 75. 53 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
109. 67. 155. 6 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 8
134.191.232. 71 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
66.249.84.167 |lnited Sates 147, 237. 77, 216 |dover ict i1 || S NG Engine: TCP Invalid |invalid segnent retransnission

Ret ransm ssi on Packet dr opped. drop 6
40.77.167.33  |Wited Sates 147, 237. 77, 216 |dover it i1 || S NG Engine: TCP Invalid invalid segnent retransnission

Ret r ansn ssi on Packet dr opped. drop 6
66.102.8.173  [lhited Sates 147, 237.77. 216 |dover i1 |/ €AM NG Engine: TCP Inval id finvalid segnent retransmssion

Ret r ansnmi ssi on Packet dr opped. drop 6
40.77.167.37  |wited Sates 147. 23777, 216 |dover i i1 | €M NG Engine: TQP Invalid finvalid segnent retransmssi on

Ret r ansni ssi on Packet dr opped. drop 6
222.153.95.196 |New Z@II and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46. 18. 21. 209 (F;ajcis;i';'ja” Territory:|147. 237. 77. 216 dover.idcf.i1 |drop First packet isn't SN drop 6
77.126.26.190 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
37.142.108.91 [Israel 147.237.72. 166 |aka icf.il  [Bad TCP sequence ﬂﬁtrs\;;gxz&:‘th moni tor |6
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
40.77.167.35 |wited Sates 147. 237, 77. 216 |dover. i i1 | reamng Engine: TQP Invalid |invalid segnent retransnission

Ret ransm ssi on Packet dr opped. drop 6
66.249. 84. 166 |lnited Sates 147. 23777, 216 |dover i i1 | €M NG Engine: TQP Invalid finvalid segnent retransmssi on

Ret r ansni ssi on Packet dr opped. drop 6
54.204.34.249 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
66. 249. 67. 53 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop




10-25-2015-03:04:04 to 10-25-2015-04:04:04

|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce
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Country Action
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | m“é:;;t'.zi?.itﬂ‘sf;f;s;;g‘;ﬂ s/ 0 s 7622040 3410, pg. 51 Bl ock 840
68.180.228.112 [lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1362- he/ dover. aspx B ock 84
68.180.230. 224 |Uited Sates  [147.237.76.31 |nakchal .idf. il | cre o TYPe M olat on FRoSRUmI oo Bl ock 84
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1824- he/ dover . aspx B ock 56
72.9.148.10  |Wited Sates |147.237.76.86 |navy.idf.il bt ;'a?,‘;,t od et b zea oo 2o aspx Bock |53
66. 249. 67. 59 | srael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 28
66. 249. 67. 59 I srael 147.237.77.216|dover.idf .i | Ml tipl e Unauthorized URL Access from 66.249. 67. 59 B ock 28
66. 249. 67. 65 I srael 147.237.77.216|dover . i df .i | Mil tiple Unaut horized URL Access from 66.249. 67. 65 Bl ock 28
66. 249. 67. 53 I sr ael 147.237.77. 216 |dover . i df . i | Ml tiple Unaut hori zed URL Access from 66. 249. 67. 53 Bl ock 28
Russi an ] . Paraneter Type Mol ation _ _ _
188.143.232.43 |_ - o o 147.237.77.216|dover.i df .i | ct| 00$Cont ent A acetbl der 1$ucAr ti cl eLobbyGont rof $dat epi cker i n B ock 14
wa i df . i | /1283- en/ dover . aspx
91. 200. 12. 53 Wkrai ne 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to 147.237.77.216/ B ock 14
66.249.67.83 I srael 147. 237.77. 216 |dover . i df . i | e e e e/ dover . aspx Hock |14
45.35.71. 179 147.237.77. 216 |dover . i df . i | m“f cr;fo_ri'lz/iiat’:a/ﬁ‘;gfizn:rod o header upper Bl ock 14
31.193.51. 80 France 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 14
151.80.31. 115 [italy 147.237.77. 216 |dover . i df . i | mult ;?ri'lzl'iinmé‘g:ﬁ;;; ser controf s/ header upper Bl ock 14
66.249.67.89 I srael 147.237.77. 216 |dover . i df .i | e o o s e/ dover . aspx Bock |14
66.249. 65. 188 [l srael 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 14
188. 165. 15. 121 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list20050529. htm Bl ock 14
66. 249. 67. 65 | srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
40. 77. 167. 43 Lhited Sates [147.237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed UR. Access to wwu chi nuch. aka. i df.il/404. htm Bl ock 14
157.55.39. 255 |lhited Sates [147.237.77.216|dover.idf .il O stributed Suspicious Response Code Bl ock 14
66.249.78.236 |lsrael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/robots. t xt B ock 14
66. 249. 67. 53 I srael 147.237.77. 216 |dover.i df . i | D stributed Suspici ous Response Qode Bl ock 14
207.46.13.178 |lnited Sates |147.237.77.216|dover.idf.i | Lhaut hori zed URL Access to waw i df.il/navy/htm/tool fs. asp Bl ock 14
71.13.39.81 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawn i df.il/sip_storage/files/2/4912. png B ock 14
41.189.32.61 Qte Dlvoire [147.237.77.216|dover.idf .il Enail collector robots 14 B ock 14
188.143.232.35 [0 147. 237.77. 176 |nat pash. i df . i | ma';itgjt e i\':;)gglli-z:/fcro%r;?taesés Bock |14
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il Mil tipl e Uhaut hori zed UR. Access from 68. 180. 228. 112 B ock 14
66. 249. 67. 65 I srael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text. asp B ock 14
41.189. 32. 61 Qte Dlvoire [147.237.77.216|dover.idf .il eMi | Hoardi ng Bl ock 14
188.165. 15.37  |France 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 994-8517-he/ atal . aspx  |B ock 12
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