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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
79.181.114. 188 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 10
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
87.126.111.74 |147.237.0.33 |migaria il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
46.151.52. 8 147.237.8.45 |lkraine eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
128.199. 236. 67 |147.237.0.19 |9 ngapore nadi matal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
117. 135. 163. 104|147.237.0.35 [China akavs. i df il ET SCAN NVAP -f -sS 1
54.215.188. 240 |147.237.76. 147 |Lhited Sates [chinuch. aka idf.il|ET SCAN NVAP -sS wi ndow 4096 1
117. 135. 163. 104|147. 237.0.35 |Chi na akaws. i df .i | ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
162. 201. 186. 120|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 624
217.128.54.228 |Rance 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 106
141. 0. 15. 227 Nor way 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 98
24.79.112. 251 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 69
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 69
2.52. 145. 226 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 66
85.250.52. 1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 56
2.54.34.61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
68.180.230.29 |Lhited Sates [147.237.77.176|natpash.idf.il |drop SAMrul e drop 34
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 25
66.249.67.65  |Uited Sares |147.237. 7. 216 |dover ict i1 | SaMNg Engine: TCP Invalid invalid segnent retransmissi on. drop 24
Ret r ansm ssi on Packet dr opped.
100. 100. 47. 54 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 20
24.189.121.192 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 19
66.249.67.59  |Uited Sates |147.237.77. 216 |dover. i df i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 18
Ret r ansn ssi on Packet dr opped.
100. 100. 47. 54 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 16
100. 100. 47. 54 147.237.72. 156 |anan.i df . il dr op Frst packet isn't SN drop 15
100. 100. 47. 54 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 14
100. 100. 47. 54 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
66.249.67.53  |Uited Sares |147.237. 7. 216 |dover ict i1 | SaM NG Engine: TCP Invalid invalid segnent retransmissi on. drop 14
Ret r ansm ssi on Packet dr opped.
79.179.183.7  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dr opped.
41. 69. 160. 29 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
37.237.204.65 |lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
198.58.96.215 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
198. 58. 99. 82 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 12
5.29. 153. 153 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
86. 161. 3. 59 LK?ir::gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
37.142.108. 232 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence S e Lansm wthdifferent | onitor |10
46.116. 169. 4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
79.178. 206. 245 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
100. 100. 47. 54 147.237.77. 234 |hal ag.i df .i | drop First packet isn't SN drop 9
64.233.172. 171 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 8
2.52.38.108 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
37.142.108.91 [ srael 147. 237.72. 166 |aka i f . i Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor o
72.239. 89. 93 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
100. 100. 47. 54 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 6
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 6
79.179. 205. 211 i srael 147, 237, 72. 167 i shurimaka i cf i || @M NG Bngine: TP Invalid - finvalid seqnent retransnissi on. dr op 6
Ret r ansn ssi on Packet dr opped.
46.19.85.78 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
219.74.36.138 |4 ngapore 147. 237. 77. 216 |dover. i df . i | Streamng Engi ne: TCP | nvalid linvalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
79.180. 221. 242 |Israel 147237, 72. 167 i shurimaka. i .|| @M NG Engine: TCP Invalid  finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
188. 120. 132. 73 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
213.57.165.6  |israel 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid  finvalid segnent retransmssi on drop 6
Ret r ansm ssi on Packet dr opped.
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19.86.4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
87.93.159.241 |FAnland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
] . . Parameter Type M ol ati on PageNumin
68.180.230. 224 |lhited Sates [147.237.76.31 |nakchal .idf.il vw nakhal i df i 1/ 1111- he/ nakhal . asp Bl ock 84
] . . D stributed Uhaut hori zed URL Access on
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
68.180. 228. 112 |Whited Sates  |147.237.77. 216 [dover. i df .i | Wnaut horj zed R Access to . B ock 28
ww i df . i |/ newsi t e/ hebr ew bagat z_sar bani mstm
66. 249. 67. 65 I srael 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 14
84.108.129. 6 I srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wa i df.il/hebrew news/ B ock 14
66. 249. 69. 10 I srael 147.237.72.166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 14
64. 19. 78. 242 Lhited Sates |147.237.72.166 |aka. i df .il Unhaut hori zed URL Access to 147.237.72. 166/ B ock 14
66. 249. 67. 65 | srael 147.237.77.216|dover.idf . il Mil tipl e Unaut horized URL Access from 66. 249. 67. 65 B ock 14
Russi an Uhaut hori zed URL Access to
146. 185. 234. 48 er ati on 147.237.76.86 |navy.idf.il ww navy. i df . i1/tenpl at es/1inks/1inks. aspx/t enpl at es/ sendt of ri end/ se |Bl ock 14
ndt of ri end. aspx
66. 249. 69. 18 | srael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on 147.237.72. 166/ robots. txt |B ock 14
66. 249. 67. 53 I srael 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 14
74.82.47.3 Lhited Sates [147.237.77.243|mobi | e.idf .i | Unhaut hori zed URL Access to 147.237.77. 243/ B ock 14
66. 249. 67. 77 I srael 147.237.77. 216 |dover . i df .i | D stributed Uhaut hori zed URL Access on 147.237.77. 216/ robots. txt |B ock 14
66. 249. 67. 53 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wanidf.il/atal 1/izkor/view pictures. asp |B ock 14
81.177. 166. 161 | 255 &N 147. 237.77. 216 |dover . i df . i | Adnin Bl ocki ng B ock 14
Federation
66. 249. 67. 83 I srael 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on 147.237.77.216/robots.txt |B ock 14
nobi | e. nei tav.idf.i i i
2 54.30. 144 I sragl 147, 237. 76. 39 Pargrret er' Typi_e \i _oI ation ctIOO$Cpnt ent Pl acetbl der 1$t xt Password i n B ock 14
| nobi | e.nei tav.idf.il/tenpl ates/|ogin. aspx
68.180.228.175 |Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 14
. . Uhaut hori zed URL Access to
66. 249. 67.59 I srael 147.237.77. 216 [dover . i df . i | wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ nazi . i df i | Bl ock 14
81.177. 166. 161 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Lhaut hor i zed URL Access to wan i df.il/adnin B ock 14
66. 249. 67. 89 I srael 147.237.77. 216 |dover . i df . i | D stributed Uhaut horized URL Access on 147.237.77.216/robots. txt |B ock 14
46. 4. 94. 226 Ger many 147.237.77.216 |dover. i df . i | D stributed Unhaut hori zed URL Access on 147.237.77.216/robots. txt |B ock 14
] . . URL is Above Root Drectory
199. 127. 226. 150|United Sates  [147.237.77.216 |dover.idf.il v i of i1/ / shared/ cl i entscri pts/j query/j auery-1.4.2.nin. | s Bl ock 12
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