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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 84
66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 24
46.19. 86. 100 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 20
46. 19. 85. 17 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
5.102. 198. 233 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 9
109. 64. 149. 162 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
79.176. 165. 225 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
54.149.21. 11 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
46.19. 85. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
149. 78. 248. 219 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 3
86. 160. 26. 60 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
203. 218. 236. 97 Hong Kong 147.237.76. 148 ggcenter.aka.idf.il|B ock_Ulp Al _Nets drop 1
109. 64. 5. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
46. 120. 106. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.19. 85. 107 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
52. 10. 230. 226 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 1
27.105. 181. 100 Tai wan 147.237.76. 176 test.ncore.idf.il |Block Wdp All Nets drop 1
79.182. 188. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count

5.28.177.136 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3

128.199. 84. 16 |147.237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1

218.108. 132. 58 |147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1

188. 86. 253. 131 [147. 237. 72. 217 |Sai n eidf.il ET SCAN NMAP -sS wi ndow 3072 1

112 149. 118, 75 |147 237 035 |Korea Republic [ . o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force

222.186.21.38 [147.237.76.39 |China nobi | e.nei tav.idf.i [ET SCAN Potential SSH Scan 1

13 103. 17131 |147. 237, 76, 147 |RUSSi@N chi nuch. aka, i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force

188. 86. 253. 131 [147. 237. 72. 217 |Jai n eidf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
164. 138. 115. 176l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 434
31.44.138. 26 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 281
109. 110. 116. 231|Lebanon 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 225
85.250.52. 1 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 123
23.27.45.124 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 102
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 91
119.224.29.36 [New Zeal and |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 88
208.115.113.89 |Lhited States [147.237.77.216(|dover.idf.il |drop First packet isn't SYN drop 88
84. 13. 163. 155 LK?ir::gom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 82
46. 19. 86. 240 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 63
73.149.108.198 |Lhited States [147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 63
46.120. 147.36  |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 59
45.217.132.82  |Uruguay 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 57
213.57.179. 148 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 54
66.249.67.53  |uited Sates [147.237. 77, 216 |dover iar.i1 | S2M NG Engine: TGP | nvalid Invalid segnent retransmssion. drop 44
Ret r ansni ssi on Packet dr opped.
141.72. 235. 253 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 42
68. 180. 230. 29 Lhited Sates |[147.237.77.176 |matpash.idf.il |dr op SAMrul e drop 40
79.176.175.21  [israel 147.237.76.42 |refush.icf.il [Bad TCP sequence ig;e”ansm't with different wndowl, ooivor 40
66.240.67.50  |Uited Sares |147. 237, 77. 216 |dover icr.i1 | €M N9 Engine: TCP Invalid Invalid segnent retransmssion drop 38
Ret r ansni ssi on Packet dr opped.
5.244.196.121 |Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 36
193.188.95.95 |Jordan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 35
37.60. 42. 208 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 35
68.180.228. 112 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 34
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 33
66. 249. 67. 59 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 33
118. 241. 234. 224 |Japan 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 31
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 30
66.240.67.65  |Uited Sates |147. 237 77. 216 |dover icr.i1 |2 €M N9 Engine: TCP Invalid Invalid segnent retransmssion. drop 28
Ret r ansni ssi on Packet dr opped.
5.28.93. 205 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25
79.177.60.52  |Israel 147, 237.76. 200 |ei tan. aka i of. {1 | ST NG Engine: TP Inval i d Invalid segnent retransmssion drop 24
Ret r ansni ssi on Packet dr opped.
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
54.224.21.23 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 22
109. 200. 30. 154 LK?ir::gom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 22
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 21
66. 249. 67. 53 Lhited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 21
212.76.127.212 |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 20
5.22.135. 166 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 19
136. 152. 209. 45 [thited Sates [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 19
66. 249. 67. 65 Lhited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 18
46. 19. 86. 184 | srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 18
149.78. 6. 136 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 17
50.87.144.145 |lhited States |[147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 17
109. 64.111. 61 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
96. 248. 115. 247 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 16
176.13.22. 134  |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
46. 19. 86. 28 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
212.76.127.10 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
66. 102. 9. 91 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 14
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
} . . Lhaut hori zed URL Access to
68.180. 229. 239 |[Lhited Sates |147.237.72.166|aka.idf.il v aka, i df i |/ g yus/ general .. . 067&doci d=31516 B ock 84
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx [Bl ock 56
66. 249. 67. 65 I srael 147.237.77.216|dover.idf.il |Mitiple Unauthorized URL Access from 66.249. 67. 65 Bl ock 42
31.210. 186. 177 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 28
66. 249. 67. 65 I srael 147.237.77.216|dover.idf.i| |Dstributed Suspicious Response Code Bl ock 28
68.180.228. 112 |Wnited Sates [147.237.77.216|dover.idf.i| |Paraneter Type Miol ati on PageNumin wan i df . il/1381- he/ dover . aspx Bl ock 28
66. 249. 67. 59 | srael 147.237.77.216|dover.idf .i| |Dstributed Suspicious Response Code Bl ock 27
. . Paraneter Type M ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Search in
2.54.9.121 I srael 147.237.77.74 |lawidf.il v | aw i df . i 1/ 421- 2258- he pat zar . aspx Bl ock 27
} . . Lhaut hori zed URL Access to
168. 235. 198. 224 |lhited Sates  [147.237.77. 216 |dover. i df . i | woww i i 1/ shar ed/ cl i ent scri pt s/ ui /ui . dat epi ckex? (3. B ock 14
188. 143. 232. 26 RJSf;:I”i on 147.237.77.74 |lawidf .il Mil tipl e Unaut horized URL Access from 188. 143. 232. 26 B ock 14
96.248.115. 247 |Uhited Sates  |147.237.77.216|dover. i df il |72 2m®ter Type Molation ctl 00SContent A acetol der 18txtEnai | in B ock 14
wwy i df . i 1/1038-en/ dover . aspx
66. 249. 67. 83 I srael 147.237.77.216|dover.idf.i|l |Wauthorized URL Access to 147.237.77.216/ 1133- 14149- he/ dover . aspx |B ock 14
176.13. 5. 86 I srael 147.237.77.243|nobi [ e. i df .i| |Miltipl e Unaut hori zed URL Access from176. 13. 5. 86 Bl ock 14
66. 249 67. 59 | srael 147.237.77. 216 |dover . i df . i | Ml tiple Ful I width/Hal fw dth Lhi code Encodi ng on LR/ Paraneter(+) from B ock 14
66. 249. 67. 59
188. 143. 232. 26 RJF Sﬁ::ﬂ on 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to wwu | awidf.il/656-en/ Bl ock 14
97. 90. 31. 147 Uhited Sates |147.237.77.216|dover.idf.il |Unauthorized URL Access to ww idf.il/newsite/ hebrew main. asp Bl ock 14
66.249.67.219 |[Israel 147.237.77. 176 |mat pash. i df . i [|haut hori zed URL Access to waw cogat . idf.il/894-he Bl ock 14
176.13.11. 162 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 14
73.207.122.224 |thited Sates  [147.237.77. 176 |nat pash. i df . i [|Unaut hori zed URL Access to waw cogat . i df . il/894-en Bl ock 14
Russi an Paraneter Type Mol ation
188. 143. 232. 43 ) 147.237.77.216|dover.i df.i| [ctl 00$Cont ent P acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 14
Federati on . )
wan i df . i |/ 1283- en/ dover . aspx
151.80.31.115 |italy 147.237.77.216|dover.idf.i| |Dstributed Suspicious Response Code Bl ock 14
66.249.78. 4 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/ Bl ock 14
37.26.148.187 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 14
. . . D stributed Unhaut hori zed LRL Access on
180. 76. 15. 9 Chi na 147.237.76.86 |navy.idf.il [ navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 14
84.228.86. 73 I srael 147.237.77.234|hal ag. i df . i| |Whauthorized URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 14
188. 165. 15. 37  |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1239- he/ at al . aspx Bl ock 14
157.55.39.9 Uited Sates |147.237.77.216|dover.idf.il |Unauthorized URL Access to 147.237.77.216/ Bl ock 14
46.163.68. 111  [Ger many 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . il/qjyus/ general /defaul t.a Bl ock 14
. . . URL is Above Root Drectory
183. 57. 153. 152 |Chi na 147.237.77.216|dover.i df .i | wowvi of i1/ ./ shared/ cl i ent scri pts/ui /i 18] query-ui -i 18n. | s Bl ock 14
87.69.105.237 |lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ Bl ock 14
66. 249. 67. 77 I srael 147.237.77.216|dover.idf.i| |Unauthorized URL Access to 147.237.77.216/robots. t xt B ock 14
208.115.113.89 |lLnited Sates |147.237.77.216|dover.idf.i| |Ostributed Suspicious Response Code Bl ock 14
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