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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Addr ess ‘Site |S gnature Devi ce Action |Oount ‘
202. 29. 22. 38 Thai | and 147.237.77.216 |dover.idf.il Q025 HITP. access to adninistrator/index. php -> Quarantine B ock 1
5.28.177.136 I srael 147.237.76.31 |nakchal . i df . i |{C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

|Signature

41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
5.8.66.90 147. 237.0. 19 Russi an Feder ati on madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186. 56. 32 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
218. 240. 7. 206 147.237.77. 233 Chi na atal .idf.il ET SCAN NVAP -f -sS 1
185. 82. 201. 17 147.237.77. 216 dover.idf.il ET DO5 SSL Bonb DoS Att enpt 1
107. 196. 106. 94 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
84.109. 104. 22 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
58. 253. 96. 122 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN NVAP -f -sS 1
5.199. 172. 154 147. 237.77. 176 Li t huani a mat pash. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
222.186. 56. 32 147. 237. 0. 200 Chi na . idf il ET SCAN Potential VNC Scan 5900- 5920 1
2.50. 143. 65 147.237.72. 217 Lhited Arab Enirates eidf.il ET SCAN NMVAP -sS wi ndow 3072 1
218. 240. 7. 206 147. 237.77. 233 Chi na atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
128. 199. 236. 67 147. 237.76. 30 S ngapore hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
92.241.51. 98 147.237.77. 216 Jor dan dover.idf.il portscan: TCP D stributed Portscan 1
58. 253. 96. 122 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
46.162. 116. 221 147.237.76. 198 Sweden e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.199. 172. 154 147. 237.77. 176 Li t huani a nat pash. i df .il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
164. 138. 115. 176l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 669
79.183.167. 197 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 71
85.250.52. 1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
119.224.29.36 |New Zeal and |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 32
Sreaning Engine: TP Invalid i i Ssi
85.130.248.80 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g nval i d segnent retransmssi on. drop 27
Ret ransni ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
66. 249. 67. 59 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 11
68.180.230.29 |Lhited Sates |147.237.77.176|natpash.idf.il drop SAMrul e drop 11
80.246.133.92 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
79.176.213. 167 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46. 19. 86. 229 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 145 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
70. 66. 21. 195 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
31.193.51.17 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TP Invalid i i Ssi
66.249.67.65  |Uited Sates |147.237.77. 216 |dover. i df il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.67.59  |tnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 17 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
185. 120. 126. 40 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
131.253.25. 237 |lWhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 5
Sreamng Engine: TCP Invalid i i ssi
79.179.115.46 |Israel 147. 237. 77. 243 |nobi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
96. 248. 115. 247 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 3
46. 19. 85. 69 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
98.215.228.35 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 3
95. 86. 120. 213 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
109. 64. 201. 117 |(Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
79.183.152. 175 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TP Invalid i i Ssi
80. 246.133.92 | srael 147. 237. 77. 216 |dover i df .i 9 =g nval i d segnent retransmssi on. drop 2
Ret ransni ssi on Packet dr opped.
2.52.134. 149 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
46. 19. 86. 221 | srael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 2
71.81.128. 86 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
Sreamng Engine: TQP Invalid i i ssi
93.173.224. 168 |Israel 147. 237. 77. 243 |nobi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 2
Ret ransni ssi on Packet dr opped.
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
79.181.110.199 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
37.46.34.34 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
73.22.155.10 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
79.182.24.97 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
109. 64. 13. 157 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Lhited s -
86. 24.42. 93 Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
73.149.108.198 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 2
84.108. 30. 206 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
50.87.144.145 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
80. 246.133.92 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
212.76.109. 218 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
95.254.72.19 Italy 147.237.76.34 |yohal an.idf.il drop drop 2
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

‘Count

Country Action
46.19. 85. 46 I'srael 147.237.0.19 |nadimatal .idf.i[/°° MY of the Sane Response Code (404) in Session from B ock 1396
46.19. 85. 46
176.13. 5. 86 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from176. 13.5. 86 B ock 70
. . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 56
. . . Unaut hori zed URL Access to
176.13.5.86 | sr ael 147.237.77.243|nobi | e. i df . i1 nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1302 B ock 42
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf . il Ml ti pl e Unaut hori zed URL Access from 66. 249. 67. 59 B ock 28
50. 62. 57. 239 Lhited Sates |147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/blog/wp-adm n/ Bl ock 14
188. 143. 232. 43 RJSf;:I”i on 147.237.77.176 |mat pash. i df .i|  |Mitiple Whauthorized UR. Access from 188.143.232. 43 B ock 14
Russi an Uhaut hori zed URL Access to
146. 185. 234. 48 eration 147.237.0.34 |tikshuv.idf.il tikshuv.idf.il/tenpl at es/ news/ news. i n. aspx/ t enpl at es/ sendt of ri end/ send |B ock 14
tof ri end. aspx
66. 249. 67. 89 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 14
45. 63. 107. 26 147.237.77. 170 [maar achot . i df . i | |Unaut horized URL Access to 147.237.77.170/ B ock 14
202.29. 22. 38 Thai | and 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwuidf.il/wp-1ogin. php B ock 14
176.13.14.198 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
. . D stributed Lhauthori zed URL Access on
79.176.175.21 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css Bl ock 14
66. 249. 67. 53 | srael 147.237.77.216 |dover. i df . i | D stributed Suspici ous Response Gode Bl ock 14
188. 143. 232. 43 RJS|S;$ o 147.237.77. 176 |mat pash. i df . i1 |hauthori zed URL Access to www cogat . i df i |/ 1590- he/ B ock 14
151.80.31.115 |italy 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 14
66. 249. 69. 10 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
46.19. 85. 46 I srael 147.237.0.19 |madi matal .idf.il|Too Many 404: Response Code per Session B ock 14
212.199.57. 204 |lsrael 147.237.77. 243 |nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 14
184.168. 200. 234|Uhited Sates |147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to tikshuv.idf.il/wp/wp-adnin/ B ock 14
85. 64. 76. 103 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 14
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8750- he/ r ef uah. aspx |B ock 14
157. 55. 39. 26 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/hebrew an. . B ock 14
66.249.78.248 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 14
Uhaut hori zed URL Access to
184.173.183. 173|thited Sates  [147.237.77. 176 |nat pash. i df . i | W cogat . i df . i |/901-10272- en/ cogat . aspx&usg=al kj r hi x| 5usddt xwl hp |B ock 14
_Qi zzd1bj r 1n5g
109. 65. 61. 65 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css Bl ock 14
66. 249. 67. 65 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 65 B ock 14
: . . .|D stributed Unaut hori zed URL Access on
40.77.167. 42 Lhited Sates  |147.237.76. 147 |chi nuch. aka. i df . i i chi nuch. aka, i df 117404, htm B ock 14
: . ] Unaut hori zed URL Access to
199. 16. 156. 126 |lhited Sates  |147.237.77.216|dover.idf .il Wi f i /i storagel il es/ 8 si ze220x0/ 17348, | pg B ock 14
69. 65. 3. 173 Uited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/ol d/wp-admn/ B ock 14
. . D stributed Unaut hori zed URL Access on
46.19. 86. 15 I srael 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1135- hel at al . aspx Bl ock 14
Russi an . . Paraneter Type Mol ation fronbate in
188. 143. 232. 26 eration 147.237.77. 176 [mat pash. i df . i | v cogat i df i |/ 901- en/ cogat . aspx Bl ock 14
146. 185. 234. 48 R‘SIS:;”i o 147.237.0.34 |tikshuv.idf.il  |Mitiple Unauthorized URL Access from 146.185.234. 48 B ock 14
66. 249. 67. 65 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v i df.il/eng B ock 14
41.69.194. 74 Egypt 147.237.77. 216 |dover.idf .il SSL Uhtraceabl e Gonnection - (pen Mde None 14
202. 29. 22. 38 Thai | and 147.237.77. 216 |dover. i df . i | PHP At t enpt B ock 14
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