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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
66. 249. 67. 67 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 158
84.236. 37. 40 Hungary 147.237.77.216 dover.idf.il SYNHood full table drop 17
185. 32.179. 187 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie dr op 16
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 15
177.82. 158. 64 Brazil 147.237.77. 216 dover.idf.il SYNHood full table drop 8
109. 66. 81. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
149. 78. 226. 237 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 64. 17. 180 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
2.54.179. 103 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
85. 115. 52. 201 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 66. 81. 104 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
10.0.0.3 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
73.46.229. 171 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5.29.231. 34 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
95. 71. 120. 223 Russi an Federation 147.237.72. 167 i shurimaka.idf.il|Frk Under Attack Con Tcp drop 2
79.181.57. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 2
46. 120. 41. 204 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
176. 12. 147. 91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.19. 85. 124 147.237. 72. 166 |I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 18
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
81 88, 116. 80 147 237 72 917 |FUSSi @ cid il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
46.151.52. 8 147.237.0.15 |kraine kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
195. 20. 154. 142 |147.237.8.46 |lkraine e.chinuch.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
122 180. 230, 1421147 237 76.30 |india hivsh i df i | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
103.232.35.93 |147.237.8.50 |[Hong Kong e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
93.174.89.142 [147.237.0.19 |[Netherlands nadi matal.idf.il |ET SCAN NVAP -sS w ndow 4096 1
67.176.133.24 |147.237.77.216|Wited Sates  |dover.idf.il portscan: TCQP D stributed Portscan 1
31.184.242.17 |147.237.77.216 23::;?0” dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
195. 20. 154. 142 [147.237.8.46 |Wkraine e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
195. 20. 154, 142 |147.237.8.46 |Wkraine e.chinuch.idf.il |ET SCAN NVAP -f -sS 1
104. 43.200. 179 |147.237.0.19 |lhited Sates nadi matal.idf.il |ET SCAN NVAP -sS w ndow 1024 1
94.102.48.194 [147.237.8.27 |Netherlands e.nadimatal .idf.il[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Action ‘Count
82.166.22.41  |Israel 147. 237.76. 200 [ei tan aka. i of . { | SAM NG Engine: TCP Invalid invalid segnent retransnission drop 387
Ret r ansm ssi on Packet dr opped.
212.76.101. 122 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 252
37.142.64. 45 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 245
185. 24. 207. 13 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 221
84.167.155.55 |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 182
76.108.14.240 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 140
84.228. 147. 227 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 135
71.234.239.61 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 117
89. 139. 168. 103 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 104
89.108. 144. 114 |Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 92
2.54.144.70 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 84
109. 186. 61. 100 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 80
68.180.230.29 |lhited Sates 147.237.77. 176 |mat pash.idf.i1 |dr op SAMrul e drop 76
66.87.125.234 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 72
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 63
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 58
37.210.175.20 |Qatar 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 57
85. 65. 127. 59 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 56
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 55
46. 19. 86. 110 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 55
46. 19. 86. 171 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 54
109. 66. 209. 169 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 53
79.176.15.205 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 52
80.179.22.160 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 51
176.13.9.23 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 49
24.234.212.186 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 48
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 47
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 46
41.227.239.190 |Tunisia 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 45
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 45
176. 67. 122. 11 g‘ilcisgii:;a” Territory.: 1147, 237. 77. 216 dover.icf.i1 |drop Frst packet isn't SN drop 44
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 43
109. 200. 30. 154 |United Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 42
79.178.13.94 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 42
37.26.149.191 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
89.13.1.19 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 42
213.151.40.43 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
197. 133. 255. 195|Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 38
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 36
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
66.249.81.212 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 35
66. 249. 67. 65 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 34
109. 65. 74. 222 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
86. 161. 3. 59 United Ki ngdom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 33
5. 29. 208. 247 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 33
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
66.249.67.53  |Uited Sates 147237, 77 216 |dover a1 |2 F AM NG Engine: TCP Invalid Jinvalid segrent retransnissi on. drop 32
Ret r ansm ssi on Packet dr opped.
99. 238. 64.246 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
66.249.81. 215 |Russien Federation  |147.237. 77. 216 |dover.if i1 | S NG Engine: TQP Invalid finvalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count
82.166.22.41 |Israel 147.237.76. 200 |ei t an. aka. i df . i ||1°° M of the Sane Response Cbde (404) in Session from Bl ock 307
82. 166. 22. 41
72.9.148.10  |Wited Sates  |147.237.76.86 |navy.idf.il muags;' e R e navy. aspx. asp Bl ock 56
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspicious Response Qode Bl ock 56
68.180. 228. 112 |Lhited Sates  |147.237.77.216|dover.idf.i | Ml tiple Uhauthorized URL Access from 68. 180. 228. 112 B ock 56
66.249.67.59 |[lIsrael 147.237.77.216|dover . i df . i Ml tipl e Unaut horized URL Access from 66. 249. 67. 59 B ock 42
66.249.67.65 |[lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66.249. 67. 65 Bl ock 42
199. 16. 156. 126 |Lhited Sates  [147.237.77.216|dover.idf . il Ml tiple Uhauthorized URL Access from 199. 16. 156. 126 B ock 28
41.227.239. 190 [Tuni si a 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/admin B ock 28
66.249.67.53 |[lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 66.249. 67. 53 Bl ock 28
132. 66. 10. 149 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
91.200.12.11 |Wkraine 147.237.77.233|atal .idf .il PHP Attenpt B ock 24
199. 16. 156. 125 |Lhited Sates  |147. 237.77. 216 |dover. i df . i mufgf?riilzli‘? pﬁoﬁggffi It:S/O/ o 2622040/ 16340, | g Bl ock 14
41.227. 239. 190 |Tuni si a 147.237.77.216|dover.idf .il Admin Bl ocki ng B ock 14
149. 88. 109. 179 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
82.81.3.242  |Israel 147.237.72. 166 |aka. i df . i | mn;j(":i (?rﬁr;er:;;/ S—m\:j'\ﬂgiwm 'n None 14
66.249.69.10 |[lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
185. 32. 179. 232 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
46.120. 209. 42 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 14
91.200.12.11 |lkraine 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 91.200.12. 11 B ock 14
68.180. 228. 112 |Uhited Sates  |147.237.77. 216 |dover. i df .i | muitgfri'lzl‘i‘inﬁtg‘;/cgﬁzr;g/ user cont ol hesder upper/ Bl ock 14
41.227. 239. 190 |Tuni si a 147.237.77.216|dover.idf .il Ml tipl e Admin Bl ocking from41.227.239. 190 B ock 14
149. 88. 109. 179 [l srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
82.166.22.41 |[Israel 147.237.76.200]ei tan. aka. i df . i [|Too Many 404: Response Code per Session B ock 14
66.249.78.58 |[lIsrael 147.237.77. 170 [maar achot . i df . i [|Uhaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 14
Russi an ) ) Paraneter Type Mol ation _ ‘ _
188.143.232.40 | - -0 147.237.77.216|dover. i df .i | ct | 00$Cont ent Al acetbl der 13ucArti cl eLobbyCont r ol $dat epi cker in Bl ock 14
wn i df . i 1/ 1283- en/ dover . aspx
66. 249. 65. 181 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 14
212.76.105. 77 |lIsrael 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to waw anan. idf.il/https:/ww anan.idf.il/ B ock 14
66.249.67.67 |Israel 147.237.77.74 |lawidf il %e?zlwﬁﬁyﬁ/e;gﬁﬁiprg Zsaerar;gi’(t in None 14
151.80.31. 115 |itay 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wan i df.il/newsitelenglish/12 B ock 14
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8967- he/ r ef uah. aspx  |Bl ock 14
66.249.67.53 |lIsrael 147.237.77.216|dover . i df . i D stributed Suspicious Response Gode B ock 14
91.200.12.11 |Wkraine 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to atal.idf.il/xmrpc. php B ock 14
77.125.9.8 I srael 147.237.72. 166 |aka. i df . i | m;&:?ﬁiwmg} Vﬁjaﬁ‘i Qf_cielsls on Bl ock 14
66.249.67.77 |lsrael 147.237.77. 216 |dover. i df.i Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 14
212.76.105.77 |Israel 147.237.72. 166 |aka. i df . i | 3,;: ;L:‘ftdif‘iw;“:;g/i ﬁaﬁi glcieff on Bl ock 14
46.116.72.181 |lsrael 147.237.77.243|nobi l e.idf . il D stributed Suspicious Response Code Bl ock 14
182. 118. 21. 246 |Chi na 147.237.72.166|aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
87.69. 200. 236 |l srael 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wawidf.il/https:/vwwidf.il/ B ock 14
190. 16. 156. 124 |Wnited Sates  |147. 237.77. 216 |dover. i df i | VL;;Vuitgfo.riilz/eS? pl_f;ofg‘;ffi Itgs/8/si 16220X0/ 17348, | b Bl ock 14
5.79.74. 89 Net her | ands 147.237.77. 176 |nat pash. i df . i| |DOstributed Suspicious Response Code B ock 14
80. 246. 136. 225 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
66. 249. 67. 190 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 14
46.120. 41,204 [ srael 147.237.76.42 |refuah.idf.il |50 e hauthori zed ﬁaﬁc‘;i;i on Bock |14
183. 79. 219. 111 |Japan 147.237.77.216|dover . i df . i D stributed Suspicious Response Gode B ock 14
89.139. 16. 122 |Israel 147. 237. 72. 166 |aka. i df . i | mnai\:i ;a.ri"’llr/mn;ier:/ ﬁlﬂs/?ﬂfgfm:;riebaspx None 14
68.180.228. 112 |Lhited Sates |147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . i|/1362- he/ dover . aspx B ock 14
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