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|Top Attackers | n DDoS- Def ence |

Attacker Target
Address Attacker Country ‘Address

‘Site ‘Signature

66. 249. 67. 67 Lhited Sates 147.237.77.74 lawidf.il :;]; handshake violation, first packet mot |, ., 666
85. 65. 62. 86 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
2.54.139. 84 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 27
185. 27. 105. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
213.57.215. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 8
46. 19. 86. 30 | srael 147.237.72. 167 i shuri maka.i df.i|Anonal y-SS.-renegoti ati on-Q i dest - reset 8
82. 166. 22. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46.117.177. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
77.127.62. 180 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.139. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 3
79.182.110. 77 | srael 147.237.72. 166 aka.idf.il B ock UWp Al _Nets drop 3
185. 24. 207. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
210. 186. 181. 234 Ml aysi a 147.237.77. 234 hal ag.idf.il Frk_Under At tack_Con_Tcp drop 2
46. 19. 86. 99 | srael 147.237.77. 216 dover.idf.il ;c/]; handshake vi ol ation, first packet not drop 1
71.6.135.131 Lhited Sates 147. 237. 76. 202 e halag.idf.il B ock UWp Al _Nets drop 1
222.186. 56. 42 Chi na 147.237. 76. 38 eengitav.idf.il|JLM Under Attack _Con_Tcp drop 1
109. 67. 19. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
185. 32. 179. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e dr op 1
176. 106. 4. 191 gaﬁs;i'g&a” ferritory, 147.237.77.216  |dover.idf.il SYN F ood unveri fied cooki e drop 1
71.6.135. 131 Lhited Sates 147.237.76. 30 hi nush. i df .i | Bl ock_UWp Al _Nets drop 1
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Attacker Address
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46.19. 85. 124 147.237. 72. 166 |I srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 54
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 9
66.249. 67. 79 147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
5.22.131. 89 147.237. 72. 166 [l srael aka idf.il | NDI CATOR- SCAN nyscan 2
5.22.131.89 147.237.72. 166 |1 srael aka.idf.il GPL SCAN mnyscan 2
112. 216.109. 98 |147.237.0. 17 okfrea’ Republic | ny-kosher-kravi.idf il |ET SCAN Potential SSH Scan 1
80.82.78.8 147. 237. 77. 178 |Net her | ands e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
62. 210. 25. 83 147. 237. 77. 179 |France e nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
58.253.96.122 |147.237.76. 148|hi na gacenter. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
188. 68. 224. 151 |147.237.76.30 |Pol and hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
157.55.80.72  [147.237.77.216|Wnited Sates  |dover.idf.il portscan: TCP DO stri buted Portscan 1
5.8.66. 90 147.237.76. 196 ?;Z:;:I”ion e svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
112. 216. 109. 98 |147.237.0. 34 Okfrea' RepUbIIC iy chuv. o ET SOAN Potential SSH Scan 1
112.216.109. 98 |147. 237.0. 19 g?rea, Republic | imatal idh.il ET SCAN Potential SSH Scan 1
112. 216.109. 98 |147.237.0. 16 Okfrea' Republic | osher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
58.253.96.122 |147.237.76. 148|hi na gacenter. aka. i df .i | ET SCAN NVAP -sS w ndow 4096 1
54.72.0.55 147.237.77. 216 |Irel and dover . idf.il portscan: TCP DO stributed Portscan 1
188. 68. 224. 151 |147.237.76.30 |Pol and hi nush. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
171. 249. 103. 126|147.237.8.50 [V et tikshuv.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
. . . . . O. et ham e. . . . .
Gonnections, Potential Scan or Brute Force
112. 216.109. 98 |147. 237. 0. 200 Okfrea' Republic | i i ET SCAN Potential SSH Scan 1
112. 216.109. 98 |147.237.0.33 |KOrea Republic |4 4 ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Count ry Target Address ‘Ste ‘Signature
66.87.131.249 |Uited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 103
77.127.240. 136 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 83
86. 108. 14. 202 [Jordan 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 79
213.57.203. 120 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 69
79.176.16. 235 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 61
87. 68. 63. 245 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 60
104. 34. 105. 137 |Whited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 57
87.68. 39. 147 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 53
71.206.29.156 |Wited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 52
89. 139. 2. 68 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 47
187.180.14. 37 |Bazil 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 45
109. 186. 144. 91 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 42
141.0. 14. 145 Eur ope 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 40
199. 58. 81. 144 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
46. 19. 86. 134 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 35
2.52.1.71 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 33
200. 192.79.12 |Bazil 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 32
68.180.230.29 |Uhited Sates |[147.237.77.176 |nmatpash.idf.il|dr op SAMrul e drop 31
109. 186. 146. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 31
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 30
77.125.116.52 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 29
46. 19. 86. 54 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 29
66.249.67.65 |Wited Sates |147.237. 77, 216 |dover. ir. i1 |2! SAM NG Engine: TP Invalid Invalid segnent retransnission drop 26
Ret ransni ssi on Packet dr opped.
66.249.67.50 |United Sates [147.237. 77. 216 |dover. ir. i1 |2 SAM NG Engine: TP Invalid Invalid segnent retransmssion. drop 26
Ret r ansni ssi on Packet dr opped.
79.180. 33. 33 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 23
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 21
37.26.146.236 |Israel 147237, 72. 166 |aka icr. 11 | €AM NG Engi ne: TGP Inval id Invalid segnent retransnission drop 21
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
89.139.175.85 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 20
84.228.61.81 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
105. 156. 35. 126 |Mor occo 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
213.57.138.23 |Israel 147.237.72.166|aka i of il |Bad TCP sequence S re reansm wehdifferent  Jopnitor |19
85. 130. 216. 252 |I srael 147. 237.77. 216 |dover. i i1 || €3N NG Engine: TP Invalid Invalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dr opped.
46.19. 85. 124 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 18
79.176. 193. 230 (I srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
31.210. 187. 247 |I srael 147.237.72. 166 |aka ich. 11 | SAMNg Engi ne: TGP Inval id Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 18
2.54.139. 84 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 17
68.180.228. 112 |Lhited States |147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
31. 168. 83. 82 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 15
109. 64. 8. 54 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
2.54.153.155 |Israel 147.237. 72, 166 |aka ich. 11 | SAMNg Engi ne: TGP Inval id Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dr opped.
176. 106. 226. 16 |I srael 147.237.72. 166 |akaicr. i1 |2 €M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 15
Ret ransni ssi on Packet dr opped.
5.28.143. 14 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
109. 66. 191. 198 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
46.116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
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|Top Attackers In V\AF|

A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66. 249. 67. 65 | srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed URL Access from 66.249. 67. 65 B ock 98
66. 249. 67. 53 I srael 147.237.77. 216 |dover . i df .i | Mul ti pl e Unaut horized LRL Access from 66. 249. 67. 53 B ock 66
199. 16. 156. 126 |nited Sates [147.237.77.216|dover.idf.il Ml tipl e Lhauthorized URL Access from 199. 16. 156. 126 B ock 56
72.9.148.10  [United Sates [147.237.76.86 [navy.idf.il muazs;' e e e/ navy. aspx. aspx HBock |56
5.29.219. 141 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 28
66.249.93.158 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. idf.il/main/giyu Bl ock 14
40.77.167. 44 Lhited Sates |147.237.76.147|chi nuch. aka.idf.il [Wauthorized URL Access to ww chi nuch. aka.idf.il/404. htm B ock 14
199.16. 156. 124 |lhited Sates |147.237. 7. 216 [dover. i df . i \?\XI\:\:: :jfb_“itle/dsif_"";toﬁogé ezﬁ‘? |L£7 0’;‘;?“;5:22%20/ 16900, pg Bock |14
109. 67.52.138 |Israel 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 14
79.178.119.40 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 14
Dstributed Paraneter Type Mol ation on
218.189.26.20 |Hong Kong 147.237.77.216|dover . i df . i | v i df . i | /1393-en/ dover . aspx par anet er B ock 14
ct| 00$Cont ent A aceHbl der 1$ucAr ti cl eLobbyQont r ol $dat epi cker
52.91.173.216 |[lhited Sates |147.237.77.216|dover. i df .il mﬂtg‘ﬁriilzﬁiag/ ff:eelssscrto(l)l canebot tomi 1) Bock |14
183.79.219. 111 |Japan 147.237.77. 216 |dover . i df .i | D stributed Suspicious Response Code B ock 14
87. 68. 21. 145 I srael 147.237.72. 166 |aka. i df . i | MSQ Data Retrieval with Inplicit  Qnversion Erors None 14
68.180.228.112 |lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin v idf.il/1379-he/ dover. aspx [B ock 14
40.77.167.45  |Wited Sates |147.237.76.147|chi nuch. aka. i df . i mzhr’ﬁhig ;EZ“T z?”l szioﬁtffcess on Bock |14
Paraneter Type Mol ation
149. 202.62. 90  |Ger many 147.237.77.216|dover . i df .i | ct| 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in Bl ock 14
v i df . i |/ 1393- en/ dover . aspx
79.181.27.141 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . il/mai n/ sachar/g. aspx Bl ock 14
183. 160. 241. 48 [China 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/account/si gnup/ B ock 14
5.102.207.200 [israel 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 5. 102. 207. 200 B ock 14
109. 65. 9. 30 I srael 147.237.72. 166 |aka. i df . i | a/;vt ;L:Li’td?(.ji wﬁt“ttsglimat:‘i glciels/s on Bock |14
68.180. 228. 175 [Lhited Sates [147.237.76.42 |refuah.idf.il e e ot uahh aspx Bock |14
46. 19. 85. 177 | srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. idf.il/main/scripts/css3pie htc |B ock 14
207.46.13.144 |Wnited Sates |147.237.77.216|dover.idf .il D stributed Suspicious Response Code B ock 14
176.10.104.234 |Siitzerland  |147.237.77.176|mat pash. i df .i | mgogu;e_di ;afﬁftggrl_z’secrggtﬂ%l N amter fronfate Bock |14
5.29. 135. 205 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 14
80. 246. 133. 132 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 14
66. 249. 67. 59 I srael 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 66. 249. 67. 59 B ock 14
5.102.207.200 |[lIsrael 147.237.77.216|dover . i df . i | Lhaut hori zed UR. Access to ww idf.il/tenplates/article/6 s3 B ock 14
188.143.232.62 [ 250 % |147.237.77. 176 |t pash. i df .1 | ma?;gi e i\':/oggtl'_g;/fcro(;'?t;;)’z Bock |14
109. 65. 104. 195 |Israel 147.237.77.233|at al . i df . i | el Lo hor zed W .Aggs)fs on HBock |14
46.116.69.76  |Israel 147.237.77.234|hal ag. i df . i | ﬂ?_“tzgg_”?;egsﬁ‘mpggssssh;oe &bl et 1. gi Bock |14
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/1283-18764-en/ B ock 14
Paraneter Type Mol ation
176. 10. 104. 234 |Saitzerl and 147.237.77.216|dover . i df .i | ct1 00$Cont ent P acetol der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 14
wan i df . i | /1283- en/ dover . aspx
5. 29. 135. 205 I srael 147.237.77.243|mobi | e. i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/nekudot/i ndex B ock 14
82.166.22.100 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
40.77.167.43  |Wited Sates |[147.237.76. 147 |chi nuch. aka. i df . i | m;?ﬁziﬂ ;ﬂg“f z?”l szioﬁtfnccess on Bock |14
Dstributed Paraneter Type Mol ation on
197. 249. 49. 231 |Mozanbi que |147.237.77.216|dover. i df .il v i df . i |/ 1393- en/ dover . aspx par anet er Bl ock 14
ct| 00$Cont ent A aceHbl der 1$ucAr ti cl eLobbyQont r ol $dat epi cker
Dstributed Paraneter Read Qnly Mol ation
109. 66. 170. 199 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 14
par anet er
212.199. 143. 202|I srael 147.237.77.216|dover. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 14
46.121.133.193 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 14
176. 13. 8. 187 I srael 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index [B ock 14
5.29.219. 141 | srael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mvde None 14
84.228.130.120 |[Israel 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 14
79 177. 201. 237 |1 srael 147 237.0.16 ny- kosher-kravi.id [paraneter Type Miolation Mster$Gont ent Pl acetbl der 1$di stance in B ock 13

f.il

ny- kosher-kravi . i df .il/aj ax/reserveschedul e/ trai ni ngf or mf rane. aspx
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