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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
2.52.145. 70 | srael 147.237. 72. 167 ishurimaka. idf.il |Anonal y-SSL-renegotiation-di dest - r eset 37
77.127.242. 84 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 25
84. 228. 210. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 24
84.228. 210. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 24
31.154.91. 43 | srael 147. 237. 72. 167 ishurimaka.idf.il |Anonal y-SSL-renegotiation-di dest - r eset 21
95. 86. 72. 22 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 15
79.176. 188. 48 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.183. 167. 208 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 6
176.13.2. 37 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
85. 65. 52. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
79.182. 169. 102 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp Al _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.182. 160. 116 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
151. 49. 91. 26 Italy 147.237.77.216 dover.idf.il SYNHood full table dr op 3
81.218.234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.173.239 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
73.208.92.19 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2
85. 65. 52. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
77.125.158. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.178.125.91 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 1
5.22.131.108 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
5.22.131. 203 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federation

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
66. 249. 67. 79 147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 8
66.249.67.202 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
46.151.52. 8 147. 237. 77. 233 |kr ai ne aal.idf.il ET SCAN NVAP -sS wi ndow 1024 2
182. 48. 105. 216 |147.237.76. 44 |China e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 151. 149. 222|147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
222.186.190. 71 |147.237.76. 199 |Chi na e. nakchal .idf il ET SCAN Potential SSH Scan 1
222.186.190. 71 |[147.237.76.31 [China nakchal . i df.il ET SCAN Potential SSH Scan 1
62. 210. 25. 83 147.237.0.35 |France akavs. i df . il ET SCAN NMAP -sS wi ndow 4096 1
217.147.86.8 147.237.76.30 |United Ki ngdom |hi nush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
46.151.52. 8 147.237.76.31 |kraine nakchal . i df.il ET SCAN NVAP -sS w ndow 1024 1
198. 12. 97. 86 147.237.76. 177 |Lited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
198. 12. 97. 86 147.237.0.19 |lhited Sates madi matal .idf.il ET SCAN Potential SSH Scan 1
193.107. 16. 206 |147.237.77. 61 23::;'}0'1 e.cogat . idf.il ET SCAN NVAP -sS wi ndow 1024 1
182. 48. 105. 216 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
182. 48. 105. 216 |147.237.76.38 |Chi na e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.174.93.138  [147.237. 76. 198 [Net her| ands e.yohal an.idf .il ET SCAN Behavi or al Lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
222.186.190. 71 [147.237.76.86 |thina navy.idf.il ET SCAN Potential SSH Scan 1
222.186.190. 71 |[147.237.0.35 |[China akavs. i df . i ET SCAN Potential SSH Scan 1
198. 12. 97. 86 147.237.76. 196 [Lhited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
43.229. 53. 89 147.237.0.16 |Japan ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
198. 12. 97. 86 147.237.0.34 |wnited Sates tikshuv. idf.il ET SCAN Potential SSH Scan 1
193.107. 16. 206 |147.237.77. 61 |VSSIan e.cogat.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

At acker

Ret r ansm ssi on

Packet dropped.

Count ry Target Address ‘Ste ‘Signature
77.127.240. 136 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 712
95. 86. 115. 254 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 339
2.54.59. 25 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 209
2.52.6.150 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 101
100. 100. 30. 54 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 59
79.178.39.21 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 54
62. 163. 108. 186 [Net her| ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 49
82. 145. 220. 166 |Eur ope 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 47
46. 19. 85. 124 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 41
87.69. 140. 114 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 40
84.228. 126. 235 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
176.12.151.71 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 33
66.240.67.50 |Uited Sates |147. 237, 77. 216 |dover. iof. i1 | " @M NG Engine: TCP Inval id Invalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 29
92.10. 3. 249 Lk?ir::gom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 28
93. 186. 31. 114 Lk?ir::gom 147.237.77. 216 |dover. i of . ;{ fi:sr;? Siri]g(;:e: T Invalid :Dg‘éi';td ;eggsgg retransnissi on. drop 27
40.77.167.37  |Uited Sates |147. 237,77, 216 |dover. iof. i | " €M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 26
Ret r ansni ssi on Packet dr opped.
84.108. 214. 168 [l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 25
100. 100. 11. 249 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 24
213.57.138.23 |Israel 147.237.72. 166 |akaidf.il  [Bad TOP sequence mﬁsrczt;ansm wehdifferent  Jopnitor |23
85. 65. 52. 12 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
66.240.67.53 |Uited Sates |147. 237, 77. 216 |dover.iof. i1 | " €AMNG Engine: TCP Invalid Invalid segnent retransmssion. drop 20
Ret ransni ssi on Packet dr opped.
79.176. 193. 230 (I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
74.62.240.62 |Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 18
68.180.230.29 |Uhited Sates |[147.237.77.176 |nmatpash.idf.il|dr op SAMrul e drop 18
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18
84.109. 56. 54 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 18
68.180. 228. 112 |Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 18
79.178.125.91 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 17
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
66. 249. 67. 59 Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 17
109. 200. 30. 154 llgi“r::gom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
31.154.190.19 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
84.108.39.65 |Israel 147 237. 77, 243 |mbi e i o1 || SAM NG Engi ne: TGP I nval id Invalid segnent retransmssion. drop 16
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 15
46. 19. 85. 39 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
79.248.73.43 Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
79.181.19. 244 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
76.201.96.217 |Lhited Sates |147.237.77.216|dover.idf.il |drop Frst packet isn't SYN drop 14
77.127.242.84 |israel 147.237.76.42 |refuah.icf.il [Bad TOP sequence ig ;et ransmt with different window| oo |14
46.116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
46. 19. 86. 132 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
93.186. 31. 114 lk?ir:gegom 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 13
100. 100. 30. 120 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SYN drop 13
2.54.52.134  |Israel 147,237, 72. 166 |aka ich. 11 | SAM NG Engi ne: TGP Inval id Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
66. 249. 67. 53 Uhited Sates |147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12
95. 86. 72. 22 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
66. 240,84, 166 |Uited Sates |147. 237, 77. 216 |dover. iof. i1 | " €AM NG Engine: TCP Inval id Invalid segment retransmssi on. drop 12
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|Top Attackers In V\AF|

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
93.173.48.159 |Israel 147.237.76. 200 |ei tan. aka. i df . i | ;g?ll\g?y‘lglége Sane Response Cde (404) in Session from Bl ock 322
68. 180. 229. 239 |Lhited Sates |147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . il/main/gi yus/ undefi ned/ B ock 84
37.60. 47. 25 I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut hori zed URL Access from 37.60. 47.25 B ock 70
66.249.67.59 |Israel 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 67. 59 B ock 56
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.i|/994-8613- he/ navy. aspx. aspx B ock 56
213.151. 32. 163 || srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed LR. Access to nobil e.idf.il/sachar/index B ock 42
37.60.47.25  |Israel 147.237.77. 243 |nobi 1 e. i df . i | ﬁ;“lt eh ?r(;fzf? , g;eggrcﬁsem e/l st chi | ddocurent s/ 1664 Bl ock 42
Dstributed Paraneter Read Gily Mol ation
79.179.208.18 |[lIsrael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 28
par anet er
84.108.39.65 |Israel 147.237.77.243|nobi l e.i df . i | Unaut hori zed URL Access to nobile.idf.il/sip storage/ Bl ock 28
66. 249. 67. 53 | srael 147.237.77.216|dover. i df . il Mil tiple Uhauthorized URL Access from 66. 249. 67. 53 B ock 28
Dstributed Parangeter Read Qnly Mol ation
109. 67.68. 115 |lsrael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 28
par anet er
Dstributed Paraneter Read Gily Mol ation
79.180.39.71  |[Israel 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 28
par anet er
84.109. 153. 131 |Israel 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: (pen Mbde None 28
66. 249. 67. 65 | srael 147.237.77.216|dover. i df . il Mil tiple Uhauthorized URL Access from 66. 249. 67. 65 B ock 28
66.249.69.10 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
188. 36. 70. 175 |Hungary 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to v idf.il/aman Bl ock 14
46. 19. 86. 36 | srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed LRL Access to nobile.idf.il/authentication/index Bl ock 14
79.176. 8. 39 I srael 147.237.72. 156 [aman. i df . i | Mil tipl e Untraceabl e SSL Sessions from79. 176.8.39 (Qpen Mde) None 14
199. 16. 156. 126 |Lhited Sates [147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 199. 16. 156. 126 B ock 14
31.168.240. 21 |lsrael 147.237.72. 156 |arman. i df . i | Distributed Unhaut horized HTTP Met hod B ock 14
68.180.228. 112 |Whited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1158- he/ dover. aspx B ock 14
188. 165. 15. 205 |France 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237. 77. 74/ 349- he/ pat zar . aspx B ock 14
46.117.83.50 |Israel 147.237.72.166 |aka. i df . i | \?WSJ ;L;L:td?‘.jiwﬁf:gg;ﬁagi gfc.cielsls on B ock 14
2.54.59. 168 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
84.109.56.54 |Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/894-he Bl ock 14
79.176. 8. 39 I srael 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 14
206. 253. 224. 14 |Whited Sates |147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 14
109. 67. 174. 221 |1 srael 147.237.72. 166 |aka. i df . i | w;&:?ﬁif?ﬁﬁgg}ﬁaﬁi Sfc'ciels/s on Bl ock 14
79.181. 19. 244 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext. css B ock 14
195. 154. 226. 90 |France 147.237.77.216|dover . i df . i Unaut hori zed URL Access to vww i df . il/wp-content/ B ock 14
52.91.173.216 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 14
5.29.19. 132 I srael 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed LRL Access on v i df.il/anan B ock 14
79. 176. 145. 245 (I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Protocol violation (SSL_GONN QLI ENT_HALLO |None 14
66.249.67.59 |Israel 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wwwidf.il/atal 1/izkor/ vi ew nor ei nf o. asp Bl ock 14
151.80.31. 115 |[italy 147.237.77. 216 |dover . i df . i | m"lt df;ol'l 'I ffgnpﬁ e/:‘;ﬁzfeélousemm ol s/traj ector/ B ock 14
Ostributed Paraneter Read Qnly Mol ation
79.183.112.61 |lsrael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ myun/ m yunpr ocessquest i onnai r e. aspx None 14
par anet er
199. 16. 156. 124 |United Sates [147.237.77. 216 |dover. i df . i m“f gfo riilzli? piofca;‘éffi o oSl 2622040 15863, pg Bl ock 14
62. 0. 67. 217 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/sip_storagel/files/ 8/ B ock 14
5.29.219.141 |[Israel 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 14
93.173.48.159 |lsrael 147.237.76.200|ei tan. aka. i df . i | |Too Many 404: Response Code per Session B ock 14
79. 176. 145. 245 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
176. 12. 148. 194 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 14
46. 19. 86. 36 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 14
80. 246. 130. 35 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 14
77.127.242.84 |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 14
199. 16. 156. 125 |Wnited Sates |147.237.77. 216 |dover. i df . i | mult gfo riilzli? piofcaggffi L oSl 2622050 16800, pg Bl ock 14
66. 249. 65. 174 |l srael 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
31.168.90.42 |Israel 147.237.72. 166 |aka. i df . i | mn;’k"‘{:i??ﬁg nf;;g?ﬁt;a%’;fBQﬁS?phsaChar$Ct' 09 in None 14
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