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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|

66. 249. 67. 73 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 15017
66. 249. 67. 194 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 945
66. 249. 67. 202 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 499
66. 249. 67. 210 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 23
46. 19. 85. 146 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 23
46. 121. 80. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
79.182.208. 179 | srael 147.237. 72. 156 anan.idf.il B ock_UWp Al _Nets drop 6
2.54.27. 226 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
37.142.131. 161 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
185. 61. 136. 94 krai ne 147.237.76.199 e.nakchal .idf.il B ock_Udp Al Nets drop 1
100. 100. 109. 241 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
142.54.174. 70 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-trafl drop 1
203. 133. 170. 9 Korea, Republic of 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
103. 13. 96. 170 Indi a 147.237. 0. 33 idf.il L4 Source or Dest Port Zero drop 1
173. 208. 168. 166 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1
79. 176. 96. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
103. 13. 96. 170 I ndi a 147.237.8. 24 e.lifestyle.idf.il |L4 Source or Dest Port Zero drop 1
185. 61. 136. 94 Lkr ai ne 147.237.76. 42 refuah.idf.il B ock Wp Al _Nets drop 1
46.116. 149. 191 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
142.54.172. 101 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.illbl ock-sp-trafl drop 1
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41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
177.87.104.30 [147.237.0.17 |Prazil mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 2
177.87.104.30 |147.237.76. 202 R azi e halag.idf.il ET SCAN Potential SSH Scan 2
66.249. 67.235 |147.237.77.176|Wited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 2
177.87.104.30 |147.237.77.205|Brazil prisha.idf.il ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.0.15 |[Razil kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.77.61 |Razil e.cogat.idf.il ET SCAN Potential SSH Scan 1
118. 244. 216. 171|147. 237. 77. 178 |Chi na e. mat pash. i df .i| ET SCAN NVAP -sS wi ndow 1024 1
177.87.104.30 |147.237.76. 197 [Rrazil e. hinush. i df .il ET SCAN Potential SSH Scan 1
104.197. 108. 188(147.237.0.19 |thited Sates [nadi matal.idf.il ET SDAN Behavi or a Lhusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
177.87.104.30 |147.237. 76. 147 |Brazi chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
88.249.106.23 |147.237.77.61 |Turkey e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
222.236. 47. 157 |147. 237. 72. 167 Okfrea RepUbliC fi o i maka i df i ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.76.42 |Razil refuah.idf.il ET SCAN Potential SSH Scan 1
46.162. 116. 221 |147. 237. 76. 148 |Sweden ggcenter. aka. i df.il ET SCAN NVAP -sS w ndow 1024 1
222.236.47. 157 |147.237.72.14 Okfrea' RepUDI T C 1 ver i i1 (ol d) ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.72.217 |Brazil eidf.il ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.8.46 |Bazil e. chinuch.idf.il ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.77.235|Brazil sviva.idf.il ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.0.34 |Brazil tikshuv.idf.il ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.77.216 |Razil dover.idf.il ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.77.74 |Eazil lawidf.il ET SCAN Potential SSH Scan 1
118. 244. 216. 171|147. 237. 77. 178 |Chi na e. mat pash. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
118. 244. 216. 171|147. 237. 77. 178 |Chi na e. nat pash. i df . i1 ET SCAN NVAP -f -sS 1
177.87.104.30 |147.237.76.176 |Brazil test.ncore.idf.il ET SCAN Potential SSH Scan 1
222.236. 47. 157 |147.237.72. 217 Efrea’ Republic o g i ET SCAN Potential SSH Scan 1
94.102.48.194 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
177.87.104.30 |147.237.76.44 |Razil e.refuah.idf.il ET SCAN Potential SSH Scan 1
222.236. 47. 157 |147. 237. 72. 156 ok‘f’rea RepUDTC i of i ET SCAN Potential SSH Scan 1
177.87.104.30 [147.237.76.34 |Brazil yohal an.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76. 201 |Lhited Sates |e atal.idf.il ET DROP Dshiel d B ock Listed Source 1
177.87.104.30 |147.237.72. 156 |Brazil aman. i df .l ET SCAN Potential SSH Scan 1
186.129. 12. 9 147. 237.77. 216 |Argenti na dover.idf.il portscan: TCP Distributed Portscan 1
177.87.104.30 |147.237.0.35 |Brazil akavs. i df . il ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.77.227 |Brazil e. hamaz. i df . il ET SCAN Potential SSH Scan 1
177.87.104.30 |147.237.0.33 |Bazil idf.il ET SCAN Potential SSH Scan 1
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50.118.172. 168 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 186
79.182.222. 105 |israel 147. 237, 76. 200 |ei tan aka i of || S2M NG ENgine: TGP Invalid - linvalid segnent retransnissi on drop 108
Ret ransm ssi on Packet dr opped.
89.138.199. 205 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 104
66.87.131.249 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 90
46.121. 211. 156 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 68
93.173.247. 146 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 57
207.228.78. 161 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 56
79.183.195. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
2.105. 134.180 |Dennar k 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 34
212.179. 42. 241 |Israel 147,237, 77. 216 |dover i1 |} S NG Engine: TCP Invalid  Jinvalid segnent retransmssi on drop 30
Ret r ansn ssi on Packet dr opped.
66.249.67.65  |Uited Sares  [147. 237. 77, 216 |dover g i1 || @M NG Engine: TP Invalid invalid segnent retransmission. drop 26
Ret ransn ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 26
68.180.230.29 |thited Sates  |147.237.77.176 |matpash.idf.il [dr op SAMrul e drop 24
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
100. 100. 109. 241 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 23
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
40.77.167.37  |Uited Sates  |147.237. 77, 216 |dover. icr. i1 |} @M NG Engine: TCP Invalid  finvalid segnent retransnissi on drop 20
Ret r ansn ssi on Packet dr opped.
66.249.67.53  |Uited Sares  [147. 237. 77, 216 |dover.iar i1 || @M NG Engine: TP Invalid invalid segnent retransmission. drop 20
Ret ransn ssi on Packet dr opped.
77.126.83.99 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 19
66. 249. 81. 215 gz::;”i o 147.237.77. 216 |dover. i df .| ‘:a; (:Zr:srr]r? sEsTgcl)r?e: TP Invalid Lg‘éijeitd ;egggga retransmissi on drop 18
212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 17
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 16
37.46. 36. 51 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
74.62. 240. 62 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
173.54.199. 156 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
100. 100. 36. 242 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 14
109. 200. 30. 154 [United Ki ngdom|147.237.77.216|dover.idf.il |drop First packet isn't SN drop 14
198.58.103.92 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
5.22.129.235 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 13
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
100. 100. 14. 255 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 12
93.172.22.161 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
66.249.81.218 |Uited Sates  [147. 237. 77, 216 |dover i i1 || @M NG Engine: TP Invalid invalid segnent retransmission. drop 12
Ret ransn ssi on Packet dr opped.
37.26.149.128 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 12
100. 100. 45. 94 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
109. 65. 177. 138 |l srael 147, 237 76. 200 |ei tan. aka i of | | @M NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
100. 100. 6. 215 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 12
107.167.112. 7 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
100. 100. 64. 27 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 12
89.138.221. 170 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
37. 26. 149. 128 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
176.12.138.38 |[Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
66. 249. 67. 59 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
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212.143.152.29 |israel 147.237.0.19 |madimatal .idf.i[/°0 WY of the Sane Response Code (404) in Session from Bl ock 308
212.143. 152. 29
66. 249. 67. 65 I srael 147.237.77.216|dover.idf .l Mil tipl e Unaut horized URL Access from 66.249. 67. 65 Bl ock 98
79.180.137.92 |[lIsrael 147.237.77. 216 |dover.i df . il Uhaut hori zed LRL Access to www i df. il /hi nush/site/ he/ hi nush. asp B ock 84
72.9.148.10  |United Sates |147.237.76.86 |navy.idf.il m“t]zs;' e e 0/ navy. aspx. aspx Bock |56
66. 249. 67. 53 I srael 147.237.77. 216 |dover . i df .i | Mil tiple Unaut hori zed URL Access from 66.249. 67. 53 B ock 56
31.168.240.21 |[Israel 147.237.72. 156 |arman. i df . i | Distributed Unaut horized HITP Met hod B ock 56
109. 160. 190. 203|l sr ael 147.237.77. 176 |mat pash. i df . i|  |Paraneter Type Vol ation SearchText in www cogat.idf.il/938-en/ cogat . aspx |Bl ock 42
31.168.240.21 |[israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to ww anan. i df .il/sip_storage/files/ 4/ Bl ock 38
46.19.85.235  |israel 147.237.77. 243 |nobi | €. i df . i | ﬁ;ﬂtgﬁréfzf?/ g‘egpgrcytesem e/ stchi | ddocunent s/ 1432 Bl ock 28
188. 120. 148. 241 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/mai mi sachar Bl ock 28
46.120.74.200 |lsrael 147.237.72. 156 |aman. i df . i | D stributed Unaut horized HTTP Met hod B ock 28
46. 19. 85. 235 I srael 147.237.77.243|nobi | e.i df . i | Mil tipl e Whaut horized URL Access from 46. 19. 85. 235 B ock 28
212.143.152.29 [israel 147.237.0.19 |[nmadimatal .idf.i|Too Many 404: Response Code per Session Bl ock 14
5.29. 95. 197 I srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwidf.il/https: /v idf.il/ B ock 14
176.12.143.37 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
84.228.67.49  |israel 147.237.72. 166 |aka. i df . i | (ag‘sitcrgflﬁﬂgpﬁ”gﬁi gxﬁjf&fgc&?\lé; on None 14
66.249.67.79  |israel 147.237.77.74 |lawidf . il xmozitioigfg %gf?iﬁ;ﬁ xmxl‘ta)‘f‘;dfx'_”x,/,te"p' ates/ general / xeexGxO< 15 o 14
198.1.101. 123 |uiited Sates [147.237.77.216|dover.idf .il D stributed Suspici ous Response Code Bl ock 14
109. 186. 190. 120]I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspi ci ous Response Gode Bl ock 14
77.126.24.250 [Israel 147.237.72. 156 |arman. i df . i | Uhaut hori zed URL Access to ww anan.idf.il/https:/ww anan.idf.il/ B ock 14
95. 86. 116. 75 I srael 147.237.77.216|dover.idf .l D stributed Unhaut hori zed URL Access on waw i df.il/https: /v idf.il/ Bl ock 14
Unaut hori zed URL Access to
66.249.67.194 |[Israel 147.237.77.74 [lawidf.il waw nag. i df . i |/t enpl at es/ t enpl at econt rol s/ news/ si p_storage/ fil es/ 6/ 1446. |B ock 14
pdf /
199. 16. 156. 125 |Lhited Sates |147.237.77. 216 [dover.idf . il muitgﬁriilzles? pﬁoﬁggffsi Itgs/ /i 26220x00 1740L | pa Bl ock 14
151.80.31.123 |italy 147.237.0.34 |tikshuv.idf.il m”ttihg';;f? dfu_qi_l fgﬁaefz d/tlj’ser cont rol s/ header upper/ Bl ock 14
77.126.24.250 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/https:/www aka.idf.il/ B ock 14
66. 249. 67. 59 I srael 147.237.77.216|dover . i df . i Ml tipl e Unhaut hori zed URL Access from 66. 249. 67. 59 B ock 14
213.151.36.128 |[Israel 147.237.77. 216 |dover.idf.il Distributed Unaut hori zed URL Access on waw i df.il/https:/wanidf.il/ Bl ock 14
31.168.240.21 |[lIsrael 147.237.72. 156 |anan. i df . i | Mil tipl e Unaut hori zed URL Access from 31.168. 240. 21 B ock 14
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8688- he/ r ef uah. aspx  |H ock 14
109. 65. 205. 66 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code Bl ock 14
199. 16. 156. 126 |Uhited Sates |147.237.77.216|dover.idf .l Mil ti pl e Uhaut hori zed URL Access from 199. 16. 156. 126 B ock 14
46.120.74.200 |Israel 147.237.72. 156 |anman. i df . i | Ml tiple Uhauthorized URL Access from 46. 120. 74. 200 B ock 14
173.252.74.101 |Uhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 0/ 1740. png |B ock 14
66. 249. 67. 65 | srael 147.237.77.216|dover. i df . il Distributed Suspici ous Response Code B ock 14
190. 234. 11. 118 |Peru 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 14
109.67.68.115 |l srael 147.237.72.166 |aka. i df . i | V%;\f;i:?;ﬂﬁ;“:g}ﬁaﬁi gfc_ciels/s on Bl ock 14
68.180.228. 175 |Wited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 14
199. 16. 156. 126 |Lhited States |147. 237. 7. 216 [dover. i df . il Mu;;l”itgfo_ri'f/i? pf;of‘;giffi Itgs/8/si 16220X0/ 17418, pg Bl ock 14
46.120. 74. 200 [l srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to www anan. i df.il/sip_storagelfiles/4/ B ock 14
176.12. 141. 229 |l srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 14
84.109.190.15 I srael 147.237.72. 166 |aka. i df . i | \T;\rwar:;:ri dFl?aldl ?:'rla)l/ n\fg?il)ils?:i ylur;/ N yunpr ocessguest i onnai r e. aspx None 14
192.99. 39. 235 |Canada 147.237.0.34 [tikshuv.idf.il [Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/ general . aspx Bl ock 14
Paraneter Type Mol ation
46.121. 211. 156 |l srael 147.237.76.42 |refuah.idf.il ct1 00$Cont ent Pl acetbl der 1SucFagCont r ol $t xt Search in Bl ock 13
wan refua. atal . idf.il/1540- he/ r ef uah. aspx
66.249.81.130 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 10
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