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|Top Attackers | n DDoS- Def ence |

Attacker
Address

Attacker
Country

Address

‘Target

Signature

100. 100. 100. 45 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
109. 64. 132. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2
192.168. 1.8 147.237.72. 166 aka.idf.il Invalid TP H ags dr op 2
109. 65. 172. 30 I srael 147. 237.77. 216 dover.idf.il ZS’; handshake violation, first packet mot . 2
142.54.172. 98 Wited Qates 147.237.0.17 mm- kosher-kravi. idf.i |\ o sp-traf1 drop 1
176. 57. 141. 208 Ger many 147.237.76. 176 test.ncore.idf.il Block Wdp All Nets drop 1
107. 150. 56. 162 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
142.54.172. 110 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 1
173. 208. 168. 163 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
66. 249. 81. 238 Lhited Sates 147.237.77.216 dover.idf.il SWNHood full table drop 1
208. 115. 113. 89 Lhited Sates 147.237.77. 216 dover. i df il I;]; handshake violation, first packet mot . 1
173. 208. 168. 165 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure |Devi ce Action |Count
116. 252. 73. 127 Chi na 147.237.77.170 |mmarachot.idf.il |Q67: HITP. attenpt to access .config page B ock 2
116. 252. 73. 127 Chi na 147.237.77.170 |maarachot.idf.il |0872: HITP. Apache .htaccess Access B ock 2
176. 106. 226. 44 I srael 147.237.76. 31 nakchal .idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 8
66. 249. 67. 53 147.237.77.216|nited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
217.147.86. 8 147.237.72. 156 E?ir:;gom aman.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
50.151.50. 165 [147.237.77. 178 |Wnited Sates |e. matpash.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
46.9. 218, 83 147. 237, 77. 235 |Nor vay svivaidh il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
189. 254. 90. 133 [147.237.8.46 |Mexi co e. chinuch.idf .il ET SCAN NVAP -sS wi ndow 1024 1
37.143.82.50 147.237.76. 176 |Netherl ands  |test.ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
182. 48. 105. 216 |147.237.8.50 [China e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 147.237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN NVAP -f -sS 1
125. 65. 165. 215 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
93.174.93.138 |147.237. 77. 234 [Net her | ands hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
87.68. 20. 101 147.237.77. 170 |l srael naar achot . i df . i | ET DCB Large amount of TGP ZeroWndow - Possible Ndller2 1
DDos attack
82.117. 208. 243 |147.237.77.74 lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
217.147.86.8 147.237.77. 74 E;ir:;cci]om lawidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
50.151.50. 165 |147.237.77.178|Wited Sates |e. natpash.idf.il ET SCAN NVAP -sS w ndow 4096 1
199. 101. 186. 134|147. 237. 76. 198 |Lhited Sates |e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 4096 1
46.151.52. 8 147.237.0.17 |Wkraine mny-kosher -kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
189. 254. 90. 133 |147.237.8.46 |Mexico e. chinuch.idf.il ET SCAN NVAP -sS w ndow 3072 1
188. 68. 224. 151 |147.237.0.34 [Pol and tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
37.143.82.50 147.237.76. 176 |Netherl ands ~ [test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
182. 48.105. 216 |147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65. 165. 215 |147. 237. 76. 148 [Chi na ggcenter. aka. i df.il ET SCAN Potential SSH Scan 1
93.174.93. 138  |147.237.77. 170 |Net her | ands naar achot . i df . il ET QDAN Behavi or a Lhusufa] ly fast Termnal Server Traffic, 1
Potential Scan or Infection
82 127 18. 61 147 237.0.33  |France il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
46.19. 86. 137 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3505
2.54.19. 66 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 323
64.125.188.25 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 206
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 183
31.168.220. 110 |Israel 147. 237, 76. 200 [ei tan. aka i of.{ | S NG Engine: TP Invalid invalid segrent retramsmssion. |, o 117
Ret r ansm ssi on Packet dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 110
213. 244. 82. 139 g‘ilcisgii:;a” Territory. 1147, 237. 77. 216 |dover.idf.i1 |drop First packet ism't SWN drop 100
31.168. 116. 103 |israel 147. 237. 76. 200 [ei tan aka. i of. | | €M NG Engine: TCP Invalid invalid segnent retransnission drop 66
Ret r ansni ssi on Packet dr opped.
79.179.118. 29 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 66
78.53.233.229  |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 59
109. 65.172.30 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 54
198. 254.230.9 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 52
93.173.243.16 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 50
46.121. 144. 239 |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 46
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 45
79.183.34.187 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 43
198. 103. 184. 76 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 42
212.57.215.205 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 41
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 38
79. 179. 36. 42 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 37
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 35
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 34
82. 166. 85. 40 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 32
66.249.67.59  |Uited Qates 147, 237.77. 216 |dover. i1 | ) SAM NG Engine: TCP Invalid |invalid segrent retransmssion. | o 32
Ret r ansm ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 30
84.111. 229. 183 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 27
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 27
186. 2.138. 156  |Hondur as 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 27
213.57.37.60 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
46. 19. 86. 85 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 26
66.249.67.65  |lnited Qates 147, 237.77. 216 |dover. 111 |} SAM NG Engine: TCP Invalid invalid segrent retransmssion. | o 26
Ret r ansm ssi on Packet dr opped.
23.242.215.155 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 26
79.178.27.103 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 25
89.139.42.124 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 24
87.69.198.176 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 24
109. 67.216.28 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 23
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
66.249.81.212 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 23
79.180.144.77 |israel 147.237.72.166 |akaidf.il  |Bad TCP sequence mdroiflrsa:asl”gt wWth different monitor |23
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
66.249.81. 215 |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 22
100. 100. 105. 125 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 22
37.142.113. 244 [Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence wﬁtﬁﬁ;ﬁ?&gth moni tor |21
46. 31.101. 31 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 20
91. 240. 101. 101 |Pol and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 20
37.142.209.10 | srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence %ﬁﬁ;j&;:&gth monitor |20
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 20
66. 249. 67. 53 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
93.172.183.9 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 19
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Attacker Address
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Devi ce
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Country Action
2.54.25. 66 I srael 147.237.0.19 |nadimatal .idf.il ;0(5’ 4M;r;y G%f the Same Response Code (404) in Session from Bl ock 3622
116. 252. 73. 127 |Chi na 147.237.77. 170 |maar achot . i df . i | Ml ti pl e Admin Bl ocking from116. 252, 73. 127 B ock 2318
116. 252. 73. 127 [China 147.237.77. 170 |naar achot . i df . i | Ml tiple Unauthorized URL Access from 116. 252. 73. 127 B ock 195
66. 249. 67. 59 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 67. 59 B ock 84
66. 249. 67. 53 I srael 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 66.249. 67. 53 B ock 56
2.54.19. 66 I srael 147. 237.77. 216 |dover . i df . i | Paraneter Type Vol ation Searchext in Bl ock 56
waw i df . i |/ 1065- he/ dover . aspx
’ - - Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
66. 249. 67. 65 I srael 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 66.249. 67. 65 B ock 52
66. 249. 67. 65 | srael 147.237.77. 216 |dover . i df . i | D stributed Suspici ous Response Code B ock 28
] P . Mil tiple Uhtraceabl e S Sessions from 199. 115. 117. 88 (Prot ocol
199.115.117. 88 |lhited Sates [147.237.0.15 |kosher-kravi.idf.il viol ation (SSL CONN LI ENT HELLO)) None 28
40.77. 167. 45 Lhited Sates [147.237.76.147|chi nuch. aka. i df .i|l |Unhauthorized UR. Access to waw chi nuch. aka.idf.il/404. htm Bl ock 28
Russi an . . Paraneter Type Mol ation fronate in
188.143.232. 34 e ot i on 147.237.77. 176 |mat pash. i df . i | vaww cogat . i df i 1/ 901- en/ cogat . aspx Bl ock 28
116. 252. 73. 127 |Chi na 147.237.77. 170 |naar achot . i df . i | I NJ-18742: D scuz Information Disclosure B ock 28
. . . Paraneter Type Mol ation ctl00$ont ent A acetbl der 15t xt Sreet in
212.235. 113. 146 |l srael 147.237.0.19 [nadimatal .idf.il madi matal i df i |/ 1088- hel ner et 7. aspx Bl ock 26
46.19. 85. 26 I srael 147.237.76.42 |refuah.idf.il Miltiple I11egal HITP \ersion from4e6. 19. 85. 26 B ock 14
176.13.21. 28 | srael 147.237.72.166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
91.191.151.99 |France 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 14
79.177.1. 210 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
2.54.160. 16 | srael 147.237.72.167|i shuri maka. i df .i| |Untraceabl e SSL Sessions: Cpen Mde None 14
Dstributed Paraneter Read Qily Mol ation
84.229.160.40 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. aspx  |None 14
par anet er
213.151.32.163 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
46.19. 85. 26 I srael 147.237.76.42 |refuah.idf.il Mil tiple Malformed URL from 46. 19. 85. 26 B ock 14
176.228.156.2 |Israel 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: pen Mde None 14
- . Unaut hori zed URL Access to
91.191.151.99 |France 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ wp/ wp- adni n/ set up- conf i g. php B ock 14
79.180. 144. 77 | srael 147.237.72. 166 |aka. i df .i | Mil tiple Fullwdth/Hal fw dth Uhi code Encodi ng on URY Par anet er (+) B ock 14
from 79. 180. 144. 77
! ny- kosher - kravi . i df [Miltiple Untraceable SSL Sessions from199. 115. 117. 88 ( Prot ocol
199. 115.117.88 |Lhited Sates 147. 237.0. 16 il viol ation (SSL_QONN LI ENT_HELLO)) None 14
66. 249. 67. 53 I srael 147.237.77.216|dover . i df .i | Lhaut hori zed LRL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp |Bl ock 14
] . . - D stributed Lhaut hori zed URL Access on
40.77.167.43 Wited Sates |147.237.76. 147|chi nuch. aka. i df . il e chi nuch. aka, i df i | /404, ht m B ock 14
Ostributed Paraneter Read Qnly Mol ation
85.65.151.232 |[Israel 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ i yun/ m yunpr ocessquest i onnai re. aspx  |None 14
par anet er
66.249. 67.227 |lsrael 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to waw cogat . i df.il/894-he B ock 14
46. 19. 85. 26 I srael 147.237.76.42 |refuah.idf.il Ml ti pl e Uhknown HTTP Request Method from 46. 19. 85. 26 B ock 14
188. 143. 232. 26 RJF Sﬁ::ﬂ on 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
93.172.170. 110 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 14
79.181.25.141 |[Israel 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Gonnection - Unsupported Legacy SSL Version None 14
] . . . Mil tiple Uhtraceabl e SS. Sessions from 199. 115. 117. 88 (Pr ot ocol
199.115.117.88 |Wited Sates [147.237.0.34 |[tikshuv.idf.il violation (SSL CONN QLI ENT HELLO) None 14
116. 252. 73. 127 [China 147.237.77. 170 |naar achot . i df . i | Lhaut hori zed URL Access to maarachot . idf.il/admin/discuzfiles. ni5 |B ock 14
87.68. 157. 60 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df . i |/ hi nush/ sitel he/ hi nush. asp |Bl ock 14
Unaut hori zed URL Access to
66.249. 67.235 |Israel 147.237.77. 176 [mat pash. i df . i | wiaw cogat . i df . i |/ usef ul i nf or mat i on/ speaker of mat pash/ _| ayout s/ auth |B ock 14
enti cat e. aspx
. . D stributed Lhaut hori zed URL Access on
46.19. 85. 64 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 14
116. 252. 73. 127 |Chi na 147.237.77. 170 |maar achot . i df . i | Adnin Bl ocki ng B ock 14
2.54. 25. 66 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 14
79.181.161. 185 |[lIsrael 147. 237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 14
] . . . SS. Lhtraceabl e Gonnection - Protocol violation
199.115.117.88 |Wited Sates [147.237.0.34 |[tikshuv.idf.il (SSL CONN LI ENT FELLO None 14
66. 249. 67. 59 | srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/1283-13678-en/ dover B ock 14
46.19. 85. 26 I srael 147.237.76.42 |refuah.idf.il Aonormal |y Long Request request version B ock 14
. . Mil tiple Fullwdth/Hal fw dth Uhi code Encodi ng on URY Par anet er (+)
149. 88.136.92  |Israel 147.237.76.86 |navy.idf.il from 149. 88. 136. 92 Bl ock 14
87.69. 173. 69 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 14
. . Unaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8879- he/ r ef uah. aspx B ock 14
66.249. 65.248 |l srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to waw tikshuv.idf.il/894-he B ock 14
- . D stributed Lhaut hori zed URL Access on
84.109. 102. 153 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i f i1/ B ock 14
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