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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |signature |Device Action |Count |
46.19. 86. 189 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 24
37.142.97. 194 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags dr op 2
192.168.1.5 147.237.77. 233 atal.idf.il Invalid TP H ags drop 1

59. 104. 220. 147 Tai wan 147. 237. 76. 200 eitan. aka.idf.il |Block Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 7
111. 34. 151. 152 |147. 237. 76. 176 [Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 2
37.8.14.41 147.237.77. 176 g‘z'cisgiig;a” Territory, | et pash, i df . i | ET SCAN NVAP -sA (2) 2
111. 34. 151. 152 |147.237.8.27 [China e.nadimatal .idf.il ET SCAN Potential SSH Scan 2
111. 34. 151. 152 |147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
109. 168. 118. 188|147. 237. 77. 216 |Italy dover.idf.il ET VBB SERVER Poison Null Byte 1
93.169. 156. 69  |147.237. 77. 216 |Romani a dover.idf.il portscan: TCP O stributed Portscan 1
217.147.86. 8 147.237.76.31 |[United Ki ngdom nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
111. 34. 151. 152 |147.237.76. 44 |[China erefuah.idf.il ET SCAN Potential SSH Scan 1
180. 149. 139. 247(147. 237. 77. 235 |Chi na svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
111. 34. 151. 152 |147.237.76.39 |Chi na nobi | e.neitav.idf.il |ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147. 237. 77. 243 [Chi na nobi | e.i df il ET SCAN Potential SSH Scan 1
111. 34.151. 152 |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147. 237. 72. 166 [Chi na aka.idf.il ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147. 237. 77. 205 [Chi na prishaidf.il ET SCAN Potential SSH Scan 1
111. 34.151. 152 |147.237.72.14 |China dover.idf.il(old) ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147.237. 77. 170 |Chi na naar achot . i df . i1 ET SCAN Potential SSH Scan 1
111.34.151.152 (147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
109. 168. 118. 188|147. 237. 77. 216 |Italy dover.idf.il Tehila - Perl LWP with fake user agent 1
111. 34. 151. 152 |147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
109. 168. 118. 188(147. 237. 77. 216 |Italy dover.idf.il BT VEB SERER .L' kely Ml icious Request for 1
[/ proc/ sel f/ environ
111. 34. 151. 152 |147. 237. 76. 147 |Chi na chi nuch. aka. i df . i | ET SCAN Potential SSH Scan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
111. 34.151. 152 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
120. 33. 141. 248 [147.237.76.31 |China nakchal .idf.il BT SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
111. 34.151. 152 |147.237.76.34 |China yohal an. i df . il ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147. 237. 77. 235 [Chi na svivaidf.il ET SCAN Potential SSH Scan 1
111. 34.151. 152 |147. 237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147. 237. 77. 212 |Chi na e dover.idf.il ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147. 237. 72. 156 [Chi na anan.idf.il ET SCAN Potential SSH Scan 1
111. 34. 151. 152 |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
111. 34.151. 152 |147.237.77.19 |China | awforumidf . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
105. 157. 147. 182|Mor occo 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1700
31.168.220. 110 |Israel 147.237.76. 200 [ei tan aka i o 1 || €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 804
Ret r ansm ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 71
79.177.208. 123 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 62
105. 157. 147. 182|Mor occo 147.237.77. 216 |dover.idf.il drop drop 56
109. 67. 13. 15 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 52
79.179. 106. 227 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 52
79.181. 119. 246 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 51
149. 88. 136. 92 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 51
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 49
176.13.21. 177 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49
217.132.211.29 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 46
79. 180. 125. 22 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
46. 19. 86. 127 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
79.178.178.5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
2.54.50.135 | srael 147.237.72. 167 |i shuri maka. i df . i {dr op Frst packet isn't SN drop 37
2.52.31.23 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
84. 229. 145. 35 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 35
92. 22. 209. 232 E?ir:;gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
54.187.55.213 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 32
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
68.180.230.29 |lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrul e drop 30
66.249.67.59  |lnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 30
Ret r ansm ssi on Packet dr opped.
176. 13. 8. 142 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
190. 24.146.71 |Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 28
46. 19. 85. 66 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 26
66.249.67.53  |UWited Sates |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 26
Ret r ansni ssi on Packet dr opped.
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 26
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
109. 200. 30. 154 LK?ir::gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
100. 100. 42. 34 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 21
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 21
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
100. 100. 55. 192 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 20
178.63.55.202  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
84.228.108. 41 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 19
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
79.178.185.50 |lsrael 147.237.77.74 |lawidf.il drop First packet isn't SN drop 18
2.54.168. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
80. 246. 130. 193 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
149.78.1.25 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
37.142.180.46 |l srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SR re Lansm wehdifferent | onitor |15
109. 66.23. 188 | srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 15
Ret r ansm ssi on Packet dr opped.
176. 13.11. 131 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
62.24. 181. 135 LKTi;;éjom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 14
100. 100. 25. 76 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.117. 124. 183 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 5306
149.78.99.225 | srael 147.237.76.200 |ei tan. aka. i df . i Too Many of the Sane Response Code (404) in Session from B ock 961
149. 78. 99. 225
96. 30. 50. 236 Lhited Sates [147.237.72.166|aka.idf .il Mil tipl e Unaut horized URL Access from 96. 30. 50. 236 Bl ock 70
: ] ] Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
m ny- kosher - kravi . i _ _
109. 65. 14. 164 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 45
198.204. 249. 34 |Uited Sates [147.237.72.166|aka. i df . il Lhaut hori zed LRL Access to waw aka. i df.il/defaul t.aspx B ock 42
m ny- kosher - kravi . i _ ,
176.13.9. 37 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encodi ng from176.13.9.37 None 28
66. 249. 67. 65 I srael 147.237.77.216|dover . i df . i | Mil tiple Unaut horized URL Access from 66. 249. 67. 65 B ock 28
176. 106. 227. 146|| srael 147.237.72.167|i shuri maka.i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 28
188. 143. 232. 37 RJF Sﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 28
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin waw i df . il/1779- he/ dover . aspx |B ock 28
m ny- kosher - kravi . i _ _
176.13.3.42 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 28
m ny- kosher - kravi . i _ _
93.172.171. 237 |[Israel 147.237.0.17 & il Dstributed |l1egal Parameter Encoding None 27
79.177.111.138 [Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qily Molation in S None 14
wane aka. i df . i |/ mai n/ gi yus/ m yun/ nmi yunpr ocessquest i onnai r e. aspx
183.12.244.94 |China 147.237.77. 216 |dover . i df . i | tnaut hor | zed LR Access to B ock 14
ww i df . i | / shared/ user cont r ol s/ header upper /
85. 65. 94. 232 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
Russi an Paraneter Type Mol ation
188. 143. 232. 37 ) 147.237.77. 216 |dover.i df .i | ct1 00$Cont ent P acetbl der 1$ucAr ti cl eLobbyont rol $dat epi cker in Bl ock 14
Federation . )
wa i df . i 1/1397-en/ dover . aspx
66.249.78.253 |lsrael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to |ist.ips.gov.il/robots.txt B ock 14
5. 29. 120. 65 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 14
96. 30. 50. 236 Lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 14
79.182.6. 25 I srael 147.237. 72. 156 |anan. i df . i | Wnauthori zed UL Access to B ock 14
v anan. i df . il /https: /v anan.idf.il/
Russi an Dstributed Paraneter Type Mol ation on
188. 143.232. 16 r at i on 147.237.77.216|dover. i df .i | waw i df . i |/1283-en/ dover. aspx par anet er B ock 14
ct |1 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyGont r ol $dat epi cker
149. 78. 108. 217 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/https:/ww aka. idf.il/  |B ock 14
91.191.151.99 |France 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 14
. . Uhaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8804- he/ r ef uah. aspx Bl ock 14
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il D stributed Suspi ci ous Response Code Bl ock 14
. . Uhaut hori zed URL Access to
31.154.176. 181 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel {1 | es/ 8/ 1668. doc B ock 14
79.183.199. 150 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 14
66.249. 67.65  |Israel 147.237.77. 216 |dover . i df . i | thaut hori zed LRL Access to B ock 14
viwy i df i | /atal 1/ i zkor/ vi ew pi ct ures. asp
176. 13. 0. 103 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
91.191.151.99  |France 147.237.72. 166 |aka. i df . i | tnaut hori zed LR Access to . B ock 14
waw aka. i df . il /bl og/ wp- admi n/ set up- confi g. php
. . Uhaut hori zed URL Access to
188. 165. 15. 205 |France 147.237.77.74 |lawidf.il 147. 237. 7. 74/ 14- 5862- hel pat zar . aspx Bl ock 14
31.154.176. 202 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 14
176.119. 74. 177 |krai ne 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 176.119. 74. 177 B ock 14
149.78.18. 104 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |Bl ock 14
Russi an Dstributed Paraneter Type Mol ati on on
188.143.232.37 | o i o 147.237.77. 216 |dover.i df .i | ww i df . i |/ 1283- en/ dover . aspx par anet er Bl ock 14
ct | 00$Cont ent Pl acetbl der 1$ucArti cl eLobbyGont r ol $dat epi cker
66. 249. 67.204 |lsrael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 14
176.13. 0. 186 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
37.187.157.108 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ at al . aspx B ock 14
182. 118.54. 181 |Chi na 147.237.72. 166 |aka. i df . i | tnaut hor | zed LR. Access to B ock 14
wan aka. i df . i |/ mai n/ sachar / webr esour ce. axd?d
149.78.99. 225  |Israel 147.237.76.200(ei tan. aka. i df . il Too Many 404: Response Code per Session B ock 14
83.245.229. 4 Fi nl and 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to v idf.il/arr/ B ock 14
Russi an . . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1t xt Brai | in
188.143.232.37 | oo 147.237.77. 216 |dover.idf . il v i df i 171038~ en/ dover . aspx Bl ock 14
66.249.78. 4 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/ B ock 14
80. 246. 136. 116 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 11
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