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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 18
109. 64. 209. 241 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 14
77.125.126. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
109. 65. 31. 35 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
69. 248. 86. 176 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
82. 166. 86. 131 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
80. 246. 139. 125 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
87.69. 189. 146 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 2
2.54.44. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
45. 32. 68. 116 147.237.76. 177 ncore.idf.il Block Np All Net drop 1
142.54.172. 99 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
72.93.4.101 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count
79. 181. 205. 27 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 7
66.249.67.235 |147.237.77.176|Wited Sates  |natpash.idf.il ET SCAN NVAP -sA (2) 6
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
198. 20. 69. 74 147.237.76. 202 |Lhited Sates e halag.idf.il ET DRCP Dshield B ock Listed Source 1
188. 68. 224. 151 [147.237.8.14 |Pol and e.orchot.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
180. 149. 139. 247|147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
11578 119,45 |147 237 0.3 M et nam Cikshuv.idh il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
199. 255. 138. 49 |147.237.76. 202 [Lhited Sates e halag.idf.il ET SCAN Potential SSH Scan 1
94.102.48.194  [147.237. 77. 216 |Net her| ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 255. 138. 49 |147.237. 76. 148 [Lhited Sates gacenter. aka idf.il[ET SCAN Potential SSH Scan 1
199. 255. 138. 49 |147.237.76.31 |Lhited Sates nakchal . i df i | ET SCAN Potential SSH Scan 1
31.184.242.17 |147.237.77.216 gjjslr‘im dover. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
199. 255. 138. 49 [147.237.8.28 |Lhited Sates e.mobi | e-ks.idf.il [ET SCAN Potential SSH Scan 1
199. 255. 138. 49 [147.237.0.19 [Wnited Sates nadimatal .idf.il |ET SCAN Potential SSH Scan 1
188. 68. 224. 151 |147.237.8.14 [Pol and e.orchot.idf.il ET SCAN NVAP -f -sS 1
159. 122. 232. 87 [147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
94.102.48.194  [147.237. 77. 227 [Net her | ands e. hanaz. i df .i| ET SCAN NVAP -sS w ndow 1024 1
199. 255. 138. 49 |147.237.76. 176 [Lhited Sates test.ncore.idf.il |ET SCAN Potential SSH Scan 1
93.174.93.138 |147.237.76.42 |Netherlands refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 255. 138. 49 |147.237.76. 44 [Lnited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
199. 255. 138. 49 |147.237.76.30 [Lhited Sates hi nush. i df.il ET SCAN Potential SSH Scan 1
199. 255. 138. 49 [147.237.0.34 |Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Qount ry Target Address ‘Ste ‘Signature Action ‘Count
105. 157. 147. 182|Mor occo 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3443
31.168.220. 110 |Israel 147, 237.76. 200 |ei tan. aka i of | @M NG Engine: TCP Invalid vl i d segnent retransmssion. drop 819
Ret r ansnmi ssi on Packet dr opped.
105. 157. 147. 182|Mor occo 147. 237.77. 216 |dover.if .11 |Bad TCP sequence ?Cg;e“a”sm” with different wndowl o ivor  |6as
79.180.4.161  [Israel 147.237.76.42 |refuahidf.il [Bad TOP sequence i;;e”ansm't wih different wndowl oivor 289
105. 157. 147. 182|Mor occo 147.237.77. 216 |dover.idf.il |dr op drop 130
208.115.111. 73 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 122
46.116. 210.98 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 104
37.26.148. 157 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 77
69.248.86.176 |Wited Sates |[147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 47
54.224.21.23 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 43
93.169. 156. 69  |Romani a 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 43
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 42
5. 28. 156. 98 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 37
86. 86. 180. 94 Net her | ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 36
66.102.8.173  |uited Sates |147. 237, 77. 216 |dover.icr.i1 |2 €M NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dr opped.
100. 100. 40. 149 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 34
79.178.162. 103 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 33
109. 186. 45. 216 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 31
192.117. 8. 42 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 28
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 28
37.142.226.56 |l srael 147.237.72. 166 |aka idf.il  |Bad TOP sequence Smwace e reansm't wehdifferent | onitor |28
37.142.191.49 |israel 147.237.72.166|aka.idf.il  |Bad TCP sequence ﬁﬁ?fsg r:‘”S”“ wthdfferent ) oonitor |26
46. 19. 86. 126 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 26
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 25
46.121. 206. 233 |Israel 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid nvalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
100. 100. 97. 185 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 22
79.182.1.27 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 22
37.142.132. 148 |Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence SwRaerel reansm wehdifferent | onitor |21
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 21
126.152. 46.85 |Japan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
100. 100. 40. 149 147.237.76.31 |nakchal .idf.il |dr op Frst packet isn't SYN drop 20
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 19
109. 200. 30. 154 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
109. 67.123. 227 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
46.117.75.254  |Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
66.102.8.178  |uited Sates |147. 237 77. 216 |dover.icr.i1 |2 €M NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
68.180.228. 112 |Wited Sates |(147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 17
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
198.58.103. 114 |[Uhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 14
100. 100. 100. 179 147.237.72. 166 |aka. i df i | drop First packet isn't SN drop 14
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 14
66. 249. 67. 65 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
37.142.196.23 [ srael 147.237.72. 166 |akaidf.il  [Bad TCP sequence %ﬁsﬁ reansm't wehdifferent | onitor |13
66. 249. 67. 59 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
92. 22.209. 232 zint:gom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
66.249.67.59  |Uited Sates |147.237.77. 216|dover. icr.i1 || SaM NG Engine: TGP Invalid - imvalid segnent retransnissi on. drop 12
Ret r ansnmi ssi on Packet dr opped.
107.170.61.36 |hited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12
79.179.129. 210 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
198. 58. 99. 82 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 12
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
93.173. 157. 237 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) Bl ock 2711
105. 157. 147. 182|Mor occo 147.237.77. 216 |dover . i df . i | Post Request - Mssing Content Type from 105. 157, 147. 182 B ock 1558
2.52.21.238 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 1315
79.178. 145. 133 |l srael 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Gode Bl ock 714
89.139. 183. 119 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 574
31.168.220. 110 |Israel 147.237.76. 200 |ei t an. aka. i df . i | Too Miny of the Sane Response Cbde (404) in Session from Bock 574
31.168.220. 110
46.121. 206. 233 [l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 168
105. 157. 147. 182|Mor occo 147.237.77. 216 |dover.idf .il Ml ti pl e Unaut hori zed URL Access from 105. 157. 147. 182 B ock 112
176.119. 74. 177 |krai ne 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 84
Russi an . .
89. 169. 36. 186 er ati on 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 84
89. 169. 36. 186 R‘SS::I”i o 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 89. 169. 36. 186 B ock 70
176.119. 74. 177 |krai ne 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed URL Access from 176. 119. 74. 177 B ock 70
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
79.181. 25. 141 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unhtraceabl e SSL Ses;l ons from79. 181. 25. 141 None 42
(Lhsupported Legacy SSL Version)
79.181.205.27 |[israel 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut hori zed URL Access from 79. 181. 205. 27 B ock 28
79.181.205.27 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed HTTP Met hod Bl ock 28
105. 157. 147. 182|Mor occo 147.237.77.216|dover. i df .i | Post Request - Mssing Gontent Type B ock 15
. . Unaut hori zed URL Access to
66.249. 65.231 |lIsrael 147.237.77.216|dover. i df . i | ww i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 14
176.119. 74. 177 |lkrai ne 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/giyus/index. php |B ock 14
89.139.173.132 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/ Bl ock 14
207.46.13.7 Lhited Sates [147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 14
79.180. 4. 161 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ reset . css |B ock 14
m ny- kosher - kravi . i i i
176.13. 9. 37 I'srael 147.237.0. 17 ny llegal Paraneter Encoding rnd in . None 14
df.il mny-kosher-kravi . i df . i1/ aj ax/ creat ecapt chai nage. aspx
93.172.57.130 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
. . D stributed Unaut hori zed URL Access on
66. 249. 67. 53 I srael 147.237.77.216|dover . i df . i | ww i cf i 1/ at al 1/ Zkor/ vi ew i . asp B ock 14
Russi an . . Paraneter Type Miolation fronbate in
188.143.232.14 | o0 147.237.77. 176 [mat pash. i df . i | v cogat i df i 1/ 901- eny cogat . aspx B ock 14
109. 160.236.6  |Israel 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to ww i df.il/watch B ock 14
208.115.111.73 |tnited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 14
m ny- kosher - kravi . i . ,
176.13.9. 37 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from176.13.9. 37 None 14
. . D stributed Unhaut hori zed URL Access on
66.249.65. 181 [lIsrael 147.237.77.233|atal .idf.il 147 237 77 233/ r obot s. £ xt B ock 14
84.109.49. 174 | srael 147.237.72. 166 |aka. i df . i | tnknoun Paranet er __VI EABTATEENCRYPTED i n None 14
wwn aka. i df . i |/ mai n/ sachar/request . aspx
Russi an Paraneter Type Mol ation
188. 143. 232. 14 . 147.237.77. 216 |dover.idf . il ct1 00$Cont ent P acetHol der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 14
Federat i on . )
wan i df . i | /1283- en/ dover . aspx
109. 186. 60. 38 |Israel 147.237.77.243|nobi | e.i df . i | Unaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 14
. ny-kosher - kravi . i df . ,
216.218.206. 66 |lLhited Sates 147.237.0. 16 i Uhaut hori zed URL Access to 147.237.0. 16/ B ock 14
79.181.25.141 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Qonnection - Lhsupported Legacy SSL Version None 14
. . D stributed Unhaut hori zed LRL Access on
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | v df i1/ at al 1/ zkor / vi ew i ny. asp B ock 14
. . D stributed Unaut hori zed URL Access on
85. 64. 72. 212 I srael 147.237.72. 166 [aka. i df . i | ww aka. i o i1/t t ps: /v aka, i df i1/ B ock 14
. . D stributed Uhaut hori zed LRL Access on
79.176.105.57 |Israel 147.237.72. 166 |aka. i df . i | voww aka i of i1/ htt ps: /vw aka. i of i1/ B ock 14
. . Unaut hori zed URL Access to
188.165. 15. 205 |France 147.237.77.74 (lawidf.il 147. 237. 7. 741 163- 5486- he/ pat zar . aspx Bl ock 14
ww. chanat z. aka. i d )
169. 45. 161. 177 |Netherl ands 147.237.77. 226 £l Lhaut hori zed URL Access to / Bl ock 14
79.181.107.16 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
. . D stributed Unhaut hori zed LRL Access on
66.249. 65.231 |lIsrael 147.237.77.216|dover . i df . i | ww i cf i1/ at al 1/ Zkor/ vi ew i n. asp B ock 14
85.250.234.4  |israel 147.237.72. 166 |aka. i df . i | Distributed Uhauthori zed LR Access on B ock 14
vy aka. i df . i |/ mai n/ scripts/ css3pie. htc
: . . Unaut hori zed URL Access to
199.16. 156. 126 |Uhited Sates [147.237.77.216|dover.idf.il Wi df i1/ p storagel il es/ 6 si ze220x0/ 16946, | pg B ock 14
176.13. 4. 185 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 14
46. 19. 86. 34 I srael 147.237.72. 166 |aka. i df . i | Miltiple I1l1egal Byte Qode Character in URL from46. 19. 86. 34 B ock 14
89. 169. 36. 186 RJF Sﬁ::ﬂ on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/main/gi yus/index. php [B ock 14
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