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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il |[SYINHood full table drop 55
213.57.73. 38 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 35
85. 65. 203. 128 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 10
82.81.128.71 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
109. 246. 167. 29 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SINHood full table drop 5
84.109. 188. 38 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 4
46.117. 164. 202 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 4
79.176. 19. 149 | srael 147.237.77. 216 dover.idf.il |SINHood full table dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2
85. 65. 199. 0 | srael 147.237.77. 216 dover.idf.il |SYINHood full table drop 2
66. 102. 8. 147 Lhited Sates 147.237.77. 216 dover.idf.il |[SYNHood full table drop 2
82.221.105. 6 | cel and 147.237.76. 201 e.atal.idf.il [Block Udp All Nets drop 1
5.8.202. 76 Russi an Federation 147.237.77. 234 halag.idf.il |L4 Source or Dest Port Zero drop 1
85. 65. 228. 246 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 1
84.109. 188. 38 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 1
82.81.128.71 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
79. 181. 205. 27 I srael 147.237.76. 31 nakchal .idf.il [ClL000004: HTTP:. options nethod (M crosoft) ock 2
93.173.152. 25 I srael 147.237.77. 216 dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
79.183.39.66  [147.237.72. 166 |l srael akaidf.il ET SCAN NVAP -sA (2) 2
210. 61. 150. 154 (147. 237. 77. 74 |Tai wan lawidf.il ET SCAN NVAP -sS w ndow 1024 1
176. 101. 225. 90 |147. 237. 77. 170 :32;3}()” naar achot . i df . i | ET SCAN Potential SSH Scan 1
176. 101. 225. 90 |147. 237. 76. 30 ';:Z:::{‘ion hi nush. i df . | ET SCAN Potential SSH Scan 1
176. 101. 225. 90 |147. 237. 8. 14 :32;3}()” e orchot.idf.il ET SCAN Potential SSH Scan 1
108. 61. 224. 195 [147. 237. 72. 217 |Lhited S ates eidf.il ET SCAN NVAP -sS w ndow 4096 1
94.102.48.194 |147.237.77. 178 |Net her| ands e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
54.173.44.94 [147.237.76.31 |uited Sates nakchal .idf il ET SCAN NVAP -sS wi ndow 1024 1
210. 61. 150. 154 (147. 237. 77. 74 |Tai wan lawidf.il ET SCAN NVAP -sS w ndow 2048 1
210. 61. 150. 154 |147. 237. 77. 74 [Tai wan lawidf.il ET SCAN NVAP -f -sS 1
, , L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 204. 225. 60 |147. 237. 8. 28 Brazil e.nobile-ks.idf.il . 1
Potential Scan or Brute Force
176. 101. 225. 90 |147. 237. 76. 148 RF;Z:::{}O” gocent er . aka. i df . ET SCAN Potential SSH Scan 1
176. 101. 225. 90 |147. 237. 8. 24 gz;:lnion elifestyleidf.il ET SCAN Potential SSH Scan 1
176. 101. 225. 90 |147. 237. 0. 17 RF;Z:::{}O” mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 1
94.102. 48. 194 |147.237.77. 205 |Net her | ands prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
46.151.55.40 |147.237.76.38 |lkrai ne eeneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘S|gnature
149. 255. 204. 32 |lrag 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 126
68.180.230.29 |Lhited States [147.237.77.176 |natpash.idf.il|dr op SAMrul e drop 99
84.109. 214.102 | srael 147.237.76.31 |nakchal .idf.il[Bad TOP sequence i;;e“ansmt with different wndow| oivor |72
176. 13. 1. 156 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 53
87.69.181.216 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
reamng Engi ne: TCP Invali i i ssi
109. 66.22. 137 | srael 147.237. 72, 166 |aka icf.i1 | SAM NG Engi ne: TGP Invalid Invalid segnent retransmssion. drop 48
Ret r ansni ssi on Packet dropped.
83.206.139.99 |Rance 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 43
Sreaning Engine: TCP Invalid i i ssi
66.249.65.231 |lited Sates |147.237.77.216 [dover.idf.il 9 =g Invalid segment retransmission. drop 36
Ret r ansni ssi on Packet dropped.
46.19. 85. 221 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 32
12.43.115. 213 [nited Sates [147.237.77.216 |dover.idf.il |dr op First packet isn't SYN drop 30
54.187.55.213 |Lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 30
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 28
R SYNVAXK retransmit with different .
37.142.253.121 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence i ndow scal 6 roni t or 27
100. 100. 105. 185 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 22
79.179.176.218 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 22
Sreaning Engine: TCP Invalid i i ssi
66.249. 65. 238 |lited Sates |147.237.77.216 [dover.idf.il 9 =g Invalid segment retransnission. drop 20
Ret r ansni ssi on Packet dropped.
41.218.183.66 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 20
100. 100. 112. 233 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 19
109. 246. 167. 29 z";ggom 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 18
100. 100. 115. 183 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 17
Sreaning Engine: TCP Invalid i i ssi
66.249. 65. 224 |lited Sates |147.237.77.216 [dover.idf.il 9 =g Invalid segment retransnission. drop 16
Ret r ansni ssi on Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SMMrule drop 16
Sreamng Engine: TCP Invalid i i ssi
40.77.167.37  |Wwited Sates |147.237.77.216 |dover.idf.il 9 =9 Invalid segnent retransnission drop 14
Ret r ansni ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
5.22.129.255  |Israel 147, 237.72. 166 |aka i or. 11 || €AM NG Engi ne: TCP alid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
100. 100. 107. 5 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi
2.54.30. 129 I srael 147. 237.77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
5.102. 254. 31 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
79.170.54.164 |Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
37.26.149.137 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
Sreanming Engine: TCP Invalid i i ssi
40.77.167.36  |Wited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmission. drop 10
Ret r ansni ssi on Packet dropped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
37.238.128.46 |lraq 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
216.177.129. 215|thited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 10
141.0. 15. 34 Eur ope 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
213.57.44.9 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop
52.16.5.197 Lhited Sates [147.237.77.216|dover.idf.il |dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
40.77.167.35  |uwited Sates |147.237.77.216 |dover.idf.il 9 =9 Invalid segnent retransmssion drop 8
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
185. 27.105. 120 |(Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
37.26.146.150 |lsrael 147.237.77. 176 |nat pash. i of . i 1{dr op Frst packet isn't SYN drop 7
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
79.176.120.27 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
46. 19. 85. 136 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 6
192.115. 177. 202l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
46. 19. 85. 136 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
68.180.228.112 |Wited Sates [147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 6
37.142.108.91 [Israel 147.237.72. 166 |aka idf.il  |Bad TCP sequence SINAK retransmt with different oo o

w ndow scal e
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |[Site Sgnature Action ‘Count
5.29.208.133 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 448
Pal estinian Territory - - . |Too Many of the Sane Response Code (404) in Session from
31.13.161.211 Qecup ed 147.237.76.200(ei tan. aka. i df . i | 31 13 161 211 Bl ock 294
37.238.128.46 |Iraq 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 70
46. 19. 86. 34 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from46. 19. 86. 34 B ock 56
. . . Unaut hori zed URL Access to
72.9.148.10  |lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
109. 67. 113. 194 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/main/scripts/css3pie. htc [B ock 42
79.181. 205. 27 |lsrael 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Mt hod B ock 42
68. 180. 228. 112 |Lhited Sates 147.237.77.216|dover. i df . il Paraneter Type M ol ati on PageNumin waw i df . il/1283-en/ dover. aspx |B ock 28
79.181. 205. 27 |[lIsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut horized URL Access from 79. 181. 205. 27 B ock 28
66. 249. 65. 238 |l srael 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 238 B ock 28
Dstributed Paraneter Read Gy Mol ation
79. 176. 157. 225 [l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 14
par anet er
66. 249. 65. 224 |l srael 147.237.77. 216 |dover . i df . i | O stributed Suspicious Response Qode B ock 14
. . Unaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9066- he/ r ef uah. aspx Bl ock 14
. . Unaut hori zed URL Access to
84.109. 214. 102 |l srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31/ si p, st or agel f | es/ 8/ 1668. doc B ock 14
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to ww i df.il/english/ news Bl ock 14
Dstributed Paraneter Read Qnly Mol ation
31.210. 176. 211 [l srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 14
par anet er
. . . |Uhaut hori zed URL Access to
207.46.13.32 |lhited Sates 147.237.77. 170 [maar achot . i df . i | naar achot . i df i 1/ pdf /111 es/ 9/ 110539, pf B ock 14
89.139.24.23 |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
68. 180. 228. 175 |Lhited Sates 147.237.76.42 |refuah.idf.il D stributed Unaut hori zed URL Access on 147.237.76.42/robots. txt |B ock 14
46.19.86.230 |lsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
. . . Unaut hori zed URL Access to
157.55.39.38 |lhited Sates 147.237.72. 166 [aka. i df . i | aka. i df .i1/ri ght s/ aspl hone. asp/ pi r suni m asp B ock 14
. . D stributed Unaut hori zed URL Access on
66. 249. 65. 231 |l srael 147.237.77. 216 |dover . i df . i | vow i df i |/ at al 1/ zkor / vi ew i . asp B ock 14
212.34.11.117 |Jordan 147.237.77. 216 |dover. i df . i | Mal formed URL B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
95. 35. 136. 106 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v Sachar / tf asi m aspx None 14
66.249. 64. 48 |l srael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 14
. . . Unaut hori zed URL Access to
182.118.70.90 |China 147.237.72. 166 |aka. i df . i | o aka i df i 17 @i v sachar / webr esour ce. axd?d Bl ock 14
79.181. 205. 27 |Israel 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to v nakhal .idf.il/sip_storage/files/8  |B ock 14
212.34.11.117 |Jordan 147.237.77. 216 |dover. i df . i | Unknown HTTP Request Method .36 in URL B ock 14
46.4.94. 226 Ger many 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw idf.il./robots. txt B ock 14
109. 64. 134. 116 |l srael 147. 237.72. 166 |aka. i df . i | Wnknown Paranet er __VI EASTATEENCRYPTED i n None 14
wwn aka. i df . i |/ mai n/ sachar / nai | box. aspx
77.125.0.190 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66.249.64.51 |Israel 147.237.76.42 |refuah.idf.il D stributed Waut hori zed URL Access on 147.237.76.42/robots.txt  |B ock 14
31.13. 161. 211 g"‘:lcisgi';'ja” Territory1147. 237. 76. 200 |ei tan. aka. i df . i | |[Too Miny 404: Response Code per Session B ock 14
184. 105. 139. 68 |Lhited Sates 147.237.77.243|nobi | e. i df . i | Unhaut hori zed URL Access to 147.237. 77. 243/ B ock 14
- . . {Unaut hori zed URL Access to
82.166.101. 22 |[lsrael 147.237.0.19 |[nadi matal .idf.i nadi matal .i df i1/ shar ed! aj ax/ updat enakat Gaunt i ty. aspx B ock 14
68.180. 228. 112 |Lhited Sates 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response CQode B ock 14
212.116. 163. 73 |I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/https: /v aka.idf.il/ B ock 14
46.19.86.34 |israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mainkapatz//res B ock 14
our ces/ i mages/ i nner page/ goback. gi f
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 64. 134. 116 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df .|/ nai v sachar / nar ki veysachar . aspx None 14
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