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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Country ‘Target

‘Signature

Address Address

149. 78.171. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 30
5.29.119. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
46.117. 245. 132 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 15
79.176.127. 135 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 15
109. 65. 49. 202 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 12
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table dr op 11
94. 159. 157. 17 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
176. 13. 19. 140 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
94. 159. 157. 17 I srael 147.237.77.216  |dover.idf.il ;C,]; handshake violation, first packet mot . 8
46. 117. 245. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
94. 159. 157. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
2.54.12. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213. 57. 242. 127 I srael 147.237.77.216  |dover.idf.il ;C,]; handshake violation, first packet mot . 4
87.69. 181. 216 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
93.172.9.170 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
31.168. 204. 108 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37.8.16. 196 Palestini an Territory, 147.237.77.216  |dover.idf.il SN Food full table drop 3

Cccupi ed

37.142. 64. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 13. 3. 182 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
89. 248. 172. 98 Net her | ands 147.237. 76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1
46. 116. 200. 228 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 1
175. 141. 253. 133 Ml aysi a 147.237. 76. 147 chinuch. aka.idf.il|B ock Wp Al Nets drop 1
176.57.141. 208 Ger nany 147.237.76. 196 e.svivaidf.il Bl ock Udp All _Nets drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 30 hi nush. i df.il Bl ock Udp All _Nets drop 1
37.142. 64. 138 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
146. 185. 239. 100 Russi an Federati on 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
89. 248. 172. 98 Net her | ands 147.237. 76. 147 chinuch. aka.idf.il|B ock_ Udp All _Nets drop 1
46. 19. 85. 95 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176.13. 3. 182 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
213. 57. 244. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address |Target Address ‘A(;tuiikre; Signature
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 102. 9. 65 147.237.76.86 |Wited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
46.151.52.8 147.237. 72. 217 |Wkrai ne eidf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 68. 224. 151 [147. 237. 72. 156 |Pol and aman.idf.il ET SCAN NVAP -sS wi ndow 2048 1
182. 48.105. 216 |147.237.0.15 |China kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
116.121.137.5 |147.237.72. 166 okfrea’ Republic | o idf il ET SCAN NVAP -sS wi ndow 4096 1
94, 102. 48.194  [147.237. 76. 196 [Net her | ands esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
20.54.197 120|147 237 76.30 |canada hivmsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
60.208. 237 187 |147. 237 0.15 |chi na kosher_kravi.idf.“Er SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
188. 68. 224. 151 |147. 237. 72. 156 |Pol and anan.idf.il ET SCAN NMAP -sS wi ndow 4096 1
188. 68. 224. 151 |147. 237. 72. 156 [Pol and anan.idf.il ET SCAN NVAP -f -sS 1
180. 149. 139. 247|147. 237. 72. 156 |Chi na anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
116.121.137.5 |147.237.72. 166 Okfrea’ REPUDI T C | oy i o i ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.194 |147.237.76. 176 |Net her | ands test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature Acti on ‘Count
185. 40. 60. 21 Luxembour g 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 478
2.54.138. 93 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 425
213.57.47.80 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 231
192. 115. 177. 202|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 211
84.229.133.71 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 94
5.82.113. 194 Saudi Arabia 147.237.77. 176 |nat pash. i of . i |{dr op First packet isn't SYN drop 87
37.26. 146. 207 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 65
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 59
185. 26. 182. 34  |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 58
185. 58. 201. 28 |Lebanon 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 53
84.228.239.132 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
89.71.127.32 Pol and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 39
79.178.212. 120 |Israel 147.237.77. 176 |nat pash. i of . i I|dr op Frst packet isn't SN drop 36
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 35
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 32
89. 139. 60. 40 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 32
52.16.5.197 Lhited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 31
85. 250. 205. 161 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
212.143.134. 129|l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
79.177.29. 23 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
5.102.212.70 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
66.249.65.224 |Uited Sares |147.237. 77, 216 |dover ior. 1 | SAM NG Engine: TGP Invalid Invalid segnent retransmssion drop 26
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 25
85. 250. 169. 117 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 24
68.180. 220,230 |Uited Sates |147. 237,72, 166 |akaicr. i | ' CAMNG Bgine: TCP Invalid Invalid segnent retransmssion. dr op 24
Ret ransni ssi on Packet dr opped.
94.159.157. 17 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
93.63.226.169 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
85. 64. 10. 177 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
37.142.147.160 |israel 147.237.72. 166 |aka.idf.il  [Bad TCP sequence mﬁsg';ansmt wehdifferent | oonitor |21
66. 240, 65,238 |Uited Sates |147. 237, 77. 216 |dover. icf. i1 | " €M NG Bgine: TCP Inval id Invalid segnent retransmssion. dr op 20
Ret ransni ssi on Packet dr opped.
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 20
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
46.116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
77.125.72.17 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 19
37.142.245.24 | srael 147.237.72. 166 |aka idf.il  |Bad TCP sequence Saae e ;ansm wehdifferent | onitor |17
100. 100. 78. 139 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 17
80. 246.133.54 |l srael 147.237.76.31 |nakchal .idf.il|dr op Frst packet isn't SN drop 16
109. 200. 30. 154 LKTi;;éjom 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
37.238.128. 46 Irag 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
37.142.185.179 |Israel 147.237.72. 166 |aka idf.il  |Bad TCP sequence SAae e ;ansm wehdifferent oonitor |16
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 16
79.179.193. 43 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
79.176.127.135 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
37.142.164.210 |israel 147.237.72. 166 |aka.idf.il  [Bad TCP sequence mﬁsgf‘smt wthdifferent | onitor |14
66.249.65.231 |Uited Sates |147.237. 77. 216 |dover. if. i1 | SAM NG Engine: TCP Invalid Invalid segnent retransmssion drop 14
Ret ransni ssi on Packet dr opped.
50.87.144.145 |lhited States [147.237.77.216|dover.idf.il |drop Frst packet isn't SN drop 14
176. 106. 226. 95 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 13
176.12.151. 134 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
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At acker
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Count ry Target Address |[Site Sgnature Action ‘Count
84. 108. 127. 100 | sr ael 147.237.0.19 |nadi matal .idf .i [0 MW of the Sane Response Code (404) in Session from Bl ock 1246
84.108. 127. 100
68. 180. 230. 29 |lLhited Sates |147.237.77. 176 |mat pash. i df .i| [Parameter Type Mol ation PageNumin waw cogat.idf.il/2113- he/ cogat. aspx |B ock 84
68. 180. 229. 239 |Lhited Sates |147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 84
68.180. 230. 29 |[Lnited Sates |147.237.77. 176 |nat pash. i df . i | Parareter Type M ol ation PageNumin waww cogat . i df.il/1927-he/ cogat. aspx |B ock 84
109. 186. 185. 62 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wawn aka. i df.il/prisha/ B ock 56
109. 186. 185. 62 |l srael 147.237.77.216|dover . i df . il Distributed Suspicious Response Code B ock 56
72.9.148.10 Lhited Sates [147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to wwmn navy. i df . il/994-8613- he/ navy. aspx. aspx |B ock 56
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.idf .l Mil tipl e Unhaut hori zed URL Access from 66. 249. 65. 224 B ock 56
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.i df . il Mil tipl e Unauthori zed URL Access from 66. 249. 65. 238 Bl ock 42
37.238.128.46 |lraq 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed UR. Access on waw idf.il/arr/ Bl ock 42
149. 78. 125. 253 | sr ael 147.237.77. 243 |nobi | e. i df . i | m;ﬂtgc;'c;fz_??/g‘eggfyim s/ 1 st chi | ddocunent s/ 1071 Bl ock 42
66. 249. 65. 238 |l srael 147.237.77.216|dover. i df . il Distributed Suspici ous Response Gode Bl ock 42
66.249. 65. 224 |Israel 147.237.77. 216 |dover . i df . i | mir;ﬁl?tﬁdat?i’ti Zi:)irlz\f?evlj}n;c:sess on Bl ock 28
68.180.228. 112 [Lhited Sates |147.237.77. 216 |dover.i df . il Par anet er Type M ol ati on PageNumin waw i df . i |/1380- he/ dover . aspx Bl ock 28
79.176.4.167 I'srael 147.237.72. 166 [aka. i df . i | \;T;\Iwaﬁz:ri cli?aldl /O]rTla)l, n\;g(])iI;lIJIS/O?Ti ylurrlll N yunpr ocessguest i onnai r e. aspx None 28
66. 249. 65. 231 |l srael 147.237.77.216|dover . i df . i Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 231 B ock 28
66.249.64.56 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 14
176.13.20. 230 |Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 14
84.108. 127. 100 |l srael 147.237.0.19 |madimatal .idf.i|Too Many 404: Response Code per Session B ock 14
199. 16. 156. 125 |Lnited Sates |147. 237. 77. 216 [dover. i df . i mu;;ériilz/i? pft_offa;glsfsi Itgs/ 6/ i 262200 16846, pg Bl ock 14
182.118.70.90 |China 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/ sachar/webresour ce. axd?d |B ock 14
66.249. 67.235 |l srael 147.237.77. 176 [mat pash. i df . i|  |Uhauthorized UR. Access to www cogat.idf.il/894-ar Bl ock 14
46.19.86.118 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
207.46.13.178 |Lhited Sates |147.237.77.216|dover.idf . il D stributed Suspici ous Response Code B ock 14
185. 120. 126. 48 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
84.108. 127. 100 |l srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 14
46.116. 66. 127 |Israel 147.237.72. 166 |aka. i df . i | w;&;’?t;f’iw;“:g;ﬁaﬂi gfc_cielsls on Bl ock 14
213. 57. 244. 159 [l srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Qpen Mde None 14
Paraneter Type Mol ation
2.54.12.43 I srael 147.237.77. 216 |dover.idf. il ct100$Cont ent Pl aceHol der 1$ucArti cl eLobbyCont r ol $I mageButt onl. x in Bl ock 14
www i df . i1 /1133- he/ dover . aspx
188. 165. 15. 37 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1235-he/ at al . aspx B ock 14
85. 250. 169. 117 |I srael 147.237.0.19 |nadimatal .idf.i umﬁ”rtnh:tr;jz'?if ﬁ/ gﬁ;ejds/;jc;x/ pdat enalat Gaunti 1y, asp Bl ock 14
46.121. 206. 233 [l srael 147.237.72. 166 |aka. i df . i | VEEB- M SC apache DCB at t enpt B ock 14
176.13.15. 117 |[Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 14
79. 181. 140. 142 |I sr ael 147. 237.72. 166 |aka. i df . i | mn;kv:']i zfrlalr}rer:;b S—ac\f]mév;fm? in None 14
31.13.113.69 |[Ireland 147.237.77.216|dover . i df . i Unaut hori zed LRL Access to 147.237.77. 216/ B ock 14
197. 162. 40. 238 |Egypt 147.237.77.216|dover . i df . i Dstributed Uhaut hori zed URL Access on v idf.il/arr/ B ock 14
109.66.8.65  |Israel 147.237.72. 166 |aka. i df . i | mn:km; iF:f‘r.?Tftn;r nftgil ngcft;q?ﬁ%ghw n$TochenPl acetbl der$btnSave in o 14
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