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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77. 216 dover.idf.i|[SYNHood full table drop 80
31.168. 116. 98 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 48
5.102.212.7 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 13
182. 69. 132. 88 I ndi a 147.237.77. 216 dover.idf.il]SINHood full table drop 12
31. 154. 163. 69 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 10
79.182.9. 37 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
87.69.124. 111 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 7
79.179.121. 113 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 6
31.154.91. 137 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 6
5.29.104. 173 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 5
84. 109. 192. 159 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
79.178. 28. 197 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 5
109. 186. 180. 69 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
2.54.157. 166 | srael 147.237.77. 216 dover.idf.il]SYN H ood unverified cooki e drop 4
109. 186. 30. 130 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
2.52.31.53 | srael 147.237.77. 216 dover.idf.i|SYNHood full table drop 4
37.142. 140. 53 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 4
46.43.117. 173 Pal estinian Territory, Qrcupi ed|147.237.77.216 dover.idf.i|[SYNHood full table drop 3
84.228.177. 186 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 3
85. 250. 90. 181 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 3
84.228.106. 251 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
212.14.228. 206 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il]SINHood full table drop 2
84. 109. 32. 36 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
176. 12. 146. 197 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
37.26. 146. 204 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 2
84.228. 56. 153 | srael 147.237.77. 216 dover.idf.il|]SINHood full table drop 2
83.112.222.139 France 147.237.77.216 dover.idf.i|[SYNHood full table drop 1
37.142. 140. 53 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 1
2.54.7.103 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 1
94.139. 128. 198 Ml dova, Republic of 147.237.77. 216 dover.idf.i|[SYNHood full table drop 1
213.57.222. 143 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 1
76.121.196. 159 Lhited Sates 147.237.77. 216 dover.idf.il|]SINHood full table drop 1
176. 13.22. 179 | srael 147.237.77.216 dover.idf.i|[SYNHood full table drop 1
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.i|TGP handshake viol ation, first packet not syn [drop 1
5.29.104. 173 | srael 147.237.77. 216 dover.idf.i|[SYNHood full table drop 1
109. 186. 30. 130 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 1
2.52.31.53 | srael 147.237.77. 216 dover.idf.il|SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

85.132.77.12 Azerbai j an 147.237.77. 216 dover.idf.il |CL000004: HITP:. options nethod (M crosoft) B ock 4
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|Top Attackers In |D|

‘ Target Address

A tacker
CGount ry

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
SERVER APACHE Apache nod_ssl non-SSL connection to SSL port

Signature

87.69.241. 92  |147.237.72. 156 I srael anan. i df.il . . 4
deni al of service attenpt

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3

182. 48. 105. 216 |147. 237. 72. 156 |Chi na aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1

182. 48. 105. 216 [147. 237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1

94.102.49.7 147.237.0.16  |Netherl ands ny-kosher-kravi .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1

85. 64. 67. 11 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Country Target Address ‘Ste ‘Signature Acti on ‘Count
79.177.39.39  |Israel 147.237. 76. 200 e tan. aka i of | Com NG Enginer TGP Invalid - invalid segrent retransmssion. | o 462
Ret r ansm ssi on Packet dr opped.
85. 65. 202. 69 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 74
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 65
213. 8. 240. 145 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 56
37.142. 224. 233 |I srael 147.237.72.166|aka idf.i1  |Bad TOP sequence mﬁsg ;ansmt wthdifferent fonitor 49
54.187.55.213 |[lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 42
176.13.19. 113 |lIsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
37.26.148. 222 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 40
82.166. 84.218 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 35
197. 160. 89. 204 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 33
82.173.178. 161 |Net her| ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 33
85.250. 12. 194 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 33
66. 249. 65. 238 |United Sates 147. 237, 77. 216 |dover i .11 | €M NG Engine: TP Invalid imvalid segnent retransnission. |y 32
Ret r ansni ssi on Packet dr opped.
31.168.116.98 |[lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 32
66.249. 65. 224 |United Sates 147. 23777, 216 |dover i i1 | SAM NG Engine: TCP Invalid imvalid segnent retramsmssion. | 30
Ret r ansni ssi on Packet dr opped.
94.139. 128. 198 [Ml dova, Republic of [147.237.77.216dover.idf.il [drop First packet isn't SYN drop 28
37.142. 231. 200 |I srael 147.237.72.166|aka idf.il  |Bad TOP sequence mﬁﬁsﬁz reansm wthdifferent fonitor |26
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 25
68. 180. 228. 112 [Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
79.182.9. 37 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
37.142.235.3 |Israel 147.237.72.166|aka idf.i1  |Bad TOP sequence mﬁsrc‘;t;ansmt wthdifferent onitor |23
100. 100. 105. 26 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 21
54.72.73.168 |lreland 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 18
31.154.163. 69 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
185. 32.179.99 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
109. 200. 30. 154 |Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
76.121.196. 159 [Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
66. 249. 65. 231 |United Sates 147. 237, 77. 216 |dover i1 | €M NG Engine: TP Invalid imvalid segnent retransnission. |y 16
Ret r ansn ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 15
80. 246. 133. 43 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 15
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 15
68. 148.30.0 Canada 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
119.226.71.50 |India 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
37.239.143.65 |lraq 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 14
84. 228. 207. 2 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
5.102.212.7 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
62.150. 181. 16 |[Kuwait 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 13
46.116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
82.102. 231. 21 zlcisgii;‘;a” Territory: 1147 237.77. 216 |dover.icf.il  |dr op First packet isn't SWN drop 13
79.179.121. 113 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
100. 100. 13. 38 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 12
109. 66. 128. 218 |I srael 147.237.72. 166 |aka. i df .i | Stream ng Engl ne: TGP Invalid invalid segnent retransnissi on. drop 12
Ret ransm ssi on Packet dr opped.
2.54.174. 207 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
162. 243.69. 172 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
85. 250. 90. 181 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
176.12. 144. 48 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
79.177. 39. 39 I srael 147.237.76.200(ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 658
91. 200. 12. 99 Wrai ne 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 84
68.180.228.112 [lhited Sates 147.237.77. 216 |dover.idf.il O stributed Suspicious Response Code B ock 84
183.79.223.2 Japan 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 70
91. 200. 12. 99 Wrai ne 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 91.200. 12. 99 B ock 70
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited States 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 56
176.13.9. 49 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 42
) ) wwv. chamat z. aka. i d ) )
188. 143. 232. 41 |Russi an Federation 147. 237.77. 226 £l Mil tiple Whauthorized URL Access from 188. 143. 232. 41 Bl ock 28
66.249. 65.231 |lsrael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 65. 231 B ock 28
156. 171. 65. 213 147.237.77.216|dover. i df . i | D stributed Whauthorized URL Access on waw idf.il/894-en |B ock 28
213.57.155.55 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 28
37.239.101. 234 |irag 147.237.77.216|dover. i df .i | Dstributed Uhaut hori zed URL Access on waw idf.il/arr/ Bl ock 28
66. 249. 65.230 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 14
. . Unknown Paraneter utmsource in
149. 78. 20. 245 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . i 1/ mai n/ home/ def aul t . aspx None 14
84.228.24.157 |lIsrael 147.237.77.216|dover. i df .i | D stributed Lhaut horized UR. Access on waw i df.il/mvtza B ock 14
66. 249. 65. 248 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to wan ti kshuv.idf.il/894-he B ock 14
178. 248. 250. 125|Czech Republic 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal.idf.il/wo/ wp-adnin/ B ock 14
. . Unaut hori zed URL Access to
46.117.154.13 |Israel 147.237.76.31 |nakchal .idf.il 147. 237. 76. 31 si p, st or agel f | es/ 8/ 1668. doc B ock 14
74.82.47.2 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 14
www. chamat z. aka. i d i
188.143.232. 41 |Russian Federation |147.237.77.226]. . Wnaut hori zed LRL Access to B ock 14
fil v chamat z. aka. i df . i1/1319-he/
149. 88. 54. 29 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
5.29.119.21  |Israel 147.237.72. 166 |aka. i df . i | tnknown Par amet er __VI EWETATEENCRYPTED i n None 14
waw aka. i df . i |/ mai n/ sachar/request . aspx
85. 65. 239. 164 |l srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
66.249.79.107 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
178. 254.50. 101 |Ger many 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua.atal .idf.il/ol d/wp-adnin/ B ock 14
) . . Unaut hori zed URL Access to
91. 200. 12. 99 kr ai ne 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ i 1/ i yus/ i ndex. php B ock 14
66.249.65.238 | srael 147.237.77. 216 |dover. i df . i | Distributed Lhaut hori zed LR Access on B ock 14
wan i df il /atal 1/i zkor/vi ew i ng. asp
188. 165. 15. 121 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/listl htm B ock 14
31.13.102. 99 I'rel and 147.237.77. 216 |dover.idf . il Lhaut hori zed LRL Access to wawidf.il/arr/ B ock 14
87. 69. 86. 182 I srael 147.237.77. 216 |dover.i df . il NULL Character in Mt hod B ock 14
. . Unaut hori zed URL Access to
66.249. 65.223 |lIsrael 147.237.77.216|dover. i df . i | 147, 237.77. 216/ st yl ef shar ed/ dat epi cker . css B ock 14
109. 66. 8. 65 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/ B ock 14
79.181. 97. 40 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
66. 249. 65. 238 [l srael 147.237.77.216|dover.idf .i | Ml tipl e Unaut horized URL Access from 66. 249. 65. 238 B ock 14
89.71.127.32 Fol and 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw i df.il/894-en B ock 14
69. 58. 178. 58 Lhited Sates 147.237.76.31 |nakchal .idf.il D stributed Suspicious Response Code B ock 14
. . Unaut hori zed URL Access to
66. 249. 65.224 |lIsrael 147.237.77.216|dover. i df . i | voww i df i 1/at al 1/ zkor/ print_bot t omasp B ock 14
184. 105. 139. 67 |Uhited Sates 147.237.72.167|i shuri maka.idf . il Unaut hori zed URL Access to 147.237.72.167/ B ock 14
149. 78. 20. 245 |l srael 147.237.72. 166 |aka. i df . i | Unknown Par anet er anp; ut m canpai gn i n waw aka. i df.il/ None 14
Pal estinian Territor Paraneter Type M o ati on
82.102.231.21 : Y1147.237.77.74 |lawidf . il Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 14
Qccupi ed . ;
wan | aw i df . i 1/657-en/ pat zar . aspx
216.16.138.182 [lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua.atal.idf.il/blog/w-admn/ |B ock 14
. . Unaut hori zed URL Access to
66. 249. 65. 238  [Israel 147.237.77.216|dover. i df . i | v i df i 1/at al 1/ zkor/ pri nt_bot t om asp B ock 14
176.13.21. 107 |israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 14
46. 19. 85. 22 | srael 147.237.72. 156 |anan. i df . i | SSL Unhtraceabl e Connection - Cpen Mde None 14
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 11
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