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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
85. 64. 39. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 36
77.127.224. 239 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 35
62.90. 107. 178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
87.68. 244. 32 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 30
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 25
79.173. 217. 40 Jordan 147.237.77. 216 dover.idf.il SYNHood full table drop 12
46.117. 198. 28 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.176. 215. 173 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 6
109. 186. 3. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.117.113.18 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 5
37.26.148. 130 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
109. 66. 173. 6 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46.19. 86. 218 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.109. 28. 12 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 2
46.19. 85. 204 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
79.182. 221. 200 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
46.19. 86. 218 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
2.94.151. 16 Russi an Federation 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_Udp Al _Nets drop 2
80. 246. 136. 40 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 13. 8. 193 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 2
46.19. 85. 204 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 86. 218 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
46.19. 85. 204 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
82. 145. 210. 177 Eur ope 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
109. 65. 160. 201 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176. 13. 8. 193 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

87. 69. 215. 237 I srael 147.237.77. 216 dover.idf.il |CL000004: HITP:. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Ki ngdom

41.33.231.90 |[147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent

113.59.33.61 |147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024

61.92.25.103 |147.237.8.28 |Hong Kong e mobileks.idh. il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

14.100.8.151 |147.237.76.31 |Hong Kong vekehal idf il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

111. 93. 198. 54 |147. 237. 77. 226 I ndi a ww chanat z. aka. i df . il |[ET SCAN NMAP -sS wi ndow 3072

5.148. 157. 229 |147. 237.77. 170 | t&d naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti o ‘Count
178.79.131.62 |United Ki ngdom|147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 94
85.250.77.179 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 63
176.228.71. 2 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 60
108.59.253. 71 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 44
149. 88. 189. 182 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 40
79.181. 48. 23 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 38
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
46. 19. 85. 204 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 35
37.250.113. 161 |Sweden 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 33
79.173.217.40 |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
37.239.0.18 Iraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
37.140. 188. 112 :Z:::t”i o 147.237.72. 166 |aka. i df . ;; ?ZTSTT? sEsri]gc;r?e: TP Invalid :}:“éi!td ds}efgggé. retransmssi on drop 30
66.249.65. 224 |Uited Sates  |147. 237 77. 216 |dover.ir i1 | AN NG Engine: TP Invalid  Jinvalid segnent retransnission dr op 26
Ret r ansni ssi on Packet dr opped.
66.249.65.238 |United Sates  |147.237. 7. 216 |cover ict.i1 || SAm g Enginer TP Invalid invalid segnent retransnission. drop 24
Ret r ansni ssi on Packet dr opped.
142. 4. 213. 25 Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
79.183.12.86  |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence mdro‘f’tv;a::lnlt wth different dert 18
79.183.12.86  |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence mdr(;tvr;”:l”lt Wth different moni tor |18
79.182.0.170  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 17
109. 200. 30. 154 |United Ki ngdom|147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 16
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
100. 100. 14. 100 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 15
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
46. 19. 86. 104 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
100. 100. 123. 190 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 12
84.109. 102. 246 I srael 147.237.72. 166 |aka. i df .| Sireamng Engine: TCP Invalld  Jinvalid segnent retransrissi on drop 12
Ret ransni ssi on Packet dr opped.
100. 100. 85. 82 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
66.249.65.231 |Uited Sares  |147.237.77. 216 |dover.icr.i1 || S@M NG Engine: TGP | nvalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
37.26.149.219 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
85.245.242.72 |Portugal 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
77.127.224.239 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
79.179.116.60 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP Ivalid invalid segnent retransnissi on. drop 9
Ret ransni ssi on Packet dr opped.
85. 64. 39. 192 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
46. 19. 86. 138 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
80.230.12.190 |lsrael 147.237.77. 170 |nmar achot . i df . i 1|dr op First packet isn't SN drop 8
79.182.219.215 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 7
37.26.148.133 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
209.159.138.19 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
100. 100. 108. 15 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
66.24.93.106 |United Sares  |147. 237, 77. 216 |dover.ir i1 | @M NG Engine: TCP Invalid  Jinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
109.67.102.12  [Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence mdr(;tvr;”:l”lt Wth different moni tor 6
77.127.224.239 |Israel 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
68.180.229.239 |Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to www aka. i df.il/main/giyus/ x’x?x@x"  |B ock 84
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates |147.237.77.176 |nmat pash.idf. il v cogat . i df . i |/ 2027- hel cogat . aspx Bl ock 84
] . . Paraneter Type Mol ati on PageNumin
68.180.230.224 [Wited Sates [147.237.76.31 |nakchal .idf.il vw nakhal i df . i 1/ 1073- he/ nakhal . aspx Bl ock 84
’ . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
68.180.228. 112 |[lhited Sates [147.237.77.216|dover.idf .il D stributed Suspicious Response Code Bl ock 56
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . il Mil tipl e Lhaut hori zed UR. Access from 66. 249. 65. 224 B ock 28
54.186.248.49 |Wited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294- he/ v i df. il B ock 28
66.249. 65. 231 I srael 147. 237.77. 216 |dover . i df . i | Distributed Uhaut horized URL Access on Bl ock 28
wwy i df.il/atal 1/izkor/vi ew i ny. asp
. . Unhaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8906- he/ r ef uah. aspx Bl ock 14
66.249. 65.231 [Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wawidf.il/atal 1/izkor/viewtext.asp |B ock 14
54.179. 134. 216 |S ngapore 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to / B ock 14
109. 67.102. 12  |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text.css |Bl ock 14
79.181.99.134 [Israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Oy Molation in N None 14
wan aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
66. 249. 65. 238 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to waw i df.il/tenpl ates/articl e/ watch B ock 14
178. 255. 215. 87 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
- kosher - kravi . i df i
84.94.161.105 | srael 147.237.0.16 |- KOSher-kravi.idf Junaut hori zed URL Access to . . B ock 14
il v ny- kosher-kravi .idf.il/tenpl ates/|ogi n/login. aspx
. - Unaut hori zed URL Access to
188. 165. 15. 205 |France 147.237.77.74 |lawidf.il 147. 237.77. 74/ 163- 5484- he/ pat zar . aspx Bl ock 14
. . D stributed Uhauthori zed URL Access on
66. 249. 65. 237 |l srael 147.237.77.216|dover . i df . i 147 237 77. 216/ robot s. £ xt Bl ock 14
54.179.134.216 |9 ngapore 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to / B ock 14
141.212.122. 160|nited Sates |147.237.76.39 |nobile. neitav.idf.il |Uhauthorized URL Access to 147.237.76. 39/ Bl ock 14
. . O stributed Lhaut hori zed URL Access on
79.181. 208. 186 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i1/ htt ps: / ww aka, i of i1/ Bl ock 14
. . . . URL is Above Root Directory
182. 118.70. 168 |Chi na 147.237.0.34  [tikshuv. i df. il wwti kshuv. i of i 1/. ./ shared/cl i ent scri pts/j query/j query-17.1js |2 |4
66.249. 65. 224  [Israel 147.237.77. 216 |dover.idf.i | Uhaut hori zed LR Access to wawidf.il/atal 1/izkor/print_text.asp |B ock 14
88. 247. 16. 34 Tur key 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 14
74.82.47. 4 Lhited Sates [147.237.0.19 [nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 14
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf.i |l Uhaut hori zed URL Access to w i df.il/wp-content/ Bl ock 14
66. 249. 65. 238 [l srael 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 14
149. 88. 189. 182 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |Bl ock 14
79.183.12.86 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ reset . css |B ock 14
. . . Unaut hori zed URL Access to
182. 118. 70. 199 |Chi na 147.237.72. 166 |aka. i df . i | Wi aka. i df i1/ mai n/ sachar / vebr esour ce. axd?d B ock 14
88. 247. 16. 34 Tur key 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/xmrpc. php Bl ock 14
. . Unknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct1 107 in
77.126.233.84 |[Israel 147.237.72. 166 |aka. i df . i | v aka, i o i |/ nai v/ sachar / pays] i ps. aspx None 14
66.249. 65.238 I srael 147. 237.77. 216 |dover . i df . i | Distributed Uhaut horized URL Access on Bl ock 14
wwy i df.il/atal 1/izkor/vi ew i ny. asp
66. 249. 64. 61 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 14
151.80.31.115 |italy 147.237.77.216|dover.idf .l Distributed Suspici ous Response Code B ock 14
Russi an . . . Paraneter Type Molation catld in
81.176. 228. 190 er ati on 147.237.0.34 |tikshuv.idf.il W ti kshuv. i of i 1/si tel general . aspx Bl ock 14
. . URL is Above Root Drectory
185. 65. 135. 227 |Sweden 147.237.77. 216 |dover.i df . il wwi o i1/ ./ shared/cl i entscri pts/j querylj query-1 4. 2. .| s B ock 14
. . Ml tiple Fullwdth/Hal fw dth Lhi code Encodi ng on
66.249.65.231 |Israel 147.237.77.216|dover . i df . i URL/ Par amet er (+) fr om 66. 249, 65. 231 Bl ock 14
54.179.134.216 |9 ngapore 147.237.0.19 |[nadimatal .idf.il Uhaut hori zed URL Access to / B ock 14
100.66.10.77  |israel 147. 237.72. 166 |aka. i df . i | thknown Paranet er _VI EVETATEENCRYPTED i n None 14
wn aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
. . DO stributed Lhaut hori zed URL Access on
79.179.110.52  |[Israel 147.237.72. 166 |aka. i df . i | W aka. i o i1/ htt ps: / v aka, i df i1/ B ock 14
66. 249. 65. 238 [l srael 147.237.77. 216 |dover.idf.il Mil tipl e Unauthori zed URL Access from 66. 249. 65. 238 B ock 14
. . O stributed Lhaut horized URL Access on
66. 249. 65. 223 |l srael 147.237.77. 216 |dover.idf . il 147 237 77. 216/ robot s. £ xt Bl ock 14
151.80.31.134 |italy 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wwu navy. i df . il /sip_storage/ B ock 14
81.209. 177. 189 |Eur ope 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
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