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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il [SINHood full table drop 136
31. 154. 89. 50 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 41
5.29.32.128 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 31
84.109. 180. 11 | srael 147.237.77.216 dover.idf.il |SINHood full table drop 14
79.183. 144. 231 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 10
2.54.187.71 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 10
85. 64.79.170 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 10
2.54.187.71 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10
37.142. 215. 95 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 9
2.54.28. 24 | srael 147.237.77.216 dover.idf.il [SYN Hood out of context drop 8
2.54.28. 24 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 7
84.229. 134. 37 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
81. 218. 235. 10 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
2.54.187.71 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 5
85. 64.79. 170 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e dr op 5
112.198. 82. 175 Phi | i ppi nes 147.237.77.216 dover.idf.il [SINHood full table drop 5
212.143.152. 29 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
81.218. 234. 122 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
5.102. 194. 169 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 3
176. 13. 10. 244 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 3
178. 162. 203. 210 Cer many 147.237.77. 216 dover.idf.il [SINHood full table dr op 3
176.12.141. 48 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 2
109. 67. 108. 232 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 2
176. 13. 22. 121 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 2
46.19. 86. 138 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 2
85. 250. 207. 10 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 1
213. 244. 65. 90 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 1
46.121. 153. 149 | srael 147.237.77.216 dover.idf.il [SYN Hood out of context drop 1
87.68. 30. 233 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 1
79.182.51. 32 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 1
212.143. 152. 29 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 1
79.182.51. 32 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 1
5.29.32.128 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e dr op 1
212.143. 152. 29 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

194. 114. 146. 227|I srael 147.237.76.42 |refuah.idf.il C1000004: HTTP. options method (M crosoft) Bl ock 36
77.126. 83. 99 I srael 147. 237.77. 170 |n@ar achot . i df . i 1{C1000004: HTTP. options method (M crosoft) Bl ock 1
198.74.100.10 |Uited Sates  [147.237.77.234|hal ag.idf. il  |Mo798: HITP: GNUBash HITP Header Remote Code Execution B ock 1

WUl nerability




10-24-2015-09:04:01 to 10-24-2015-10:04:01

|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 3
148. 251. 180. 152|147. 237. 77. 176 |Ger many matpash.idf.il |Tehila - Perl LWP with fake user agent 2
196. 218. 155. 73 |147.237.77. 74 |Egypt lawidf.il ET SCAN NMVAP -sS w ndow 3072 1
185.82.201. 17 |147.237.77.216 dover.idf.il ET DOS SSL Bonb DoS Att enpt 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

113. 229. 140. 123|147.237.0.35 [China akavs. i df i | Potential Scan or Brute Force 1
64. 15. 155. 71 147.237.0.35 |Canada akavs. i df il ET SCAN Potential SSH Scan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 1
98. 158. 186. 8 147.237.76. 176 |Whited Sates |test.ncore.idf.iiET SCAN NVAP -sS w ndow 1024 1




10-24-2015-09:04:01 to 10-24-2015-10:04:01

|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i ssi

66.102.8.168  |Wnited Sates  |147.237.77.216 |dover.idf il 9 =g Invalid segnent retransmssion. | 54
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

66.249. 65.238 |lhited Sates  |147.237.77.216 |dover.idf. il 9 =g Invalid segnent retransmssion. |y, 38
Ret r ansni ssi on Packet dr opped.

2.54.28.24 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 27

100. 100. 123. 190 147.237.72. 166 |aka.idf .il drop First packet isn't SWN drop 26

79.183.144. 231 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21

2.54,187.71 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20

100. 100. 75. 172 147.237.72. 166 |aka. i df .i dr op First packet isn't SYN drop 18
Sreaning Engine: TCP Invalid i i ssi

66.249. 65.224 |United Sates  |147.237.77. 216 |dover.idf. il 9 =g Invalid segnent retransmssion. | 14
Ret r ansni ssi on Packet dr opped.

54.244.22.103 |lhited Sates 147. 237. 76. 147 |chi nuch. aka.i of .i | |dr op First packet isn't SYN drop 14

5.29.32.128 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
Sreaning Engine: TGP Invalid i i ssi

5.22.129.210  |israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.

Russi an o Sreamng Engine: TGP Invalid [invaid segnent retransnssi on.

37.140.188.112 |- 0 - 147. 237.72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 12
Sreaning Engine: TGP Invalid i i ssi

66.249. 65.231 |Uited Sates  |147. 237. 77. 216 |dover. i df i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

66.102.8.173  |wited Sates  |147.237.77.216 |dover.idf. il 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.

149.78.154.69 |lIsrael 147. 237.77. 216 |dover.i df .i | drop First packet isn't SN drop 12

52. 22. 25. 86 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

109. 160. 224. 174|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8

197. 134. 127. 111 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

46.121. 153. 149 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

84.109. 180. 11 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8

84.228.110.70 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

31.210. 186. 175 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber monitor |8

203.127.96. 199 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7

R SYNHAXK retransmit with different .

37.142.225.188 |[Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence wi ndow scal e roni t or 7

31.154. 89. 50 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

86.14.114. 121 |United Ki ngdom|147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi

149. 78. 230. 184 I srael 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

81.218.104.85 | srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

81.218.199. 214 |Israel 147. 237. 72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.19.86.134  |israel 147. 237. 76. 200 |ei tan. aka. i of . | 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi

119.73.253.6 |3 ngapore 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

2.54.181.79 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dr opped.

37.142.108.91 [Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SINAK retransmt with different | oniior |6

w ndow scal e

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6

109. 200. 30. 154 |United Ki ngdom|147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6

85. 64.79.170 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5

109. 186. 143. 138l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

. . S ] Geo- | ocati on i nbound

130. 0. 62. 225 Wkrai ne 147.237.8.24 |elifestyle.idf.il|Geo-| ocati on enf or cenent onf or coment drop 4

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

79.182.199. 162 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

130.0.62.225  |Wraine 147.237.8.27 |e.nadimatal .idf.i|Geo-1 ocation enf or cenent Geo-locati on i nbound drop 4

enf or cenent
79.178.108. 46 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
. ! S ] Geo- | ocati on i nbound

130. 0. 62. 225 Wkrai ne 147.237.8.28 |e.mobile-ks.idf.il|Geo-| ocati on enf or cenent onf or coment drop 4

195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid

79.183.114. 3 | srael 147.237.72.166 |aka.idf .il 9 9 Inval i d checksum Packet dropped. |drop 4
Checksum

81.218.234.122 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker
Country

Devi ce

Attacker Address Target Address |Site Action

Sgnature

‘Count

m ny- kosher-kravi .id

176.13.3. 27 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from176.13.3.27 None 94

68.180.228.112 |lLhited Sates  |147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 84
’ . . Unaut hori zed URL Access to

72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. | df i |/ 994 8613- he/ navy. aspx. aspx B ock 56
] . . Paranet er Type M ol ati on PageNumin

68.180. 228. 112 |[Wnited Sates  [147.237.77.216|dover.idf.il v i df i 1/ 1781- he/ dover . aspx B ock 42

23.236.52.170 |lhited Sates  |147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 23.236. 52. 170 B ock 42

. . D stributed Lhaut hori zed URL Access on
66. 249. 65. 224 |Israel 147.237.77. 216 (dover. i df . i | ww i cf i 1/ at al 1/ Zkor/ vi ew i . asp B ock 28
54.244.22.103 |lnited Sates  |147.237.76. 147 |chi nuch. aka. i df .i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
Russi an wwv. chanat z. aka. i df i )

188. 143. 232. 40 Feder ati on 147.237.77. 226 il Mul tipl e Whaut horized URL Access from 188. 143. 232. 40 B ock 28
66.249. 65. 238 [l srael 147.237.77.216|dover. i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 238 B ock 28
waw. charrat z. aka. i df |unaut hori zed URL Access to
2.54.181. 79 | srael 147.237.77. 226 il v chanat z. aka. i df . i 1/si p_storagel/ fil es/ 9/ 2479. ) pg Bl ock 14

Russi an . . Paraneter Type Mol ation fronate in
188. 143. 232. 40 e ot i on 147.237.77. 176 |mat pash. i df . i | v cogat i df i |/ 901- en/ cogat . aspx Bl ock 14
81.209.177.189 |Europe 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . Unhaut hori zed URL Access to
66.249. 65.231 |Israel 147.237.77. 216 (dover. i df . i | ww i o1 /it ernati onal trai ni ng/catal og. asp B ock 14
Korea, Republic . . ! . o
203.133.168.29 | - 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
157. 55. 39. 196 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 14
66.249. 65. 224 [Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wawwidf.il/atal 1/izkor/vi ew i ng. asp [Bl ock 14
85.65.103. 128 | srael 147.237.72. 166 |aka. i df . i | ',:/"b'(;é)p' e Untraceabl e S Sessions from85.65.103. 128 (Cpen 1, 14
66. 249. 65. 238 |l srael 147.237.77. 216 |dover . i df .i | D stributed Suspicious Response Code B ock 14
203.133.170.9 OK?r ea, Republic 11,7 237 77. 216 dover.idf.il D stributed Suspicious Response Code B ock 14
62.210.88.201 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 51.254. 206. 142/ ht t pt est . php Bl ock 14
m ny- kosher - kravi . id , -
176.13.3. 27 | srael 147.237.0. 17 £l Il egal Paraneter Encoding UBNL Eun$Nit5i:Tih None 14
66.249. 65.224 | srael 147.237.77. 216 |dover . i df . i | Wnauthori zed UL Access to B ock 14
wwy i df.il/atal 1/izkor/view i ngtop. asp
23.236.52.170 |lhited Sates  |147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to vwwy i df.il/english/about B ock 14
i www. chamat z. aka. i df
188. 143. 232. 40 RJSf;;”i o 147.237.77.226| Unaut hori zed URL Access to ww chamatz. aka.idf.il/1319-he/ [B ock 14
85. 65.103.128 |[Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 14
. . D stributed Lhaut hori zed URL Access on
66.249. 65.238 |l srael 147.237.77. 216 |dover. i df . il ww i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 14
207.46.13.144 |lhited Sates 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Code B ock 14
66.249. 64.239 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 14
77.125.151.209 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docld in ww aka. i df.il/chi nuch/klali/ None 14
66. 249. 65. 230 | srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 14
54.179.134.216 |9 ngapore 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to / B ock 14
102.99.39.235 [Canada 147.237.0.34 |ti kshuv.idf.il Paraneter Type \olation catld in Bl ock 14
wwy tikshuv.idf.il/sitel general . aspx
109. 66. 162. 244 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 109. 66. 162. 244 B ock 14
66.249. 65. 224 [Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
. . . . URL is Above Root Orectory
182.118.70. 240 |China 147.237.0.34 [tikshuv.idf.il www ti kshuv. i of i1 /.. / sher ed/ cl i ent scri pts/j query/j query-1.7.1.js | °K 14
- . Unaut hori zed URL Access to
79.183.227.92 |[Israel 147.237.72. 166 |aka. i df . i | ww aka. i o i1/t t ps: / v aka i df i1/ B ock 14
66.249.65.231 | srael 147. 237.77. 216 |dover . i df . i | D stributed haut hori zed LR. Access on Bl ock 14
ww i df.i | /atal 1/i zkor/ vi ew i ng. asp
195. 154. 146. 225|France 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . i df . i | /wp-content/ B ock 14
54.179. 134. 216 |3 ngapor e 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to / B ock 14
109. 66. 162. 244 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LR Access to wan aka.idf.il/sip storage/files/4/ |B ock 14
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