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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 73
2.54.20. 84 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiation-Qdi dest - r eset 48
109. 160. 224. 174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
173.52. 85. 106 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 13
93. 172. 42. 154 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
65. 55. 210. 10 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 6
185. 82. 201. 17 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.94.23. 17 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 5
84.228.110. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.41.133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.19. 85. 171 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 60. 24. 129 Pal estinian Territory, Gcupied |[147.237.77.216 dover.idf.il SYNHood full table drop 3
176. 12. 149. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
79.177.102. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
83.139. 146. 6 Russi an Federation 147.237.77. 216 dover.idf.il SYNHood full table drop 1
45, 32. 68. 116 147. 237. 76. 197 e. hinush.idf.il Block Np All Nt drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |

171. 8. 55. 230 Chi na 147.237.72.156 |anman.idf.il |9221: HTTP. PUT Method Execution over HTTP/ WebDAV Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
218. 205. 176. 50 147. 237.77. 205 Chi na prishaidf.il ET SCAN Potential SSH Scan 1
104. 156. 251. 119 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN Potential SSH Scan 1
218. 205. 176. 50 147. 237.77. 176 Chi na nmat pash. i df . i | ET SCAN Potential SSH Scan 1
104. 156. 251. 119 147.237.0. 16 Lhited Sates ny- kosher - kravi .i df . i ET SCAN Potential SSH Scan 1
202. 79. 243. 160 147. 237.77. 216 Japan dover.idf.il Tehila - Perl LW wth fake user agent 1
189. 254. 90. 133 147. 237. 76. 147 Mexi co chi nuch. aka. i df . il ET SCAN NMAP -sS wi ndow 2048 1
111.202.238. 1 147. 237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
111.202.238. 1 147. 237.77. 227 Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
111.202.238. 1 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
111.202.238. 1 147. 237.77. 170 Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
218. 205. 176. 50 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
104. 156. 251. 119 147. 237. 76. 199 Lhited Sates e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 205. 176. 50 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
104. 156. 251. 119 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
218. 205. 176. 50 147. 237. 77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
104. 156. 251. 119 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 147. 237. 76. 147 Mexi co chi nuch. aka. i df . i ET SCAN NVAP -f -sS 1
111.202.238. 1 147.237.77. 233 Chi na atal.idf.il ET SCAN Potential SSH Scan 1
111.202.238. 1 147. 237.77. 226 Chi na wiaw chanat z. aka. i df .| ET SCAN Potential SSH Scan 1
111.202.238. 1 147.237.77. 212 Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
218. 205. 176. 50 147.237.77. 243 Chi na nobi | e.idf il ET SCAN Potential SSH Scan 1
111.202.238. 1 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
79.178.186.61 | srael 147.237.76. 200 [ei tan aka i o 1 || €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 747
Ret ransm ssi on Packet dr opped.
194. 114. 146. 227l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 88
73.189.254.32 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 83
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
37.142.147.160 |israel 147. 237.72. 166 |aka i df . i Bad TCP sequence mﬁsg rea”smt wthdifferent | onitor |48
38.111.147.88 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 46
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 36
84.228.110. 70 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
31.154. 147. 14 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
66.249.65. 231 |United Sares |147.237. 7. 216 |cover icr i1 |2 €M NG Engine: TCP Inval idinvalid segnent retransnissi on drop 26
Ret r ansn ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
89. 139. 50. 96 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
66.249.65.224 |Wnited Sates |147.237.77.216|dover.idf.il Streaming Engine: TCP Invalid  invalid segnent retransnission drop 20
Ret r ansm ssi on Packet dr opped.
5.29.203.75 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
66.102.7.226  |Wnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 18
Ret r ansm ssi on Packet dr opped.
173.52.85.106 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 16
40.77.167.36  |Wwited Sates |147.237.77.216 |dover.idf. il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 16
Ret r ansni ssi on Packet dr opped.
52.16.5.197 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 15
109. 160. 224. 174l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
100. 100. 123. 190 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 13
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 12
66.102.7.233  |Wnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 12
Ret r ansm ssi on Packet dr opped.
100. 100. 75. 172 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 12
84.94.23. 17 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
37.46. 39. 135 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
46. 19. 86. 75 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
64.233.172. 155 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 10
40. 77. 167. 37 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 10
40. 77. 167. 35 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 9
2.52.55.213 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
66.249. 65.238 |Lhited Sates |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 8
Ret r ansni ssi on Packet dr opped.
109. 200. 30. 154 LKJ?ir:;gom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
50.87.144.145 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
93.172.42.154 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
79.177.166. 149 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
96.40. 153.231 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 7
37.26. 147. 192 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
2.54.20. 84 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 6
80. 246. 133. 198 |l srael 147.237.77.74 |lawidf.il drop First packet isn't SN drop 6
77.125.252.234 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
100. 100. 74. 113 147.237.77. 170 |m@arachot . i df .i| [dr op First packet isn't SYN drop 6
37.142.108.91 | srael 147.237.72. 166 |aka i df . i Bad TCP sequence mﬁsg reansmt wehdtterent | onitor |6
46.19.86.134  |israel 147, 237.76. 200 [ei tan aka i o1 || €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 6
Ret ransn ssi on Packet dr opped.
5.22.129.210  |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jimvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
68.148. 30.0 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
79.178.186.61 |l srael 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Code (404) in Session from Bl ock 1988
79.178. 186. 61
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |tited States [147.237.77.176 [nat pash. i df. il v cogat i df . i 1/ 1038- he/ cogat . aspx B ock 84
] . . Unaut hori zed URL Access to
68.180.230.57  |Uhited Sates |147.237.76.42 |refuah.idf.il ww refua atal .idf.il/tenpl ates/ shared/ user control s/ header upper/ Bl ock 84
66.249. 65. 238 [l srael 147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 65. 238 B ock 56
m ny- kosher - kr avi . i _ ,
176. 12. 145. 134 |l srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 56
’ - - Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
m ny- kosher - kr avi . i _ ,
176. 12. 147. 59 | srael 147.237.0. 17 df il Dstributed I11egal Paraneter Encodi ng None 42
Paraneter Type Mol ation
84.228.110.70 [Israel 147.237.77. 216 |dover.i df.il ct1 00$Cont ent Pl aceHbl der 1$ucNewsH ashCont r ol $dat epi cker in B ock 28
wan i df . i |/ 1153- he/ dover . aspx
148. 251. 180. 152|Ger nany 147.237.77. 176 |nat pash. i df . i | PHP Att enpt B ock 28
131.253.25.249 [Uhited Sates |147.237.76. 147 |chi nuch. aka. i df .| | Stributed thauthorized UR Access on Bl ock 28
wwv chi nuch. aka. i df.il/404. htm
m ny- kosher - kravi . i
176.13.1. 193 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 28
157.55.39. 11 Lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/tenpl at es/ conet ous/ B ock 14
. wwwv. chamat z. aka. i d .
81.223.254.34 |Austria 147.237.77. 226 £l Uhaut hori zed URL Access to /robots. txt B ock 14
m ny- kosher - kr avi . i j '
176.13.3.57 I'sr ael 147.237.0.17 oy llegal Paraneter Encoding rnd in . None 14
af.il m ny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
148. 251. 180. 152|Ger many 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Admin Bl ocking from 148. 251. 180. 152 Bl ock 14
77.237.154. 221 g‘;‘;ﬂ . 147. 237.77. 170 |m@ar achot . i df . i | Unaut hori zed URL Access to / B ock 14
188. 165. 15. 233 |France 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock 14
54.244.22.103 |whited Sates [147.237.76.147|chi nuch. aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
] . . Unhaut hori zed URL Access to
157.55.39.13  |Wnited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1283- 17607- en/ dover . aspx-t i t| e=over B ock 14
68. 148. 30. 0 Canada 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to wwn cogat. i df.il/894-ar B ock 14
m ny- kosher - kravi . i , _
176.13.3.57 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encodi ng from176.13.3.57 None 14
148. 251. 180. 152|Ger many 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 148. 251. 180. 152 B ock 14
79.178.186.61 |Israel 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 14
62.210.88.201 |France 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 51.254. 206. 142/ htt pt est . php B ock 14
109. 65. 211. 30 | srael 147.237.77.216|dover. i df . il Lhaut horized URL Access to waww idf.il/https:/wwidf.il/ B ock 14
m ny- kosher - kravi . i i EVENTV/ i
176.13.11.223 [Israel 147.237.0.17 my Parameter Type Violation EVENTVALIDATIONin Bl ock 14
af.il mny-kosher-kravi .idf.il/tenpl ates/trai ni ng/traini ng. aspx
66. 249. 65. 224 |l srael 147.237.77.216|dover . i df . i D stributed Suspicious Response Gode B ock 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
46.120. 223. 45 | srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / i v Sachar / tf asi m aspx None 14
. . . URL is Above Root Directory
182.118. 70. 199 |China 147.237.77. 216 |dover . i df . il Wi of i1 /.| shared/cl i entscri pts/ sa swl obj ect. | s B ock 14
. . Uhaut hori zed URL Access to
148. 251. 180. 152|Ger many 147.237.77. 176 |nat pash. i df . i | v cogat . i df i |/ wp- admi n/ adni n- aj ax. php Bl ock 14
81.223.254.34 |Austria 147.237.77. 216 |dover . i df . il Unaut hori zed URL Access to /robots. txt B ock 14
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 65. 224 B ock 14
148. 251. 180. 152|Ger nany 147.237.77. 176 |nat pash. i df . i | Admi n Bl ocki ng B ock 14
. . Unhaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994- 8904- he/ r ef uah. aspx B ock 14
54.179. 134. 216 |S ngapore 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to / B ock 14
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