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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
109. 160. 218. 141 | srael 147.237. 72. 167 ishurimaka. idf.il |Anonal y-SSL-renegotiation-di dest - r eset 37

89. 138. 241. 183 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
84.228.101. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4

45, 32. 68. 116 147.237.76. 34 yohal an. i df . i | Block Np All Nt drop 1
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|Top Attackers In IPS|

At t acker

194. 225, 171. 61 Iran, Islamc Republic

’ Attacker Qountry Target Address

Site ’S’ gnature

. .[16798: HITP. QG\U Bash HITP Header Renote Code Execution
of 147.237.77. 234 |hal ag. i df . i, nerabi lity Bl ock 19
194. 225. 171. 61 'O;a” Islanc Repblic |17 237, 77. 234 |hal ag. i df . i|0932: HITP Shell Command Execution (bash) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
104. 156. 251. 119|147. 237.77. 61 |lhited Sates |e cogat.idf.il ET SCAN Potential SSH Scan 1
104. 156. 251. 119]147. 237.76.39 [Wited Sates |[nobile neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
88.241.160.30 |147.237.76.30 |Turkey hivmsh i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.205.176.50 [147.237.77.19 |China | aw forumidf.il ET SCAN Potential SSH Scan 1
183. 80. 132. 23 |147. 237. 72. 167 |M et nam ishurimaka.idf.il [ET SCAN Potential SSH Scan 1
183.80.132.23 |147.237.72.14 |Metnam dover.idf.il(old) |ET SCAN Potential SSH Scan 1
117 1752132 |147. 237.8.28 |ni na o robi | e-ks. i f | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104. 156. 251. 119(147.237.77. 19 |lhited Sates |lavforumidf.il [ET SCAN Potential SSH Scan 1
104. 156. 251. 119(147. 237. 72. 167 |Wited Sates |ishurimaka.idf.il |ET SCAN Potential SSH Scan 1
46.151.52. 8 147. 237. 77. 170 |Wkr ai ne naarachot.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
183. 80. 132. 23 |147.237. 72. 217 [M et nam eidf.il ET SCAN Potential SSH Scan 1
183.80. 132. 23  [147. 237. 72. 156 |M et nam aman. i df .il ET SCAN Potential SSH Scan 1
119.90.139.50 [147.237.77.61 |China e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature

37.46.34.195 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 72

107. 132. 44. 249 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 50

195. 64. 208. 129 |Russi an Federation 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 49

5. 34. 162. 0 glcisgi':('ja” Tertitory.l1 47 237. 77. 216 |dover. i df . i drop Frst packet isn't SWN drop 44

100. 100. 103. 72 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 44

109. 160. 134. 115|I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42

84.228.110. 70 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 40

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
Sreaning Engine: TP Invalid i i ssi

66.249. 65.238 |Uited Sates 147. 237. 77. 216 |dover. i of .| 9 =g Invalid segnent retransmssion. |, 24
Ret ransni ssi on Packet dr opped.

78.53.233.229  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22

46. 19. 86. 148 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21

100. 100. 103. 72 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21

37.54. 255. 16 Lkr ai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15

192.114. 185. 100|I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
Sreamng Engine: TCP Invalid i i ssi

66.249.65. 231 |lnited Sates 147.237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. | 14
Ret r ansni ssi on Packet dr opped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
Sreamng Engine: TQP Invalid i i ssi

66.249. 65. 224 |Whited Sates 147. 237.77. 216 |dover . i df .i | g =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.

100. 100. 103. 72 147.237.0.19 |nadimatal .idf.il|drop First packet isn't SN drop 12

52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreamng Engine: TCP Invalid i i ssi

65. 55. 210. 2 Lhited Sates 147.237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 11
Sreamng Engine: TCP Invalid i i ssi

78.53.233.229  |Ger many 147. 237.77. 216 |dover . i df .i | g =g Invalid segnent retransmssion. g 10
Ret r ansni ssi on Packet dr opped.

151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreaning Engine: TP Invalid i i ssi

109. 160. 218. 141 I srael 147. 237, 72. 167 |i shuri maka i of . i g =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

109. 65. 168. 248 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

100. 100. 103. 72 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi

40.77.167.36  |Uited Sates 147. 237.77. 216 |dover. i df . g =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.

109. 200. 30. 154 [United Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

S SYNtACKK retransnmt wth .

37.142.108.91 |l srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence different vi ndow scal e monitor |6

84.228.101. 155 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5

79.177.108. 179 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

46.19. 85. 138 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

157.55.39.255 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

54. 244, 22. 103 Lhited Sates 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SN drop 4

46.116. 169. 4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i ssi

131.253.25. 177 |Wited Sates 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi

66.249.67.27  |Uited Sates 147. 237. 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.67.34  |Wnited Sates 147.237.77. 243 |robi L e, i of . i1 g =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.

195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3

58.174.164.9 Australia 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 3

66. 249. 65. 238 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3

46. 19. 85. 138 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACGK nunber aert 3

46.121.26.111 |Israel 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 3

40.77.167. 33 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3

77.237.154.221 |Czech Republic 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count

68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock 140
: . . Unaut hori zed URL Access to

72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
. . . Unaut hori zed URL Access to

199. 16. 156. 125 |nited Sates |147.237.77.216|dover.idf.i| v o i1/ p storagel i1 es/ 8/ si ze220x0/ 17418. | pg B ock 28
} . . D stributed Uhaut hori zed URL Access on

199. 16. 156. 126 |Uited Sates |147.237.77.216|dover.idf.i | vowei i /i p storagelfil es/ 8 si ze220x0/ 17418 | pg B ock 28

40. 77. 167. 42 Lhited Sates [147.237.76.147|chi nuch. aka. i df . i|Distributed Lhaut hori zed URL Access on v chi nuch. aka. i df . il/404. ht m |B ock 28

151.80.31.115 [italy 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code Bl ock 28

40.77. 167. 43 Wited Sates [147.237.76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 28

40. 77. 167. 44 Lhited Sates [147.237.76.147|chi nuch. aka. i df . i|Distributed Lhaut hori zed URL Access on v chi nuch. aka. i df . i1/404. ht m |B ock 14

157. 55. 39. 94 Lhited Sates |147.237.76.42 |refuah.idf.il D stributed Unhaut hori zed LRL Access on 147.237. 76. 42/ B ock 14

66.249. 65. 238 [l srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 238 Bl ock 14

2.54.20. 144 I srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wawidf.il/en B ock 14

81.209. 177. 189 |Eur ope 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14

46.19.86.209  |israel 147.237.72. 166 |aka. i df . i | Wnknown Paramet er ct | 00$ct | 003cphMi n3cphSachar $cb13580537 i n None 14

wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
188. 165. 15. 177 |France 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 14
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to v idf.il/atal 1/izkor/ print_bottomasp B ock 14
. . Paraneter Read Qily Molation in

2.54.56.249 I srael 147.237.72.166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx None 14

130. 185. 139. 213|Dennar k 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 14

66.249. 64.249  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 14
. . . D stributed Whaut hori zed URL Access on

199. 16. 156. 124 |Wnited Sates |147.237.77.216|dover.idf.i| vowei o i /i p storagelfil es/ 8/ si ze220x0/ 17418. | pg B ock 14

66.249.79.105 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robot s. t xt Bl ock 14

66.249. 65. 224 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wwwuidf.il/atal 1/izkor/vi ew i ng. asp Bl ock 14
} . . Unaut hori zed URL Access to

199. 16. 156. 125 [lLhited Sates |147.237.77.216|dover.idf.i | v i 1/5i p_storagel i1 es/ 1/ si ze220x0/ 17401 | pg B ock 14

151.80.31.115 |italy 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/navy/ htm/ nainfs. asp Bl ock 14

66. 249. 65. 238 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Qode Bl ock 14
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