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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
199. 59. 117. 15 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
222.186.56. 115 Chi na 147.237.0. 15 kosher-kravi.idf.il |Frk_Under Attack_Con Tcp drop 2
222.186.56. 115 Chi na 147.237. 76. 202 e halag.idf.il JLM Under Attack Con_Tcp drop 2
188.138. 1. 218 Ger many 147. 237.76. 198 e.yohal an.i df .i | Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address
41.33.231. 90

|Tar get Address
147.237.77. 216

Attacker Qountry

|Signature

Egypt dover.idf.il |Tehila - Perl LWP with fake user agent
93.174. 89. 142 147. 237. 0. 200 Net her | ands . i df i | ET SCAN NMAP -sS wi ndow 4096
101. 183. 79. 112 147.237.77. 216 Australia dover.idf.il |portscan: TCP D stributed Portscan
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

66. 249. 65. 224 Lhited Sates 147.237.77. 216 |dover.idf.il . . dro 60
Ret r ansni ssi on Packet dr opped. P
100. 100. 103. 72 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 57
149.78.154.69 |l srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaming Engine: TCP Invalid i i ssi
66.249. 65.231 |Wited Sates |147.237.77.216|dover.idf. il 9 =9 Invalid segnent retransmission. drop 28
Ret r ansni ssi on Packet dr opped.
17. 142.156. 109 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i ssi
66.249.65.238 |lnited Sates |147.237.77. 216 |dover.idf il 9 =9 Invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 11
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
100. 100. 103. 72 147.237.0.19 |nadimatal .idf.i|dr op First packet isn't SN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
119.15.2.10 New Zeal and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
78.53.233.229  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
174.95. 94. 22 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.116.169. 4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
8.37.227. 68 g”;(’;ymus 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SWN drop 6
Sreaning Engine: TGP Invalid i i ssi
78.53.233.229  |Ger many 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
8.37.228. 81 g”;(’;ymus 147.237.77. 216 |dover.idf.il  |drop Frst packet isn't SN drop 5
54.244.22.103 |lhited Sates 147.237.77. 176 |matpash.iof .il  |dr op First packet isn't SYN drop 4
Lhited . . -
109. 200. 30. 154 Ki ngdom 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
66.249. 65. 224 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
139. 162. 216. 112|Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
66.249.67.34  |Uited Sates |147.237.77. 243 |nbile.iof i1 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
2.52.132.109 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
41.232.124. 217 |BEgypt 147.237.77.74 |lawidf.il drop First packet isn't SN drop
R SYNPACK retransmit with different .
37.142.108. 91 | srael 147.237.72. 166 |aka. i df .l Bad TCP sequence i ndow scal e noni t or 3
40. 77. 167. 37 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
66.249.67.27  |Uited Sates  |147.237.77. 243 |nobile.iof i1 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
Anonynous . . . .
8.37.228.81 Pr oxy 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 3
Sreanming Engine: TCP Invalid i i ssi
207.46.13.186 |Uited Sates |147.237.77. 243 |nobile.iof i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
8.37.227.70 érn;;r;ynnus 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
70.39.186.222 |Satellite Provid147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
177.188. 116. 189|Brazi | 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
87.69. 44. 115 | srael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
2.52.137.94 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
198. 58. 99. 82 Lhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 2
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
108. 36. 255. 214 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
8.37. 227.70 g”&;ymus 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Response out of state monitor |2
198.58.102.95 [lLhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 2
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
72.192.201.213 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
188. 165. 15. 126 |France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
66. 249. 65. 224 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
Sreaning Engine: TCP Invalid Invalid segnent retransnssion
133. 130. 58. 190 |[Japan 147.237.77. 234 |hal ag.idf .il . . ) droj 2
% Ret r ansni ssi on Packet dr opped. P
Anonynous . . . .
8.37.227.68 Pr oxy 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state nmoni t or 2
Sreaning Engine: TGP Invalid i i ssi
81.209.177.95 |Europe 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. drop 2
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Country Action
. . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | v cogat i o i /i p_storagel fi | es/ O/ si 7e220x0/ 3410. | pg. sF¢ Bl ock 1315
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code Bl ock 84
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. | df i |/994- 8613- he/ navy. aspx. aspx Bl ock 56
144. 76. 44. 148  |Ger many 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 14
. . Unhaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994- 9686- he/ r ef uah. aspx Bl ock 14
91.191.151.99 |France 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 14
www. chamat z. aka. i df _
54.179.134. 216 |S ngapore 147.237.77. 226 i Unaut hori zed URL Access to / B ock 14
. . D stributed Unauthori zed URL Access on
172.102.192. 188 147.237. 77. 216 |dover . i df . | v i df i |/ engl i sh rk=0/ r s=OynkuB! | 5r 75x26kow 11 rd0_y- Hock |
] . - D stributed Lhaut hori zed URL Access on
198.52.212.37 |lhited Sates |147.237.77.216(dover.idf.il v i df i 1/ engl i shi rk=0/ r s=Oynkw88l | 5r 75x26kow 11 rd0 y- Bl ock 14
91.101.151.99 |France 147.237.72. 166 |aka. i df . i | thaut hori zed LRL Access to : Bl ock 14
waw aka. i df . i | / wp- adm n/ set up- conf i g. php
66. 249. 64. 244 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock 14
180. 76. 15. 136  |Chi na 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
. - Uhaut hori zed URL Access to
81.209.177.95  [Europe 147.237.72. 156 [anan. i df . i | wwv aman. i df . i | / consol e/ cor e/ doc_ngr / undef i ned Bl ock 14
] P . Unhaut hori zed URL Access to
199. 115. 117. 88 [nited Sates [147.237.0.15 |kosher-kravi.idf.il 147 237.0. 15/ t hemes/ ol asti xneol i . css B ock 14
. . . Uhaut hori zed URL Access to
112.253.25.53  |China 147.237.77. 176 [nat pash. i df . i | vwwv cogat . i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock 14
66.249. 65.241 |Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to ww tikshuv.idf.il/894-he B ock 14
. . . URL is Above Root Orectory
182.118.71.25  |China 147.237.76.86 [navy.idf. i wn navy. i df.il/../shared/clientscripts/jquery.plugins/slider.js Bl ock 14
81.209.177.95 |Europe 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
5.175.25.171  |Germany 147.237.77. 216 |dover. i df . i | thaut hor | zed URL Access to B ock 14
ww i df . i |/ shar ed/ user cont r ol s/ header upper /
’ . . . Unhaut hori zed URL Access to
199.115.117. 88 [lhited Sates [147.237.0.34 |tikshuv.idf.il 147 237, 0. 34/t henes/ el ast | xneo/ i 6. css B ock 14
141.212.122. 160|thited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ B ock 14
m ny- kosher-kravi . i d
66. 249. 78. 94 | srael 147.237.0. 17 f Inly Dstributed |11egal Parangeter Encodi ng None 14
188. 165. 15. 37  |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1406-he/ atal . aspx  [Bl ock 14
. . Unaut hori zed URL Access to
45.57.139.21 147.237. 77. 216 |dover. i df . | v i df i |/ engl i s/ rk=0/ r s=Oynkw8! | 5r 75x26kow. 11 rd0_y- Hock |
81.209.177.189 |Europe 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 12
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