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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
89. 248. 160. 192 Net her | ands 147.237.76. 30 hi nush. i df . i | ock Wp Al _Nets drop 1
89. 248. 160. 192 Net her | ands 147.237.76. 199 e.nakchal .idf.il ock_Udp All _Nets drop 1
89. 248. 160. 192 Net her | ands 147.237.76. 148 gogcenter.aka.idf.il |Block Wdp All Nets drop 1
52.28.32. 164 Lhited Sates 147.237.76. 197 e hinush.idf.il JLMPurple Gon Limt Htps drop 1
89. 248. 160. 192 Net her | ands 147.237.76. 176 test.ncore.idf.il Bl ock Udp Al _Nets drop 1
52.28.32. 164 Lhited Sates 147.237.76. 199 e. nakchal .idf.il JLMPurple Gon Linit Htps drop 1
89. 248. 160. 192 Net her | ands 147.237.76. 198 e.yohal an.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 65. 238 |147.237.77. 216 |Wnited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
142.54.163. 74 |147.237.77.61 |lhited Sates e.cogat.idf.il |ET SCAN NVAP -sS w ndow 2048 1
142.54.163. 74 [147.237.77.61 |thited Sates e.cogat.idf.il |ET SCAN NVAP -f -sS 1
89.248. 172. 98 |147. 237. 77. 243 |Net her | ands nobi le.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
62.210.25.83 [147.237.0.19 |Fance madimatal .idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
31.184.242.17 |147.237.77.216 ?éj:;;m dover.idf.il  |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
142.54.163. 74 [147.237.77.61 |thited Sates e.cogat.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
119. 254. 3. 236 |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
85, 42 2. 3 147.237.76.31 |1taly nkehal idh il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
62.210.25.83 [147.237.0.19 |Fance madimatal .idf.i |[ET SCAN NVAP -sS wi ndow 3072 1
222.186.42.11 |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Slte ‘Signature
5.82.135.192 Saudi Arabi a 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 225
37.231.177.50 |Kuwait 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 169
197.41.2.71 Egypt 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 60
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 44
66.249.65.231 |wited Sates  |147. 237, 77. 216 |dover i a1 [T @M NG Engi ne: TP Invalid nval i d segnent retransmssi on. drop 40
Ret ransm ssi on Packet dr opped.
96. 51. 240. 165 |Canada 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 40
66.240. 65,238 |Uited Sates  |147.237. 77, 216 |dover. i or. 11| | €M NG Engine: TP I nval i d Inval i d segnent retransmssi on. drop 38
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i of il [dr op SAMrul e drop 30
79.183.38.132 |lsrael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SN drop 27
50.162.178.25 |lhited Sates 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 25
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 19
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 16
52.91.173.216 |lhited Sates 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 14
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop 13
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 11
41. 33.232. 66 Egypt 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 10
40.77.167.36  |uited Saes  |147.237. 77, 216 |dover. i or. 11| | €M NG Engine: TP Inval i d nvalid segnent retransmssion. drop 10
Ret r ansni ssi on Packet dr opped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il|dr op SAMrule drop 10
208.54.36.255 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 10
75.126.221.55 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 9
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
54.72.73.168 Irel and 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 8
108. 200. 226. 186|Lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 8
40.77.167. 35 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 8
84.228.34.170 |lsrael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 7
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
66.249. 65. 238 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 6
101.183.79. 112 |Austraia 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 6
173.54.17. 35 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 6
37.142.108.91 [Israel 147.237.72. 166 |aka.idf.il [Bad TCP sequence mﬁsg reansrf“ wehdifferent | onitor |5
201.21.145.40 |Bazil 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 4
193.169.234.5 gz:;;r: on 147.237.77. 233 |atal .idf.il [drop First packet isn't SN drop 4
87.69. 13. 63 | srael 147.237.77. 216 |dover.i of il [dr op First packet isn't SN drop 4
65.19. 138. 33 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 4
208.54.36.255 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op drop 4
109. 200. 30. 154 [United Ki ngdom|147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 4
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 4
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i of .il [dr op drop 4
66. 249. 65. 224 |l srael 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 3
63.227.45.6 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 3
151.80.31. 115 |ltay 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 3
208.54.36.255 |Lhited Sates  |147.237.77.216|dover.idf.il|Bad TCP sequence Invalid ACK nunber alert 3
157. 55. 2. 160 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 3
208.54.36.255 |Lhited Sates  |147.237.77.216|dover.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 3
207.46.13.178 |lhited Sates 147.237.77. 216 |dover.i of .il [dr op First packet isn't SYN drop 3
66.240.67.34  |uited Sates  |147.237.77. 243 |moniteicr.i | | €A NG Engine: TP Invalid Inval i d segrent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
89.139.17.141 |lsrael 147.237.77. 216 |dover.i of il [dr op First packet isn't SYN drop
66. 215. 72. 53 Lhited Sates 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop
212.179.90.106 |lsrael 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
. . Uhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [mat pash. i df . i | Wi cogat i o i /i p,_storagelfi | es/ O/ si 2e220x0/ 3410,  pg. Sr Bl ock 364
68.180.228.112 [wnited Sates [147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 84
68.180.229.239 |lnited Sates [147.237.72.166|aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary B ock 84
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited States [147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
66.249.65.231 [Israel 147.237.77. 216 |dover.idf . il D stributed Suspici ous Response Code B ock 28
66. 249. 65. 238 |l srael 147.237.77.216|dover. i df . i | Distributed Suspici ous Response Code B ock 28
74.82.47.3 Lhited Sates [147.237.72.167|i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 14
. . Uhaut hori zed URL Access to
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | wiww i cf i 1/ hebr ew or gani zat i onV si gnal s/ at ar/ B ock 14
. . . Mil tiple Ful lw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
101.183.79.112 |Australia 147.237.77.216|dover. i df . il from 101 183. 79. 112 B ock 14
67.19.79. 218 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to /robots. txt B ock 14
54.179. 134. 216 |9 ngapore 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to / B ock 14
74.82.47. 4 Lhited Sates |147.237.77.243|nobi | e.idf .il Unaut hori zed URL Access to 147.237.77. 243/ B ock 14
66.249. 65.230 |[Israel 147.237.77. 216 |dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx  |B ock 14
5.79.74.89 Netherlands [147.237.76.86 [navy.idf.il Suspi ci ous Response Code B ock 14
141.212.122. 160|thited Sates [147.237.77.234|hal ag. i df .i | Unaut hori zed URL Access to 147.237.77.234/ B ock 14
. . Uhaut hori zed URL Access to
66. 249. 65. 223 |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 18775- he/ dover . aspx B ock 14
m ny-kosher-kravi.i [i11egal Paraneter Encoding - ZAGG X{{?) Qn (5: _i [ nxXKES5t KWTzY
85.64.202. 120 | sr ael 147.237.0.17 df.il nY xnV3l [J. in mny-kosher-kravi.idf.il/ajax/createcapt chai nage. aspx None 14
40.77.167. 43 Uhited Sates |147.237. 76. 147 |chi nuch. aka. i df . i Uhaut hori zed URL Access to wa chi nuch. aka. i df.il/404. htm B ock 14
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Distributed Suspici ous Response Gode B ock 14
52.91.173.216 |nited Sates |147.237.77.216|dover.idf.il Distributed Suspicious Response Code B ock 14
216.218.206.66 [lLhited Sates [147.237.72.166|aka.idf.i | Unhaut hori zed URL Access to 147.237. 72. 166/ B ock 14
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 224 B ock 14
m ny- kosher - kravi . i i
85. 64. 202. 120 | srael 147.237.0.17 ny _Far ameter Type M o! a_tl on ct | 00$Cont ent PI a_ceH)I de_r 1$t xt Ar eaRenar ks B ock 14
df.il in mny-kosher-kravi.idf.il/tenpl ates/training/traini ng. aspx
66.249.79.105 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237.72. 166/ robot s. txt |B ock 14
52.91.173.216 [lLnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to vwwidf.il/english/news/jeninkilled/ stn [B ock 14
m ny- kosher - kravi . i _ _
85. 64. 202. 120 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from 85. 64. 202. 120 None 10
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