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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
176. 13. 15. 252 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 59
0.0.0.0 147.237.77. 216 dover.idf.il SWNHood full table dr op 45
176. 13. 15. 252 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
24.126. 210. 76 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
213.57.198. 148 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 3
134.147. 203. 115 Cer many 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 2
54.187.55. 213 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 1
188.138. 1. 218 Ger many 147.237. 76. 198 e.yohal an.idf.il ock_Udp All _Nets dr op 1
204. 42. 253. 132 Lhited Sates 147.237. 76. 44 e.refuah.idf.il Bl ock Wp Al Nets drop 1
46.19. 86. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1




10-24-2015-04:04:05 to 10-24-2015-05:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
142. 54. 163. 74 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
82.117. 208. 243 147.237.0. 33 idf.il ET SCAN NMAP -sS wi ndow 1024 1
142.54. 163. 74 147. 237.76. 177 Wited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
82.117. 208. 243 147. 237. 8. 45 eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
69. 164. 207. 141 147.237.0. 17 Lhited Sates m ny-kosher -kravi .i df.il ET SCAN Potential SSH Scan 1
1.235. 195. 234 147.237.0. 33 Korea, Republic of idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Sig nature

24.126.210.76 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 83

176.13.15.252  |[Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 69

149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 53
Sreamng Engine: TCP Invalid i i ssi

66.249. 65.238  |Lhited Sates 147. 237. 77. 216 |dover. i f . 9 =g Invalid segnent retransmssion. g 34
Ret ransm ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29

54.72.0.55 Irel and 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 21
Sreaning Engine: TGP Invalid i i ssi

66.249. 65. 224 |Uited Qates 147. 237.77. 216 |dover . i f .1 9 =g Invalid segnent retransmssion. 18
Ret ransm ssi on Packet dr opped.

209.141.43.84 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18
Sreamng Engine: TCP Invalid i i ssi

66.102.8.173  |lWited Sates 147. 237. 77. 216 |dover. i f . 9 =g Invalid segnent retransmssion. g 18
Ret ransm ssi on Packet dr opped.

206. 21. 125. 108 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17

78.53.226.50 Ger many 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 15

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15

98.113.28.251 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14

100. 100. 121. 107 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 12

50. 116. 28.209 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 12

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

54.72.73.168 Irel and 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 10

46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf .il drop SAMrul e drop 10

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 10

54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9

64.235.56.115 |lhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 9

77.127.29.113 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8

82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

66. 102. 8. 178 Lhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 7

186.13.3.1 Argentina 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
Sreamng Engine: TCP Invalid ' i ssi

38.111.147.88 |Wnited Sates 147. 237. 77. 216 |dover. i df .1 9 =g Invalid segnent retransmssion. . 6
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

40.77.167.35  |Wnited Sates 147. 237. 77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.

66.249. 65. 231  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

185. 40. 60. 21 Luxembour g 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

C o SYNtACKK retransmt wth .

37.142.108. 91 | srael 147.237.72. 166 |aka.idf. il Bad TCP sequence different w ndow scal e noni t or 6
Sreamng Engine: TCP Invalid i i ssi

66.249. 65.231 |Uhited Sates 147. 237. 77. 216 |dover. i f . 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5

108. 222. 127. 251 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4

97.123. 96. 48 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

193.169.234.5 |Russian Federation |147.237.77.176 |natpash.idf.il drop Frst packet isn't SYN drop 4

176. 58. 66. 26 g‘ilcisgi':('ja” Tertitoryly 47 237. 77. 216 |dover. i df .i drop First packet isn't SWN drop 4

50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i ssi

78.53.226.50  |Ger many 147. 237. 77. 216 |dover . i df . i | 9 =g Invalid segnent retransmssion. 4
Ret ransm ssi on Packet dr opped.

139. 162. 216. 112|Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi

66.249.67.41  |Uited Sates 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

2.54.142. 10 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dr opped.

46.4.10.6 Ger many 147.237.0.15  |kosher-kravi.idf.illdr op Frst packet isn't SN drop 3

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 3

128.242.249.12 |Whited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 3

212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3




10-24-2015-04:04:05 to 10-24-2015-05:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wan i df . il /navy/ ht mh/ historyfs. ht m Bl ock 84
68.180. 230. 167 |[Lnited Sates |147.237.76.31 |nakchal .idf.il| |Paraneter Type Mol ati on PageNumin nakhal .idf.il/1110-he/ nakhal . aspx  |Bl ock 84
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 56
72.9.148.10  |[United Sates [147.237.76.86 [navy.idf. il m:‘iaw o a2 ﬁ:gsszszz aspx Bl ock 56
72.32.177.50 Lhited Sates [147.237.77.74 |lawidf.il PHP At t enpt B ock 28
78.47. 67. 232 Ger many 147.237.77.216|dover . i df .i | O stributed Suspicious Response Code B ock 28
66. 249. 65.238 |lIsrael 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to waidf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 28
85.29.187.251 |Kazakstan 147.237.76.86 |navy. idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forunasp/ showf orumasp |B ock 14
66.249.79.107 |[Israel 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
46.182.106.190 [Netherlands  [147.237.77.216|dover . idf .1 [ ore 1S Aoove Rt Drectory /] cuery/j query- L 4. 2.rin| B ock 14
182.118.54.181 [Chi na 147.237.76.86 [navy. i df.il mgwﬁo;e.i?/)?t. /Eh;fgéloélyi entscripts/jguery.plugins/slider.js Bl ock 14
72.32.177.50 Lhited Sates [147.237.77.74 |lawidf.il Mil tipl e Unauthorized URL Access from 72.32.177.50 B ock 14
66.249.65.231 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/atal B ock 14
91.191.151.99 |France 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 14
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il |Unhauthorized URL Access to 147.237.76. 42/ robots. t xt B ock 14
188. 165. 15. 162 |France 147.237.76.42 |refuah.idf.il [Unauthorized URL Access to 147.237.76. 42/ 994- 8871- he/ ref uah. aspx  [B ock 14
66. 249. 65. 237 |l srael 147.237.77.216|dover . i df .i | D stributed Unauthorized URL Access on 147.237. 77. 216/ robot s. t xt B ock 14
91.191.151.99  [France 147. 237.72. 166 |aka. i df . i | chaut hori zed Iﬁeﬁflcfs_saé; 1 set up- conf i g. php Bl ock 14
66.249. 65. 223 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 14
188. 165. 15. 200 |France 147.237.77.233|atal .idf.il Distributed Unhauthorized LRL Access on 147.237.77. 233/ robot s. t xt B ock 14
72.32.177.50  |United Sates [147.237.77.74 |lawidf il shauthori zed LR g‘g:f\‘i:_sa;ﬁi / set up-cont i g. php B ock 14
66. 249. 65. 238 [l srael 147.237.77.216|dover . i df .i | O stributed Suspicious Response Code B ock 14
141.212.122. 160|Uited Sates |147.237.76.200|ei t an. aka. i df . ijunaut hori zed URL Access to 147.237.76. 200/ B ock 14
66.249. 65. 224 [Israel 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code B ock 14
207.46.13.7 Uited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
157. 55. 39. 25 Lhited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response CQode B ock 14
66.249.65.231 [Israel 147.237.77. 216 |dover.idf .i | O stributed Suspicious Response Code B ock 14
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