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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
84.211. 16. 251 Nor way 147.237.77. 216 dover.idf.il SYNHood full table drop 30
2.54. 46. 147 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
64.233.172. 162 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
94.102. 49. 122 Net her | ands 147. 237.76. 201 eatal.idf.il Bl ock Udp All Nets drop 1

141. 212. 121. 219 Lhited Sates 147. 237.76. 44 erefuah.idf.il |Block Udp Al Nets drop 1

146. 185. 239. 100 Russi an Federation 147.237. 72. 156 aman.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site |Sgnat ure Devi ce Action |Count
46.4.120. 3 Ger many 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
165. 215. 209. 15 Lhited Sates 147.237.77. 216 dover.idf.il |14511: HTTP. Wn32/Aiga Fake User Agent B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
78.30.208.199 |147.237.77.243 :32;3}()” nobi | e.idf il ET DOS SSL Bonb DoS At enpt 3
41.134. 205. 218 |147. 237.76. 34 |South Arica yohal an.idf.il ET SCAN Potential SSH Scan 1
158. 69. 207. 180 [147.237.0.34 |thited Sates  |tikshuv.idf.il ET SCAN Potential SSH Scan 1
158. 69. 207. 180 [147.237.0.17 |Lhited Sates mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 1
37.143.82.50 [147.237.0.35 |Netherlands akaws. i df i | ET SCAN NMAP -sS wi ndow 1024 1
103. 232. 35. 93 [147.237.72. 217 |Hong Kong eidf.il ET SCAN NVAP -sS w ndow 2048 1
90. 151 211 40 |147 237, 76.30 |RuSSian s df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federati on Potential Scan or Brute Force
58. 253. 96. 122 |147.237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
41.134. 205. 218 |147. 237.76. 42 |South Arica refuah.idf.il ET SCAN Potential SSH Scan 1
198.20.69.98 |147.237.76.42 |Uhited Sates refuah.idf.il ET DRCP Dshield B ock Listed Source 1
41.134. 205. 218 |147. 237.76. 38 [South Africa eengitav.idf.il ET SCAN Potential SSH Scan 1
179.124. 44.98 |[147.237.0.33 |Prazil idf.il ET SCAN Potential SSH Scan 1
41.134. 205. 218 [147. 237. 76.31 |South Africa nakchal . i df il ET SCAN Potential SSH Scan 1
158. 69. 207. 180 [147.237.0.33 |lnited Sates idf.il ET SCAN Potential SSH Scan 1
37.143.82.50 |147.237.0.35 |Netherlands akavs. i df . il ET SCAN NVAP -sS wi ndow 4096 1
103. 232. 35. 93 [147. 237.72. 217 |Hong Kong eid.il ET SCAN NVAP -sS w ndow 3072 1
103. 232. 35.93 |147.237.72. 217 |Hong Kong eidf.il ET SCAN NVAP -f -sS 1
78.30.208. 199 (147 237. 77. 243 :32;3}()” nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
69. 164. 198. 123 [147.237. 72. 14 |Wited Sates dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
58.253.96. 122 [147.237. 76. 199|Chi na e. nakchal .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
218. 108. 132. 58 [147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
41.134. 205. 218 [147. 237. 76.39 [South Africa nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
2.54.26.195 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 790
78.53. 226. 50 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 273
78.162.145.28  |Turkey 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 75
109. 186. 172. 152|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 72
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 59
197.28.87.0 Tuni si a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 54
66. 102. 8. 168 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 50
66.249.65.231 |lnited Qates |147. 237. 7. 216 |dover. i of i Streamng Engi ne: TCP Inval id |imvalid segnent retransmission. | oo 36
Ret r ansni ssi on Packet dr opped.
66.102. 8. 173 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
46.19. 86. 195 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
2.54.156. 187 | srael 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
17.142.156.109 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 21
100. 100. 37. 161 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
68.233.229.210 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
66.249.84.166 |Uited Sates  |147.237. 7. 216 |dover.idf il Streaning Engine: TCP Inval id finvalid segrent retramsmission. |, 18
Ret r ansni ssi on Packet dr opped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 17
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
88.238.81.103 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
40.77.167.37  |Wited Sates |147.237.77.216 |dover.idf.il Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 14
Ret r ansni ssi on Packet dr opped.
64.233.172. 155 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
79.176.64.100 |l srael 147. 237. 77. 216 |dover. i df . i1 Streamng Engi ne: TCP Irvalid invalid segrent retransnissi on, drop 12
Ret r ansni ssi on Packet dr opped.
79.177.112. 227 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
66. 249. 65. 238 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
66.249. 65.224 |Wnited Sates |147.237.77. 216 |dover.idf.il Stream ng Engl ne: TGP Invalid |invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
64.237.233.176 |Puerto Rco 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 11
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 10
85. 250. 160. 169 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
173.68.66.191 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
66.249.65.231 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 10
66. 249. 65. 224 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 10
66.249. 65.224 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 10
78.53.226.50  |Ger many 147. 237. 77. 216 |dover. i df . i1 Streamng Engi ne: TCP Irvalid invalid segnent retransnissi on, drop 10
Ret r ansni ssi on Packet dr opped.
109. 200. 30. 154 zi;g’gom 147.237. 77. 216 |dover.i df .il drop First packet isn't SN drop 10
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 9
79.176. 64. 100 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
66.249.65.238 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 8
75. 34.109. 5 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 8
134.191. 232.72 |Israel 147. 237.77. 216 |dover . i f .1 Streaning Engine: TCP Inval id finvalid segrent retransmission. |, 8
Ret r ansni ssi on Packet dr opped.
155. 31. 32. 59 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 8
134.191. 232.70 [Israel 147. 237. 77. 216 |dover . i df .i Sireamng Engine: TCP [nval 1d Jinvalid segnent retransmission | ) 8
Ret r ansm ssi on Packet dr opped.
85. 26. 183. 129 gs::;”ion 147. 237.77. 226 ‘_’?":"“ha"atz'aka'idf drop First packet isn't SWN drop 8
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
66.249.84.165 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop
66.249.84.167 |lnited Sates |147.237.77. 216 |dover.idf. il Streaning Engi ne: TCP Invalid limvalid segnent retransnissi on drop 6

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

waw aka. i df. i |/ mai n/ gi yus/ general . aspx

Country Action
68.180.228.112 |tited Sates  |147.237.77.216|dover.i df.il Lhauthori zed LR Access to . B ock 84
wwn i df . i |/ newsi t e/ hebr ew bagat z_sar bani mstm_
: . . O stributed Uhaut hori zed URL Access on
72.9.148.10  |[United Sates  [147.237.76.86 [navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx H ock >
Russi an ww. chamat z. aka. i df ) )
188. 143. 232. 24 erati on 147.237.77. 226 il Mil tipl e Unauthorized URL Access from 188. 143. 232. 24 B ock 28
68.180.228.112 [lhited Sates 147.237.77.216|dover.idf .il Suspi ci ous Response Code B ock 28
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Ml tipl e Unauthorized URL Access from 46. 118. 155. 216 B ock 28
66.249. 65. 224  [Israel 147.237.77. 216 |dover. i df.i Ml tiple Unauthorized URL Access from 66. 249. 65. 224 B ock 14
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il PHP At t enpt B ock 14
207. 46. 13. 48 Lhited Sates 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
157. 55. 39. 26 Uited Sates  |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/himush/ B ock 14
. . Uhaut hori zed URL Access to
66.249.65.230 |l srael 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 19559- he/ dover . aspx Bl ock 14
17.138.54.219 |Wited Sates  |147.237.72. 166 |aka. i df .i | Lhaut hori zed LRL Access to o B ock 14
vww aka. i df . i | / appl e- app- si t e-associ at i on
Russi an www. chamat z. aka. i df ) o
188. 143. 232. 24 eration 147.237.77. 226 i Uhaut hori zed URL Access to waww chamat z. aka. i df . il/1319- he/ Bl ock 14
54.179. 134. 216 |9 ngapore 147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to / B ock 14
207. 46. 13. 48 Lhited Sates  [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/smalinisnalimaspx [None 14
157.55.39.237 |Uited Sates 147.237.77.216|dover.i df . il Paraneter Type Molation ain wwidf.il/ B ock 14
66.249. 65.231 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 65. 231 B ock 14
37.187.80.217 |France 147.237.77.216|dover . i df . i PHP At t enpt B ock 14
. . Uhaut hori zed URL Access to
188.165. 15.37  |France 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1407- hel at al . aspx B ock 14
: ] . Uhaut hori zed URL Access to
66. 102. 9. 81 Lhited Sates  [147.237.77.216|dover.idf.il v i df i | /1294 env i i df . i 1/ engl i sh Bl ock 14
176.12.149. 73  |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 14
66. 249. 65.238 |lIsrael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to ww i df.il/english/ news Bl ock 14
. . Uhaut hori zed URL Access to
37.187.80.217 |France 147.237.77. 216 |dover.i df.i | v i dif i | / news/ wp- adni n/ set up- conf i g. php Bl ock 14
. . Uhaut hori zed URL Access to
188. 165. 15. 162 |France 147.237.76.42 (refuah.idf.il 147. 237. 76. 42/ 994~ 8867- he/ r ef uah. aspx Bl ock 14
. - Uhknown Paraneter cat|d=43332 in
82.161. 176. 208 |Net her| ands 147.237.72. 166 |aka. i df . i | ww aka. i o i |/ kanhar /Kl al i/ def aul t . asp None 14
66.249. 64. 244  [Israel 147.237.77.233|atal .idf .il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
-kosher-kravi .idf.i
178. 255. 87. 242 |United Kingdom|147.237.0. 16 Irry Uhaut hori zed URL Access to 147.237.0. 16/ robot s. t xt B ock 14
] . . Paraneter Type M ol ati on PageNumin
68.180.228.112 [Wited Sates  |147.237.77.216|dover. i df.il v i df i 1/ 1395- en/ dover . aspx Bl ock 14
189. 179. 140. 212|Mexi co 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
82. 161. 176. 208 |Net her| ands 147. 237.72. 166 |aka. i df . i | Wnknoun Par anet er cat | d=58564&docl d=35721 in None 14
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