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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
88. 238. 81. 103 Tur key 147.237.77. 216 dover.idf.il SYNHood full table drop 16

66. 249. 93. 238 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 3

2.54. 156. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3

92.241. 42. 63 Jordan 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
79.182.142.7 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
134.147. 203. 115 Ger many 147. 237. 76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 2
79.182.142. 7 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2

38.70. 6. 32 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock_Udp Al _Nets dr op 1

45. 32. 68. 116 147.237. 76. 39 nobile.neitav.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |S gnat ure Devi ce Action |Oount

37.237.232. 46 Iraq 147.237.77. 216 dover.idf.il |Q091: HITP. Access to - adnin. asp B ock 4
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|Top Attackers In |D|

At acker

‘Target Addr ess ‘CD Signature
untry
41.234.17.46  |147.237.77. 216 |Egypt dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 4
93.174.93.138 |[147.237.77. 179 |Net her| ands e.nazi.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
81.192. 139. 152 |147. 237. 76. 147 [Mor occo chinuch. aka.i df .i I|[ET SCAN NVAP -sS wi ndow 4096 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
46.2.161.169 |147.237.76.30 |Turkey hi nush. i df . i | ) 1
Potential Scan or Brute Force

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 1
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
93.174.93.138 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
78.30. 208,199 |147. 237. 77. 243 |XSS AN nobi | e.i df il ET SCAN NMAP -sS wi ndow 1024 1

Federati on
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘S|gnature

74.12.132. 89 Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 70

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 63

23.27.220.82 Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 56

79.178.130.209 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 56
Sreaming Engine: TGP Invalid i i ssi

66.249.65.238 |Lnited Sates |147.237.77. 216 |dover.idf.il 9 =9 Inval i d segnent retransnission. drop 48
Ret ransni ssi on Packet dr opped.

5.29.82.45 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 45
Sreaning Engine: TGP Invalid i i ssi

66.249.65.231 |Uited Sates |147.237. 77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. drop 44
Ret ransnm ssi on Packet dr opped.

23.27.248.205 |Lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 38

2.54. 156. 187 | srael 147.237.77. 176 |mat pash. i df .i1|dr op First packet isn't SN drop 34

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 33

72.160.215.12 |Lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 32
Sreaning Engine: TGP Invalid i i ssi

66.249. 65. 224 |Uited Sates |[147.237.77. 216 [dover.idf.il 9 =g Invalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 25

76.189.105.19 |Lhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 25

67.148.50.158 |Lhited States [147.237.77.216|dover.idf.il |[drop Frst packet isn't SN drop 24

88.238.81.103 |Turkey 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 18

68.180.228.112 |lLhited States [147.237.77.216|dover.idf.il [drop Frst packet isn't SN drop 18

109. 200. 30. 154 Ei"";gegom 147.237.77. 216 |dover.idf .il |dr op Frst packet isn't SIN drop 16

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 16

66. 87. 19. 109 Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 15

52. 16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il [drop Frst packet isn't SYN drop 14
Sreaning Engine: TGP Invalid i i ssi

40.77.167.37  |wited Sates [147.237.77.216|dover.idf.il 9 =g Invalid segment retransmssion. drop 14
Ret r ansni ssi on Packet dr opped.

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
Sreaning Engine: TGP Invalid i i ssi

40.77.167.35  |uwited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 12

2.54.149. 63 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11

37.237.232.118 |lraq 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11

46.116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10

92.241. 42. 63 Jordan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10

72.28.218.200 |lhited States [147.237.77.216|dover.idf.il |[drop Frst packet isn't SYN drop 9

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 9

37.237.232.138 |lrag 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 8

87. 68. 34. 95 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
Sreaning Engine: TGP Invalid i i ssi

37.237.232.138 |irag 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.

37.237.232.58 |lrag 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

109. 65. 168. 248 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8

109. 186. 14. 66 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8

37.237.232.25 |lrag 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7

37.237.232.139 |lirag 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7

37.237.232.78 |lrag 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7

37.237.232.147 |lraq 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7

s SYNFACK retransmit with different .

37.142.108.91 |lsrael 147.237.72. 166 |aka.idf . il Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TCP Invalid i i ssi

78.53.226.50  |Ger many 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dr opped.

79.182.142. 7 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

50.87.144.145 |Lhited States [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop

46.19. 86. 21 I srael 147.237.72.156 [anan.icf.il  [Bad TCP sequence SINAXK retransmt with different | iior o

w ndow scal e
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site Sgnature Action ‘Count
68.180.230.97 |Wited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to www | aw i df.il/228-he/ fag. aspx Bl ock 84
’ . . Uhaut hori zed URL Access to
68.180.229.239 [lLnited Sates 147.237.72. 166 |aka. i df . i | ww aka. i of i |/ qj yus/ qeneral /def aul t . a B ock 84
68.180. 228. 112 [United Sates 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation PageNimin Bl ock 70
waw i df . i |/ 1395- en/ dover . aspx
] . . Dstributed Lhauthorized URL Access on
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 56
68.180. 228. 112 |[lhited Sates 147.237.77.216|dover . i df . i | D stributed Suspici ous Response Qode B ock 56
66.249. 65. 224  [Israel 147.237.77.216|dover.i df .i | Mil ti pl e Unhaut hori zed URL Access from 66. 249. 65. 224 B ock 28
Pal estinian Territory, . . Uhaut hori zed URL Access to
46.60.38. 8 Qecupi ed 147.237.77. 216 |dover. i df . il v i df i 1/ 1133- 22777- ar / dover . aspx) Bl ock 28
66.249. 65.231 |lsrael 147.237.77.216|dover. i df .i | Distributed Suspici ous Response Code Bl ock 28
144.76.23.202 |Ger many 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/1367-8729- he/ B ock 14
66. 249. 65. 234 |l srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to wwu ti kshuv.idf.il/894-he B ock 14
66. 249. 65. 224  |Israel 147.237.77. 216 |dover . i df . i | Whauit hor | zed R Access to B ock 14
vwwy i df . i | /atal 1/i zkor/ vi ew i ng. asp
157.55.39.237 |Uited Sates 147.237.77. 216 |dover.idf .i | Distributed Abnormal |y Long Request B ock 14
. . Unknown Paraneter _ in
46.116.128.95 I srael 147.237.72. 166 [aka. i df . i | wwy aka. i df . i |/ mai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx None 14
. . Uhaut hori zed URL Access to
85.250.103.33  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 14
. . Uhaut hori zed URL Access to
66. 249.65.230  Israel 147.237.77. 216 (dover. i df . il 147. 237, 77. 216/ 1065- he/ dover . aspx Bl ock 14
176.12. 147. 191 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed LRL Access to wwidf.il/giyus B ock 14
54.179.134.216 |9 ngapore 147.237.72. 167 |i shuri m aka. i df . ijUnaut hori zed URL Access to / B ock 14
93.173.176. 204 |lsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code Bl ock 14
220.181. 108. 101 |Chi na 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 14
66.249. 65. 223 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 14
141.212. 122. 160|Uhited Sates 147.237.77.235|sviva.i df .i | Uhaut hori zed URL Access to 147.237.77. 235/ B ock 14
66.249.65.231 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwidf.il/watch Bl ock 14

10-24-2015-01:

04:09 to 10-24-2015-02:04:09




