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Attacker Address

|Attacker Country

Target Address
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|Device Action

Count

41.234.17. 46 Egypt 147.237.77. 216 dover.idf.il TP Scan (vertical) drop 345
0.0.0.0 147.237.77. 216 dover.idf.il SINHood full table dr op 31
108. 45. 80. 52 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 5
93. 173. 15. 200 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
213.57.90. 158 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
185. 23. 124. 72 Saudi Arabia 147.237.77. 216 dover.idf.il SYNHood full table drop 2
45. 32. 68. 116 147.237. 76. 42 refuah.idf.il B ock Np Al _Net drop 1
89. 248. 172. 154 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock_Wp Al _Nets dr op 1
141.212.121.191 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
71.6.135.131 Lhited Sates 147.237.76. 200 eitan. aka.idf.il B ock Wp Al Nets drop 1
89. 248. 172. 154 Net her | ands 147.237.76. 197 e. hinush.idf.il B ock Wp Al Nets drop 1
2.54.191. 59 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
89. 248. 172. 154 Net her | ands 147.237. 76. 39 nobi | e.nei tav.idf.il B ock_ Wp Al _Nets drop 1
89. 248. 172. 154 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock_Wp Al _Nets dr op 1
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|Top Attackers In |D|

A tacker

Target Address count ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent
o ET DO5 Large amount of TCP ZeroWndow - Possibl e Nkiller2 DDos
109. 66. 148. 22 |147.237.77. 216 |l srael dover.idf.il 2
attack
222.186.21.84 |147.237.76. 148 |Chi na gocenter. aka. i df il ET SCAN Potential VNC Scan 5900- 5920 1
222.186.21.84 |147.237.76.31 |China nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1

ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,

212.7.209.9 147.237.0.19 Net her | ands nadi matal .idf.il Potential Scan or |nfection 1
185. 82. 201. 17 |147.237.77.216 dover.idf.il ET DC5 SSL Bonb DoS Attenpt 1
81.192. 139. 152 [147. 237. 77. 61 |Morocco e.cogat.idf.il ET SCAN NVAP -f -sS 1
39. 84.58. 163 147.237.0.16 |China ny-kosher-kravi .idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
222.186.21.84 [147.237.76.177|Chi na ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
222.186.21.84 [147.237.76.86 [China navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
218.108. 132. 58 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
182.74.136.3 [147.237.0.34 |Iindia tikshuv. idf.il 1

Potential Scan or Brute Force
81.192. 139. 152 [147. 237. 77. 61 |Morocco e.cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1

ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

27.154. 180. 206 [147.237.0.35 |Chi na akavs.idf.il
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
173. 84.92. 52 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 92
105. 235. 128. 134|A geria 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 81
86.192. 193. 118 |Fance 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 75
87.69.247. 184 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 73
108. 45. 80. 52 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 67
149.78.154.69 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 67
5.29.28.173 I srael 147, 237, 72. 156 |aran i of 1 [0 2 NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |y 60
Ret r ansni ssi on dr opped.
188. 247. 75. 203 |Jordan 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 39
66. 249, 65,238 |Uited Sates 147, 237.77. 216 |dover. iof. [ CAM NG ENgine: TCP Invalid Invalid segnent retransmssion. Packet |, . 38
Ret r ansni ssi on dr opped.
68.180.228. 112 |lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 36
54. 244, 22. 103 Lhited Sates |[147.237.72.166 |aka.idf.il |dr op Frst packet isn't SYN drop 32
66.249.65. 224 |Uited Sares [147. 237, 77. 216 |dover i of i || CAM N Engine: TP Invalid Invalid segnent retransmssion. Packet |y 32
Ret r ansni ssi on dr opped.
66. 87.19. 109 Lhited Sates [147.237.77.216|dover.idf.i|dr op First packet isn't SYN drop 30
100. 100. 51. 188 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SYN drop 30
66.240. 65,231 |Uited Sates |147. 237, 77. 216 |dover. i of. [ GAM NG BNgine: TCP Inval i d Invalid segnent retransmssion. Packet |, 30
Ret r ansni ssi on dr opped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op SAMrul e drop 28
190. 24. 146. 71  |Col onbi a 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 28
82.149.176.81 |Germany 147, 237. 77, 216 |dover i i [ €@ NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, ., 26
Ret r ansnmi ssi on dr opped.
100. 100. 62. 180 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SYN drop 23
79. 181. 199. 86 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 21
100. 100. 62. 180 147.237. 77. 216 |dover. i df .i|dr op First packet isn't SYN drop 20
5.28.133. 115 | srael 147. 237. 77. 216 |dover. i of .i |dr op Frst packet isn't SN drop 18
46.19. 85. 192 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 18
82.192. 68. 46 Net her | ands 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 17
82. 80. 25. 221 | srael 147. 237. 77. 216 |dover. i of .i |dr op First packet isn't SN drop 16
52.16.5.197 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SN drop 13
54.72.73.168 Irel and 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 12
87.68.156.235 | srael 147237, 72. 166 |aka i o 11 [} A NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, 12
Ret r ansni ssi on dr opped.
50. 116. 30. 23 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 12
100. 100. 72. 222 147.237.72. 166 |aka.idf.il |dr op Frst packet isn't SYN drop 12
66.102.8.173  |Uited Sates |147. 237, 77. 216 |dover i, i| | NG Engine: QP Invalid Inval id segnent retransmssion. Packet |, 12
Ret r ansni ssi on dr opped.
100. 100. 56. 175 147.237. 72. 156 |aman.i df .i | |dr op First packet isn't SYN drop 12
84.109. 102. 246 |Israel 147237, 72. 166 |aka i o 11 [} 2 NG Engine: TCP Invalid Invalid segnent retransmssion. Packet |, 12
Ret r ansni ssi on dr opped.
151. 80.31.115 (italy 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 11
212.199. 182. 150|l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 11
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.i|dr op SAMrul e drop 11
46. 116. 169. 4 | srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 11
50.87.144.145 |lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 10
100. 100. 108. 129 147.237.72. 156 |anan.idf .il|dr op First packet isn't SYN drop 10
46. 19. 85. 245 | srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 10
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 9
66.249.81.218 |Wited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 9
128.164.67. 139 [lhited Sates [147.237.77.216 |dover.idf.i|dr op Frst packet isn't SYN drop 8
46. 19. 85. 120 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 8
24.147.64.79 Lhited Sates |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 8
46. 19. 86. 182 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 8
89.139.165.32 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 8
46.19. 86. 21 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 7
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 7
40. 77. 167. 35 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SYN drop 7
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87.69.247.184 | srael 147.237.76.200 |ei tan. aka. i df . i ;3?6':?’4701;26 Sane Response (pde (404) in Session from Bl ock 294
68.180.230.29 [United Sates  [147.237.77. 176 [nat pash. i df . i | ma';i;‘; b M /Oéﬂé_oaefsgggff“aggx Bock |84
68.180.230.97 |Wited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to wwwu | aw i df . i1/589-he/ pat zar . aspx= B ock 84
66.249. 65. 231 |l srael 147.237.77. 216 |dover.i df . i | Mil ti pl e Unaut horized URL Access from 66. 249, 65. 231 B ock 56
72.9.148.10  |Wited Sates |147.237.76.86 |navy.idf.il bt ;'a?,‘;,t od et b zea oo 2o aspx Bock |56
68.180.228.112 |lWited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 56
46.19. 85. 47 I srael 147.237.77.216|dover.idf .i | Ml tiple Malformed URL from 46. 19. 85. 47 B ock 42
46.19. 85. 47 I srael 147.237.77.216|dover . i df .i | Ml tipl e Unknown HTTP Request Method from 46. 19. 85. 47 Bl ock 42
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 42
46.19. 85. 47 I srael 147.237.77.216|dover.idf .i | Ml tiple Abnormal |y Long Request from 46. 19. 85. 47 B ock 42
46.19. 85. 47 I srael 147.237.77.216|dover . i df .i | Miltiple Illegal HITP \ersion from46. 19. 85. 47 Bl ock 28
54.244.22.103 |Wited Sates |147.237.76.147|chi nuch. aka. i df . i|Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
207.46.13.129 |lnited Sates |147.237.72. 166 |aka. i df .| Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
2.54.129. 167 I srael 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shared/ bul 1 et 1. gi f |B ock 14
66.249. 65. 231 | srael 147.237.77. 216 |dover . i df . i | \?ﬂ;\:r (ijfb. “itle/d at';l’?jti rz"l’(:)irfsidex}ngfg;s; ;" Bl ock 14
178. 255. 215.87 [France 147.237.77. 216 |dover . i df . i | O 2 oo e crar e6783KKKKKKK_73f 06783 Bock |14
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il D stributed Whaut hori zed URL Access on 147. 237.76. 42/ r ohot s. t xt B ock 14
207.46.13.129 |lLnited Sates |147.237.72. 166 |aka. i df .| Uhknown Paraneter KEY in aka.idf.il/ishurimicityofficers/ None 14
41.234.17. 46 Egypt 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to 147.237.77.216/ Bl ock 14
89. 138.199. 205 |Israel 147.237.77. 234 |hal ag. i df .i | o rz'gl;“t;dZgﬁszgﬁﬁaﬁlﬁﬁﬁ 1(.)21” Bl ock 14
Russi an ] . Paraneter Type Mol ation _ _ _
188.143.282.40 | oo o 147.237.77.216|dover. i df . i | ct1 003Cont ent A acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 14
waw i df . i1 /1283- en/ dover . aspx
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt Bl ock 14
46. 19. 85. 47 | srael 147.237.77.216|dover. i df .i | Abnormal |y Long Request net hod B ock 14
141.212.122.160|lhited Sates [147.237.77.19 [lawforumidf.il |Unauthorized URL Access to 147.237.77.19/ B ock 14
66.249. 65. 238 [lIsrael 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to www i df.il/ nazi B ock 14
188. 165. 15. 121 |France 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to list.ips.gov.il/list2 htm B ock 14
81.223.254.34 |Austria 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to /robots. txt B ock 14
66.249. 64.249  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 14
46. 19. 85. 47 I srael 147.237.77.216|dover.i df .i | Mal for med LR B ock 14
157. 55. 39. 10 Lhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to navy.idf.il/sachar B ock 14
46. 19. 85. 47 | srael 147.237.77.216|dover . i df .i | Unknown HTTP Request Method s=562aa551a093f a3b000 in URL B ock 14
195. 154. 226. 90 |France 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waw i df.il/wp-content/ B ock 14
87.69.247.184 |[Israel 147.237.76.200|ei tan. aka. i df . i| |Too Many 404: Response Code per Session B ock 14
167. 114. 64. 100 [Canada 147.237.77.216|dover . i df . i | D stributed Suspicious Response Qode Bl ock 14
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