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Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 33
85. 250. 239. 57 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 25
185. 32. 179. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
100. 100. 7. 6 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
41.226. 106. 165 Tuni si a 147.237.77. 216 dover.idf.il SYNHood full table drop 6
5.29.243.70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
213. 57. 205. 84 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5. 29. 206. 197 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 5
109. 67. 6. 98 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
188. 222. 45. 52 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SN Hood full table drop 4
5. 29. 251. 55 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 13. 19. 118 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 2
66. 36. 159. 171 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 2
71.6.167. 142 Lhited Sates 147.237.76. 44 e.refuah.idf.il|B ock Udp All Nets drop 1
176.13.19. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46. 19. 85. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
50. 201. 129. 218 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 1
5.102. 116. 26 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il SYNHood full table drop 1
5. 29. 228. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1




10-23-2015-23:04:04 to 10-24-2015-00:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




10-23-2015-23:04:04 to 10-24-2015-00:04:04

|Top Attackers In |D|

Attacker Address |Target Address |Attacker Gountry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
46. 151. 55. 40 147.237.0. 15 krai ne kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
177.107. 111. 200 147.237.0. 34 Brazil tikshuv. idf.il ET SCAN Potential SSH Scan 1
37.143.82.50 147. 237.76. 199 Net her | ands e.nakchal .idf il ET SCAN NMAP -sS wi ndow 4096 1
160. 92. 181. 236 147.237.0. 16 France ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
119. 90. 139. 50 147. 237.8.27 Chi na e.nadi matal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
59. 45. 79. 117 147.237.77. 234 Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 156 Chi na anan. i df.il ET SCAN Potential SSH Scan 1
177.107. 111. 200 147.237.77. 243 Brazil nobi | e.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 28 Chi na . nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
177.107. 111. 200 147. 237.76. 147 Brazil chi nuch. aka. i df .| ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 16 Chi na ny- kosher -kravi . i df i ET SCAN Potential SSH Scan 1
177.107. 111. 200 147. 237. 8. 45 Brazl eeitanidf.il ET SCAN Potential SSH Scan 1
177.107. 111. 200 147.237.0. 16 Brazil ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
119. 90. 139. 50 147.237.8.27 Chi na e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
119. 90. 139. 50 147.237.8. 27 Chi na e madimatal .idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147.237.77. 212 Chi na e dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 31 Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 8. 45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
177.107. 111. 200 147.237.77. 74 Brazil lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.33 Chi na idf.il ET SCAN Potential SSH Scan 1
177.107. 111. 200 147.237.76. 44 Brazl erefuah.idf.il ET SCAN Potential SSH Scan 1
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

different w ndow scal e

79.178. 5. 205 | srael 147.237.76. 200 |ei tan. aka. i df . i Ret r ansni ssi on Packet dr opped. drop 750
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 92
185. 120. 126. 40 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 69
37.217.170.231 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
85. 250. 79. 153 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 40
109. 67. 146. 232 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 39
66.249. 65.231 |Uited Sates 147, 237.77. 216 |dover. i i1 | ) SAM NG Engine: TCP Invalid |invalid segnent retransmssion. | o 38
Ret r ansm ssi on Packet dr opped.
37.140.188. 112 |Russion Federation  |147.237.72. 166 |aka it i1 | SAMNg Engine: TCP Inval id |invalid segnent retransmissi on drop 36
Ret r ansni ssi on Packet dr opped.
75.127. 60. 26 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 33
66.249. 65. 224 |Whited Sates 147237, 77. 216 |dover i i1 || @M NG Engine: TCP Invalid invalid segnent retransmssi on. drop 32
Ret r ansni ssi on Packet dr opped.
79.179. 36. 42 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
89.168. 7. 169 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 29
79. 200. 252. 214 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 28
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
173.54.15.189 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 27
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 27
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
100. 100. 104. 13 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 26
66.249.65.238 |Wnited Sates 147. 237.77. 216 |dover i1 || €M NG Engine: TCP Invalid |invalid segnent retransnission drop 20
Ret r ansni ssi on Packet dr opped.
5.102. 116. 26 g‘ilcisgii:;a” Territory. 1147, 237. 77. 216 |dover.idf.i1 |drop First packet ismt SWN drop 20
100. 100. 7.6 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 20
100. 100. 72. 222 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SN drop 18
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 18
2.54.57. 250 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 18
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMirul e drop 17
176.13.19.118 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 17
183.79.222.44 |Japan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 15
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 14
109. 200. 30. 154 [United Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 14
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 14
37.142.149.170 |israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence (ﬂ'}”ﬁtr\%;ggﬁégm monitor |13
72.192.201. 213 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
41.226. 106. 165 |Tunisia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 13
66.102.8.173  |Uited Sates 147, 237.77. 216 |dover. i .11 |} SAM NG Engine: TCP Invalid |invalid segnent retransmssion. | o 12
Ret r ansm ssi on Packet dr opped.
66. 102. 8. 168 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
100. 100. 5. 4 147.237. 72. 156 |aman.i df .i | drop First packet isn't SN drop 12
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 12
100. 100. 7.6 147.237.77.234|hal ag.idf.il |dr op First packet isn't SYN drop 10
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
70.196.77.137 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
46.116. 169. 4 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 10
84.228. 150. 201 |israel 147.237.72. 166 |aka a1 | €AM NG Engine: TCP Invalid finvalid segnent retransnission drop 9
Ret r ansm ssi on Packet dr opped.
2.54.34. 113 I srael 147237, 77, 243 |mwbil e i o1 [ S NG Engine: TCP Invalid imvalid segrent retransmssion. | op 9
Ret r ansni ssi on Packet dr opped.
198.58.96.215 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
50. 201. 129. 218 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
46. 19. 85. 136 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9
109. 65. 168. 248 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
185.32.179.83 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
79.180. 185. 191 |israel 147.237.77.233|atal .idf.il  |Bad TCP sequence mdr;,t\,rsaézngt wth different monitor |8
37.142.185.179 |Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence SYNAK retransmt with monitor |8
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79.178.5.205  |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Code (404) in Session from Bl ock 1975
79.178. 5. 205
] . - DO stributed Lhaut hori zed URL Access on
68.180.228.112 |lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 84
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 56
. . - Unaut hori zed URL Access to
79.178. 5. 205 I srael 147.237.76.200|ei tan. aka. i df . i | ww i tan, aka, i df i |/ shar ed! aj ax/ | i ght boxmedi agal | ery. aspx B ock 42
. . Unaut hori zed URL Access to
66. 249. 65. 224 |l srael 147.237.77. 216 |dover . i df .i | ww i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 28
168. 235.194. 60 |Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwvidf.il/shavascri pt B ock 14
66.249. 65.231 [Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wanidf.il/atal 1/izkor/viewing.asp  |B ock 14
93. 158. 178. 208 stﬁ::ﬂ on 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
- . Unaut hori zed URL Access to
46.19. 85. 148 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel fi | es/ 2/ 1682. doc B ock 14
176.13.7.61 I srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
95. 108. 158. 172 RJSIS;:;} on 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
68.197.228.235 |lLnited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Gode B ock 14
m ny- kosher - kr avi . i j i
46.120.46.55  |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 14
af.il mny- kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
207.46.13.129 |Wnited Sates |147.237.72.166 |aka.idf.il Wnknown Paranet er 136cd360 in None 14
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
m ny- kosher - kr avi . i Paraneter Type Mol ation .
84. 228. 207. 30 | srael 147.237.0. 17 ; ct| 00$Cont ent P acetbl der 1$t xt AreaRenarks in B ock 14
df il mny- kosher-kravi .idf.il/tenpl ates/trai ni ng/trai ni ng. aspx
66. 249. 65. 238  [Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewtext.asp |B ock 14
141.212.122. 160|thited Sates |[147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 14
46.163.68.111 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/giyus/ general /default.a |B ock 14
207.46.13.129 [lnited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter KEY in aka.idf.il/ishurimicityofficers/ None 14
m ny- kosher - kr avi . i i i i
84.228.207.30 |Israel 147.237.0.17 ny Paraneter Type Mol ation ctl003Cbnt ent A acetbl der 13t xtVéi ght in gy 14
df.il mny-kosher-kravi .idf.il/tenpl ates/traini ng/trai ni ng. aspx
Unhaut hori zed URL Access to
66.249.67.235 |[Israel 147.237.77. 176 |nat pash. i df . i | WA cogat . i df . i |/ useful i nfor mati on/ news/ pages/ shonnt oni 20042 |Bl ock 14
011. aspx
168. 235.194. 60 |Uhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unhaut horized LRL Access from 168. 235. 194. 60 B ock 14
79.178. 5. 205 I srael 147.237.76.200(ei tan. aka. i df . il Too Many 404: Response Code per Session B ock 14
87. 250. 241. 67 stﬁ::ﬂ on 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
67.19.79.218 Lhited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to /robots. txt B ock 14
66. 249. 65. 238 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 238 B ock 10
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