10-23-2015-22:04:00 to 10-23-2015-23:04:00

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
1, 200+
900+
600
Nurber 3007
a
Attacks : X &
: N - . § . : 5 '
& ¥F ¥ & F o 2
% & < Q & K o X
X X < N L Q O
S & & O
BN &
NI
&l
Q
Top Tar get

[Top Attackers |

M dover.idf.il
M aka.idf.il
Meitan aka.idf.il
M navy.idf.il
M nat pash. i df.il
M refuah.idf.il
I mny-kosher-kravi .idf.il
Matal.idf.il
nadimatal .idf.il
M tikshuv.idf.il

2804

B 79. 183. 4. 250
197.231.1. 70

Nunber

I 66. 249. 65. 231
162. 58. 82. 136
B 66. 249. 65. 238

(6]
At acks

: 2 )

: N : \ : ) > . .

o™ @ & &P qf‘y R,
AP U N S S A v P

/\Q) @ Q)b‘ N@q/ (_o('o. b{o b‘b ng &\'

Top Attackers

M 46. 19. 85. 145
[ 72.9.148. 10
M 46. 19. 86. 211
85. 250. 69. 125
W 41.33.231.90




10-23-2015-22:04:00 to 10-23-2015-23:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
168. 235. 194. 104 Lhited Sates 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i forward 146
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table dr op 19
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 18
109. 65. 57. 119 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
192. 168. 201. 252 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 7
46. 19. 85. 205 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.182. 185. 235 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.110. 33. 204 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 5
68. 32. 50. 150 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 5
79.181. 2. 67 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
172.19. 3. 107 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 4
77.125.72.226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 12. 139. 234 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.110. 208. 219 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 3
37.142. 68. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
50.242. 46. 1 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 3
5.22.129. 152 | srael 147.237.0. 19 nadi matal.idf.il|B ock Wp All _Nets drop 3
84.228.13. 19 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5.22.129. 152 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
37.26. 147. 143 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 3
79.176. 225. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
109. 67. 180. 13 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
79.180. 185. 191 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
109. 67. 180. 13 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
46.19. 86. 217 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.183. 43 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
80. 179. 102. 94 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
192.116. 177. 226 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
45. 32. 68. 116 147.237.76. 86 navy.idf.il B ock Np Al Net drop 1
2.54.157. 238 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 1
84.110. 208. 219 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 5
5. 143. 82. 242 147.237.77. 233 Russi an Feder at i on atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210. 61. 150. 154 147.237.0. 17 Tai wan m ny-kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 2048 1
198. 20. 69. 98 147.237.77.19 Lhited Sates I awforumidf.il ET DRCP DBshield B ock Listed Source 1
37.143.82.50 147.237.77. 235 Net her | ands svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
210. 61. 150. 154 147.237.0. 17 Tai wan m ny-kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 4096 1
210. 61. 150. 154 147.237.0. 17 Tai wan mny-kosher-kravi.idf.il ET SCAN NVAP -f -sS 1
185. 100. 85. 71 147.237.77. 19 | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
37.143.82.50 147.237.77. 235 Net her | ands svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker
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Signature
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Ret r ansm ssi on

Packet dropped.

79.183.4.250  |Israel 147, 237.76. 200 [ei tan aka i o1 | €AM NG Engine: TCP Invalid  invalid segnent retransnission drop 276
Ret r ansm ssi on Packet dr opped.
197.231.1.70 Mauri tani a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 89
162.58.82. 136 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 71
46. 19. 85. 145 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 58
66.249. 65.238 |Lhited Sates |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid invalid segnent retransmission. drop 54
Ret ransni ssi on Packet dr opped.
66.249.65.231 |Wnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransnission drop 54
Ret r ansm ssi on Packet dr opped.
85. 250. 69. 125 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
100. 100. 72. 222 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 31
149.78.202.17 |israel 147, 237.76. 200 |eitan aka i of i1 [} @M NG Engine: TCP Invalid — invalid segnent retransmission drop 28
Ret ransni ssi on Packet dr opped.
105. 158. 38. 74  |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
80.246. 133. 8 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 26
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 25
100. 100. 105. 185 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 24
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
66.249.65.224 |lhited Sates |147.237.77.216|dover.idf.il Streaming Engine: TCP Invalid  invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.
46.19. 86. 221 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
108.59.253.71 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 14
100. 100. 125. 212 147.237.72. 167 |i shurimaka. i df . i |dr op First packet isn't SN drop 14
100. 100. 125. 212 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
82.102.170. 201 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
100. 100. 42. 64 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
84.229.49.18 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 10
109. 65.57. 119 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
40.77.167. 76 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop
79.182.117.87 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmission drop 9
Ret ransni ssi on Packet dr opped.
176. 12. 139. 234 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
100. 100. 24. 155 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 8
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop SAMrul e drop 8
46. 116. 169. 4 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
198.58.103. 102 ([Lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 8
46. 19. 85. 205 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
203.6.176. 20 Australia 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SN drop 7
94.230.86.136 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
134.152. 194. 142|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 7
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 7
192.116. 177. 226|I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
176. 12. 139. 234 |lIsrael 147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
84.110. 208. 219 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
80. 230. 39. 50 | srael 147.237.77. 170 |n@ar achot. i df .i| [dr op Frst packet isn't SN drop 6
85. 255. 232. 37 LK?ir::gom 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
92.217.216.76  |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
109.66.169.9  |Israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid  fimvalid segnent retransnission drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il vnw navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 56
85. 65. 50. 223 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/https:/wwaka.idf.il/ [B ock 28
68.180.228. 112 |[lhited Sates |147.237.77.216|dover.idf.il Suspi ci ous Response Code B ock 28
46.19. 86. 211 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Met hod from 46. 19. 86. 211 B ock 28
. . D stributed Lhauthori zed URL Access on
66.249. 65. 223 [l srael 147.237.77.216|dover.idf.il 147, 237. 77. 216/ r obot 5. t xt Bl ock 14
207.46.13.149 |[Uited Sates [147.237.77. 176 |mat pash. i df . i | thaut hori zed LRL Access to B ock 14
Wi cogat . i df . i |/ tenpl at es/ news/ news. aspx
79.182.164. 152 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . DO stributed Unaut hori zed URL Access on
66. 249. 65. 231 |l srael 147.237.77. 216 |dover . i df . i | Wi df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 14
213. 8. 247. 86 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. - Paraneter Read Qnly Molation in
85.65.174. 184 I srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx None 14
; ; . Unaut hori zed URL Access to
68.180.228.175 |lhited Sates [147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9711- he/ r ef uah. aspx Bl ock 14
. - Unknown HTTP Request Met hod undefined in URL
46.19.86.211 I srael 147.237.72.166 [aka. i df . i | wwn aka. i df . i |/ nai n/ gi yus/ api / api / prof essi ondescri pti on/ 5316 Bl ock 14
115. 230. 126. 48 |Chi na 147.237.77.216|dover. i df.i |l Unaut hori zed URL Access to v i df . i/ ckfinder B ock 14
81.223.254.34 |Austria 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to /robots. t xt B ock 14
66.249. 65.231 [Israel 147.237.77. 216 |dover.i df .| Mil tipl e Unauthori zed URL Access from 66. 249. 65. 231 B ock 14
. . Doubl e URL Encodi ng - parangter: search in
213.57.216. 150  I'srael 147.237.72. 166 aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ pni ot handl er 1. asnx/ sear ch B ock 14
. . D stributed Lhaut hori zed URL Access on
89.138.77.166 |lsrael 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ htt ps: / ww aka, i df i1/ B ock 14
54.179. 134. 216 |S ngapore 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed UR. Access to / B ock 14
141.212. 122. 160|Wnited Sates [147.237.0.19 |[nadi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 14
m ny- kosher - kravi . i i EVENTV/ i
84.228.207.30 | srael 147.237.0. 17 y-KoSher-kra Paraneter Type Mol ation _ ALIDNMON N B ock 14
df.il mny-kosher-kravi.idf.il/tenpl ates/trai ni ng/traini ng. aspx
66. 249. 65. 237 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to 147.237. 77. 216/ robot s. t xt B ock 14
Russi an W, chamat z. aka. i d |uhaut hori zed LRL Access to
217.69.133. 224 Federation 147.237.77. 226 foil viwu chanat z. aka. i df . i | /fag/ defaul t. asp B ock 14
93.173.148.91 |Israel 147. 237. 72. 166 |aka. i of . i | Illegal Byte (e Character in LR /nai nkapatz//res B ock 14
our ces/ i mages/ i nner page/ goback. gi f
79.111.218. 222 RJF Sﬁ::ﬂ on 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 14
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 14
] . . Unaut hori zed URL Access to
207.46.13.132 |lhited Sates |147.237.77.176 [mat pash. i df . i | Wi cogat . i df i 1/t enpl at es/ dynani c_nap/ dynani c_map. aspx Bl ock 14
66. 249. 65. 238 |l srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Gode B ock 14
94. 23. 30. 222 France 147.237.77.216|dover . i df . il Distributed Suspicious Response Code B ock 14
79.180. 185. 191 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx  |B ock 14
m ny- kosher - kravi . j |Fameter Type Vol ation .
84.228.207.30 |lsrael 147.237.0. 17 : ct | 00$Cont ent P aceHol der 1$t xt AreaRenarks in B ock 13
df.il mny- kosher-kravi .idf.il/tenpl ates/trai ni ng/trai ni ng. aspx
109. 65. 177. 204 |Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to ww i df. i/ hi nush/site/ he/ hi nush. asp [B ock 8
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