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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 189
79.180. 24. 123 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 25
76.16.70. 190 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 25
85. 65. 73. 156 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 23
79.178. 148. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
79.180. 24. 123 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 13
79.178.167. 111 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46.120. 5. 104 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 10
82. 3. 254. 183 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
91.228.127. 198 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 10
109. 65. 166. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
84.94. 82. 230 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
37.8.24.232 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il SYNHood full table drop 7
5.29.199. 244 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 7
80. 246. 137. 39 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
85. 64. 244. 51 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 5
203. 6.176. 27 Australia 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85. 64. 152. 100 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
31.154. 92. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176.12.142. 231 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 4
93.173. 36. 192 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
90. 49. 53. 139 France 147.237.77.216 dover.idf.il SYNHood full table dr op 4
37.142. 183. 243 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.52.54.183 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 60 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
68. 180. 228. 112 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table drop 3
80. 246. 137. 39 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 3
81.218.234. 122 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
81. 218. 234. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
46. 19. 85. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
79.182. 6. 125 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.26. 147. 192 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 2
86.171.128. 224 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
54.244.22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SN Hood full table drop 1
89. 248. 160. 196 Net her | ands 147.237.76. 38 e.eneitav.idf.il Block Udp All _Nets drop 1
79. 183. 60. 134 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
77.127.243. 231 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176.12.142. 231 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
91.228.127.198 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
2.52.54.183 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
109. 67. 173. 152 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
89. 248. 160. 196 Net her | ands 147. 237. 76. 148 gocenter.aka.idf.il |Block Udp All _Nets drop 1
84.108. 206. 70 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
2.54.20. 80 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie |drop 1
81.218. 235. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
142.54.172. 101 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il |bl ock-sp-trafl drop 1
84. 229. 49. 18 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
109. 64. 138. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
79.183. 60. 134 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
77.127.144. 64 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie |drop 1
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|Top Attackers In IPS|

Attacker Address
213.57. 247. 238

|Att acker Gountry

| srael

Target Address
147.237.0. 34

|Site

tikshuv.idf.i

|S gnature

| |C1000004:

Devi ce Action

|Oount

HTTP. options nethod (M crosoft) B ock 1
69. 30. 215. 130 Lhited Sates 147.237. 72. 166 aka.idf.il C1000106: HITP. maj estic bot B ock 1
87. 69. 215. 237 I srael 147.237.77. 216 dover.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature
66.249. 67. 219 147.237.77. 176 Lhited Sates nat pash. i df . | ET SCAN NVAP -sA (2) 82
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent

7

66. 249. 67. 235 147.237.77. 176 Lhited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
182. 74.68. 35 147.237. 8. 46 I ndi a e. chi nuch. i df .i ET SCAN Potential SSH Scan 1
1

1

1

182. 74. 68. 35 147.237.8. 24 I ndi a elifestyle.idf.il ET SCAN Potential SSH Scan
182. 74. 68. 35 147.237.8.28 India e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan
182. 74. 68. 35 147.237.8. 14 I ndi a e.orchot.idf.il ET SCAN Potential SSH Scan
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘S te ‘Signature
79.183.4.250  [Israel 147. 237, 76. 200 |ei tan. aka i of . | | €2 ng Engl ne: T Invalid  finvalid segnent retransnission drop 1071
Ret r ansm ssi on Packet dr opped.
213.57.135. 111 [Israel 147.237.72.166 |aka idf.il  |Bad TOP sequence mﬁﬁﬁg rea“s”"'t wehdifferent | oonitor  [210
2.52.56.140 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 202
203. 6. 176. 27 Australia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 128
190. 151. 114. 218|Chil e 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 94
129.81.24.249 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 80
41.206.148.11  |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 79
84.226.110.21 |Sntzerland 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 73
72.18.124.195 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 66
66.249.65. 231 |United Sates 147,237, 77. 216 |dover.icr.i1 | SAMNG Engine: TGP Invalid inval i d segnent retransnissi on drop 62
Ret r ansn ssi on Packet dr opped.
84.94. 82. 230 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 61
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 58
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 53
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 42
85. 255.232.37 |United Ki ngdom [147.237. 77.216 |dover.idf.il [drop First packet isn't SN drop 29
79.176. 144. 214 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 28
100. 100. 90. 98 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 27
2.50. 200. 148 ;:ii”t;de:rab 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 27
31.210. 186. 143 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 24
66.249. 65224 |Uited Sares  |147.237.77. 216 |dover. it i1 || €M ng Engl ne: T Invalid  finvalid segnent retransnission drop 24
Ret r ansm ssi on Packet dr opped.
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
203.6.176. 20 Australia 147.237.77. 176 |matpash.idf .il |dr op First packet isn't SN drop 23
213.57.241.199 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
76.16.70. 190 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 19
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 17
100. 100. 72. 222 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 17
100. 100. 125. 212 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
79.182.6. 125 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
46.19. 85. 70 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
85. 65. 73. 156 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
90. 49. 53. 139 France 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
79.178.167.111 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
37.142.223.52 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
46.19. 85. 61 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 13
79.179.39.185 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
81.218.141.87 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
100. 100. 75. 129 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 12
212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
2.54. 156. 25 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
46. 19. 85. 203 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
66.249.65.238 |United Sares  |147. 237.77. 216 |dover icr.i1 || SAM NG Engine: TP Invalid  finvalid segnent retransnission drop 12
Ret r ansm ssi on Packet dr opped.
79.177. 144,181 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 11
40.133.57.210 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 10
82.80.42.188  |Israel 147, 23777, 216 |dover i1 | €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 9
Ret r ansn ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.181. 224. 202 |israel 147.237.0.19 |nadi matal .idf.il Too Muny of the Sane Response Cbde (404) in Session from Bock  |4869
79.181. 224. 202
- . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | voww cogat i df i /i p storagel il es/ O/ si 7e220x0/ 3410. | pg. SFC B ock 837
79.183.4.250  |Israel 147.237.76. 200 |ei tan. aka. i df . i | Too Muny of the Sane Response Cbde (404) in Session from Bock  |560
79.183. 4. 250
] . - Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
m ny- kosher - kr avi . i
84.229.53.242 |lsrael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 56
68.180.228.112 [Lnited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 56
37.187.80.217 [Rrance 147.237.77. 176 |nat pash. i df . i | PHP At tenpt B ock 42
m ny- kosher - kravi . i
176. 12. 149. 50 | srael 147.237.0. 17 of niyl Dstributed |11 egal Paraneter Encodi ng None 42
37.187.80.217 |France 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed UR. Access from 37.187.80. 217 Bl ock 28
66.249. 65.231 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 66. 249. 65. 231 B ock 28
. . D stributed Lhaut hori zed URL Access on
66.249. 65.238  [Israel 147.237.77.216|dover . i df . i v df i |/ atal /i zkor/ vi ew i nut op. asp B ock 28
66. 249. 65. 224 I srael 147. 237.77. 216 |dover . i df . i | D stribut ed haut hori zed LR. Access on Bock 28
w i df.il/atal /i zkor/ vi ew i nut op. asp
84.108.81.2 I srael 147.237.77.216|dover.i df . i Uhaut hori zed URL Access to ww i df.il/aman/ B ock 28
207.46.13.119 |lnited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 119 B ock 28
m ny- kosher - kr avi . i
185. 120. 126. 40 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 28
m ny- kosher - kr avi . i , ,
37.26. 149. 211 | srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encoding None 18
93.196.123.90 |Ger nany 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 14
79.182. 204. 209 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 14
Russi an Paraneter Type Mol ation
188. 143. 232. 40 ) 147.237.77.216|dover. i df . il ct| 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 14
Federation ) )
waw i df . i | /1283-en/ dover . aspx
. . Mil tiple Lhtraceabl e SS. Sessions from46. 19. 86. 207 (Prot ocol
46. 19. 86. 207 I srael 147.237.72. 166 |aka. i df . i | viol ation (SSL GONV QLI ENT HELLO) None 14
87.69.196.104 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset.css  |B ock 14
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Dstributed Unauthorized URL Access on 147.237.76.42/robots. txt |B ock 14
207.46.13.129 |Wited Sates |147.237.72.166|aka.idf.il Mil tipl e Unaut horized URL Access from 207.46. 13. 129 B ock 14
109. 67.173. 152 |l srael 147.237.77.216|dover . i df . il SSL Wntraceabl e Connection - Qpen Mde None 14
66. 249. 65. 238 [Israel 147.237.77.216|dover.idf .l D stributed Suspicious Response Code B ock 14
207. 46. 13. 35 Lhited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/kan ar/news/ wun sviva. gov.il |B ock 14
. . SS. Lhtraceabl e Gonnection - Protocol violation
46. 19. 86. 207 I srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 14
87.69.244.189 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
79.181. 224. 202 |l srael 147.237.0.19 |madimatal .idf.il Too Many 404: Response Code per Session B ock 14
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il D stributed Uaut hori zed URL Access on 147.237.76.42/robots. txt |B ock 14
37.187.80.217 |France 147.237.77. 176 |nat pash. i df . i | thauthorized RL Access to . Bock |14
wwv cogat . i df . i | /test/wp-adni n/ set up-confi g. php
81.223.254.34 |Austria 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to /robots. txt B ock 14
207. 46. 13. 48 Lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unauthorized URL Access from 207.46. 13. 48 B ock 14
46. 19. 86. 207 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 14
37.26.146.237 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to wwu aka. i df . il /main/giyus/english B ock 14
91.191.151.99 |France 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 14
178. 255. 87. 242 E?';;gom 147.237.72.167|i shurimaka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ robots. t xt B ock 14
- . Unaut hori zed URL Access to
45.35.71.179 147.237.77. 176 |t pash. i df . i | v cogat . i df . i |/ shared/ user cont r ol s/ header upper / B ock 4
66. 249. 65.238 |l srael 147.237.77. 216 |dover.idf.i |l Lhaut hori zed URL Access to ww idf.il/atal 1/izkor/ vi ew text. asp Bl ock 14
54.179. 134. 216 |3 ngapor e 147.237.76.39 |nobile. neitav.idf.il |Uauthorized URL Access to / B ock 14
. - Unaut hori zed URL Access to
91.191.151.99 [France 147.237.72. 166 [aka. i df . i | v aka, i df . i 1/ news/ wp- adni n/ set up- conf i g. php Bl ock 14
. . Paraneter Type Mol ation search in
79.182.14.35  |israel 147.237.77. 176 |nat pash. i df . i | v cogat . i dff i 1/ 1035- hel cogat . aspx Bl ock 14
. . D stributed Lhaut hori zed URL Access on
66.249. 65.231 |l srael 147.237.77. 216 |dover. i df .i | vow i df i |/ atal 1/i zkor/ vi ew i nut op. asp B ock 14
Unknown Par anet er
46.19. 86. 194 I srael 147.237.72. 166 [aka. i df . i | ct | 00%$ct | 00$cphvai n$TochenPl aceHol der $passwor dUpdat e$hi ddenU [None 14
pdat ePassword in wwu aka. i df . il /mai n/ gi yus/ f ag. aspx
207.46.13.119 |wnited Sates |147.237.72.166|aka.idf .il Unhaut hori zed URL Access to aka.idf.il/miluinitenpl ates/hone.asp  |B ock 14
54.179.134.216 |9 ngapore 147.237.77.235|sviva.idf . il Unaut hori zed URL Access to / B ock 14
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