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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il [SINHood full table drop 75
176.13.14.7 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 52
87.68. 69. 137 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 34
85. 64. 7. 50 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 30
100. 40. 173. 233 Lhited Sates 147.237.77. 216 dover.idf.il |SINHood full table drop 25
2.54.179.129 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 24
82.11.183. 135 United Ki ngdom 147.237.77. 216 dover.idf.il [SINHood full table drop 20
109. 66. 182. 105 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 14
2.54.128. 237 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e dr op 12
46.116. 44. 253 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 10
82.11.183. 135 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 9
109. 226. 17. 214 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 9
85. 250. 12. 237 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 8
148.73.111.9 Lhited Sates 147.237.77. 216 dover.idf.il |SINHood full table drop 6
83.171.151. 156 Cer many 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 6
83.171. 151. 156 Cer many 147.237.77.216 dover.idf.il |SYN H ood unverified cooki e drop 6
77.127.183. 168 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 5
5.29.91. 232 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 5
148.73.111.9 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 5
85. 64. 7. 50 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 5
84. 228. 80. 86 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e dr op 4
84.108. 187. 161 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
190. 104. 173. 38 Par aguay 147.237.77. 216 dover.idf.il |SINHood full table drop 4
5.29. 141. 163 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 4
95. 35.199. 174 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 4
2.54.128. 237 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
79.177.146. 122 | srael 147.237.77. 216 dover.idf.il [SINHood full table dr op 4
91. 64. 65. 224 Cer many 147.237.77.216 dover.idf.il |SINHood full table drop 4
185. 120. 126. 39 147.237.77. 216 dover.idf.il |SINHood full table drop 3
31.186. 178. 245 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 3
46. 19. 85. 25 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 3
176. 13. 5. 203 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 3
2.54.179.129 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 3
187.127.59. 123 Brazil 147.237.77. 216 dover.idf.il |SINHood full table drop 3
82. 205. 114. 245 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
46. 19. 85. 25 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 2
85. 64. 108. 253 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 2
46. 116. 44. 253 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 2
95. 35.199. 174 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context dr op 2
46. 116. 44. 253 | srael 147.237.77. 216 dover.idf.il |SYN Hood del ete reset drop 2
84. 228. 80. 86 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
173.71. 35. 54 Lhited Sates 147.237.77.216 dover.idf.il [SINHood full table dr op 1
79.181. 169. 251 | srael 147.237.77. 216 dover.idf.il [SINHood full table drop 1
142.54.172. 102 Lhited Sates 147.237.76. 86 navy.idf.il |bl ock-sp-trafl drop 1
85. 64. 7. 50 | srael 147.237.77. 216 dover.idf.il |[SYNHood del ete reset dr op 1
82. 205. 114. 245 Pal estinian Territory, Qcupi ed 147.237.77.216 dover.idf.il |SYN H ood unverified cooki e drop 1
185. 120. 126. 39 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
148.73.111.9 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 1
77.127.183. 168 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 1
109. 67.142. 172 | srael 147.237.77. 216 dover.idf.il |SINHood full table drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 9
176. 58. 116. 93 147.237.76.176 |United Ki ngdom test.ncore.idf.il ET SCAN Potential SSH Scan 1
139. 162. 158. 25 147.237.8. 28 Net her | ands e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
45.79.157. 210 147.237.77. 233 atal .idf.il ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.77.121 [Netherl ands e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 143. 82. 242 147.237.77.212 |Russian Federation |e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
210. 61. 150. 154 147.237.72.217 |Tai wan eidf.il ET SCAN NMAP -sS wi ndow 3072 1
190. 124. 35. 115 147.237.77.235 |N caragua svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
176. 58. 112. 41 147.237.0. 35 Uni ted Ki ngdom akavs. i df . i ET SCAN Potential SSH Scan 1
117.135.163. 104 [147.237.0.16 Chi na ny- kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
45.79.157. 210 147. 237.76. 86 navy. i df.il ET SCAN Potential SSH Scan 1
37.143. 82. 50 147.237.77.121 |Nether| ands e.navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
31.184.242.17 147.237.77.216 |Russian Federation |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
190. 124. 35. 115 147.237.77.235 |N caragua svivaidf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Addr ess ‘S‘te ‘Signature
54.244.22.103 |Wited Sates |[147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 46
5. 40. 20. 65 Spai n 147.237.77. 216 |dover.i df .il [dr op Frst packet isn't SYN drop 44
149.78.154.69 |l srael 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 42
66.249. 65,224 |Uited Sates 147,237, 77. 216 |dover. i 1| | SN ng Engl ne: TeP Invalid Invalid segnent retransmssion. drop 42
Ret r ansni ssi on Packet dr opped.
66.249. 65,231 |Uited Sates |147.237.77. 216 |dover. ior. 1| | €A NG Engine: TQP Invalid Invalid segnent retransnission. drop 40
Ret r ansni ssi on Packet dr opped.
76. 209. 21. 60 Lhited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SYN drop 38
82.11.183.135 zi;g’gom 147.237.77. 216 |dover . i df .i 1 |dr op First packet isn't SWN drop 36
173.71.35.54 Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 35
66. 240, 65,238 |Uited Sates |147. 237, 77. 216 |dover. i of. 11| T @M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 30
Ret r ansn ssi on Packet dr opped.
187.127.59. 123 |Bazil 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 26
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 25
52.16.5.197 Lhited Sates |[147.237.77.216 [dover.idf.il|dr op Frst packet isn't SYN drop 24
63.116.61.253 |lLhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SYN drop 24
190. 24. 146. 71  |Col onbi a 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 23
204.111. 204. 168|Lhited Sates [147.237.77. 216 [dover.idf.il|dr op Frst packet isn't SYN drop 20
79.183.191.71 |israel 147237, 72. 166 |aka i 11 |1 SAM NG Engi ne: TGP Inval id Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
46. 116. 44. 253 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 16
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df.il [dr op SAMrul e drop 16
54.72.0.55 Irel and 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 15
79.183. 54. 82 | srael 147.237.72.166 |aka.idf.il |dr op First packet isn't SN drop 15
176.13.14.7 | srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 13
68.180.228. 112 |lLhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SN drop 13
12.199.96.253 |Uhited Sates |147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 13
79. 179. 36. 42 | srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 13
80. 179. 93. 27 | srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 12
12. 40. 220. 253 Lhited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 11
40. 77. 167. 49 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 11
130. 193. 244. 216|lraq 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 11
190. 104. 173. 38 |Par aguay 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 11
54.72.73.168 Irel and 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 11
100. 100. 63. 69 147.237.72. 166 |aka.idf.il [drop First packet isn't SN drop 11
194. 151.190.5 |Netherl ands 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 10
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop
93.173.178. 150 |lsrael 147.237.72. 166 |aka.idf.il [drop First packet isn't SN drop
109. 66. 182. 105 |l srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop
37.142.200. 175 |Israel 147.237.72. 166 |aka.idf.i1 [Bad TCP sequence mﬁsg reansm't wehdifferent  Joonitor o
148.73.111.9 Lhited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SYN drop 9
149, 130. 222. 197 |ited Sates |147. 237, 77. 216 |aover i ar. i1 [T @M NG Engi ne: TCP Inval id Invalid segnent retransnission. drop 9
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df .il [dr op First packet isn't SYN drop 9
105. 106. 140. 174|A geria 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 8
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 8
85. 64. 99. 28 | srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 7
54.224.21.23 Lhited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 7
85.177.132. 187 |Ger many 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 7
100. 100. 105. 249 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 7
46. 19. 86. 242 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 7
50.87.144.145 |Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 6
96.44.189.100 |Lhited Sates [147.237.77.216 |dover.idf.il|drop First packet isn't SN drop 6
46.19. 85. 153 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 6
109. 186. 60. 38 |Israel 147, 237. 77, 243 |t 1 e, o [ ' €2M NG Engi ne: TCP Inval i d Invalid segnent retransnission. drop 6

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

At acker

count ry Target Address |Site Sgnature Action ‘Count
91. 64. 65.224  |Ger many 147.237.77.216|dover.i df . il Unaut hori zed URL Access to waw i df.il/894-en Bl ock 168
84.108.84.17 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 84
’ . . . Unaut hori zed URL Access to
68.180. 228. 49 |nited Sates 147.237.76.30 fhi nush. i df . i waw chi nush. atal .idf.il/tenpl at es/ shared/ user cont r ol s/ header upper/ Bl ock 84
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . il Mil tiple Uhauthorized URL Access from 66.249. 65. 224 B ock 56
] . . Unaut hori zed URL Access to
72.9.148.10  |lhited Sates [147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized URL Access from 66.249. 65. 238 Bl ock 42
. . D stributed Lhaut hori zed URL Access on
66. 249. 65. 224 |l srael 147.237.77.216|dover . i df . i vow i df i1/ at al /i zkor/ vi ew i nut op. asp B ock 28
66. 249. 65. 238 |l srael 147.237.77.216|dover . i df . i DO stributed Suspicious Response Qode B ock 28
. . D stributed Lhaut hori zed URL Access on
66. 249. 65. 231 |l srael 147.237.77. 216 |dover.idf . il v df i |/ at al /i zkor/ vi ew i ngt op. asp Bl ock 28
66. 249. 65. 238 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wwidf.il/atal 1/izkor/viewing. asp  [B ock 28
79.183.56.71 |Israel 147. 237.72. 166 |aka. i df . i | thknown Par anet er __\I EVETATEENCRYPTED in None 14
ww aka. i df . i1/ mai n/ sachar/tfasi maspx
. . . Unaut hori zed URL Access to
66.249. 67. 204 |l srael 147.237.77.243|nobi | e.i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1664 Bl ock 14
Russi an Unaut hori zed URL Access to
146. 185. 234. 48 ati on 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ tenpl ates/ | i nks/1inks. aspx/t enpl at es/ sendt of ri end/ s |Bl ock 14
endt of ri end. aspx
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 14
85. 250. 5. 85 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka.idf.il/https:/wanaka. idf.il/ [B ock 14
79.176. 49. 186 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 14
66. 249. 65. 231 |l srael 147.237.77.216|dover.idf.i |l Uhaut hori zed URL Access to wwidf.il/daily B ock 14
194.151.190. 5 |Net her| ands 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 194.151.190.5 B ock 14
66.249.64.56 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 14
109. 66.58.84 [Israel 147.237.77. 216 |dover . i df . i | Lhaut hor i zed URL Access to wanidf.il/https:/wanidf.il/ B ock 14
. - D stributed Lhaut hori zed URL Access on
79.183.227.92 |[lsrael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: /ww aka. i o i1/ Bl ock 14
. . Unaut hori zed URL Access to
66.249.67. 219 |l srael 147.237.77. 176 [mat pash. i df . i | ww cogat . i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock 14
46.19.85.251 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
79.178.9.161 |l srael 147.237.77. 216 |dover . i df .i | NLLL Character in Method B ock 14
66. 249. 64. 58 | srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robot s. t xt B ock 14
109. 66. 200. 116 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
80. 179. 225. 230 |1 sr ael 147. 237.72. 166 |aka. i df . i | tL.ZlfaEitc:or:’ql zed URL Access to www aka.idf.il/nain/giyus/default.aspx B ock 14
66.249. 73.181 |[Israel 147.237.77.74 |lawidf .il D stributed Unauthori zed URL Access on 147.237.77.74/robots. txt |B ock 14
151. 80. 31. 140 |[italy 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 14
46.19. 86. 56 | srael 147. 237.72. 166 |aka. i df . i | Mil tiple Fullw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+) 8 ock 14
from 46. 19. 86. 56
m ny-kosher-kravi.i |illega Paraneter Encoding
95. 35.192. 101 |(Israel 147.237.0. 17 df il { @WK* kn7BI z] A7OEONt 64vGi yD: BWA[ S9- A2q None 14
. . DO stributed Unaut hori zed URL Access on
79.179. 117. 231 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css Bl ock 14
109. 186. 60. 38 [l srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 14
66. 249. 64. 239 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
. ] ] . Unhaut hori zed URL Access to
180.76.15. 134 |Chi na 147.237.76. 147 chi nuch. aka. i df . i | ww chi nuch. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock 14
46.121.68.117 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
m ny- kosher - kr avi . i _ _
95. 35.192. 101 |lsrael 147.237.0. 17 df il Mitiple Illegal Parangeter Encodi ng from95. 35. 192. 101 None 14
79.183.14.85 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
137.116.71. 170 |Lhited Sates  [147.237.72.166 |aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
66.249.65.51 |Israel 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general .aspx |B ock 14
84.228.55.70 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Fead Qily Molation in o None 14
wan aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx
188. 165. 15. 121 |France 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list3. htm Bl ock 14
66. 249. 65. 231 |l srael 147.237.77.216|dover.i df . i Unaut hori zed LRL Access to waw i df.il/atal 1/izkor/vi ew i ngt op. asp|B ock 14
. - D stributed Lhaut hori zed URL Access on
66.249. 64.53 |Israel 147.237.77. 170 |maar achot . i df . i | 147, 237. 77. 170/ robot 5. t xt B ock 14
Ostributed Paraneter Read Qnly Mol ation
109. 64. 103. 155 [l srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. aspx  |None 14
par anet er
194.151.190. 5 |Net herl ands 147.237.77.216|dover.i df . i Uhaut hori zed URL Access to wwwidf.il/uk B ock 13
151. 80. 31. 115 |[italy 147.237.77. 216 |dover.idf .l D stributed Suspicious Response Code B ock 12
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