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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 223
2.52.54.73 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 160
46.116. 147. 102 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 32
85. 250. 6. 41 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
88. 230. 135. 179 Tur key 147.237.77. 216 dover.idf.il SYNHood full table drop 22
46. 19. 86. 3 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
185. 120. 126. 36 147.237.77. 216 dover.idf.il SYNHood full table dr op 16
31.28.12.49 Russi an Federation 147.237.77. 216 dover.idf.il SYNHood full table drop 14
79.176. 154. 246 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiation-di dest - r eset 12
185. 32. 179. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
46. 116. 177. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.181. 119. 29 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
87.69. 15. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 10
76.121. 201. 85 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 9
2.54.50.135 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 9
46.116. 117. 2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
2.52.161. 208 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
5.29. 229. 61 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
46.117. 249. 186 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
85. 64. 66. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
84.108. 147. 56 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
196. 205. 116. 63 Egypt 147.237.77. 216 dover.idf.il SYNHood full table drop 5
62. 90. 144. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.183.219. 178 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.52.12. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
46. 116. 31. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
5. 29. 96. 159 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
185. 32. 179. 222 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 5
46.117. 136. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.50.135 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.183. 212. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
74.56. 165. 49 Canada 147.237.77. 216 dover.idf.il SYNHood full table drop 5
85.114. 127. 150 Pal estinian Territory, Qcupied [147.237.77.216 dover.idf.il SYNHood full table drop 4
132. 66. 235. 71 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
31.168. 28. 39 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
66. 251. 27. 60 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 4
109. 66. 59. 222 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 4
149. 88.81. 174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
72.80.59. 207 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.178.9. 161 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 86. 3 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 3
100. 100. 115. 38 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
79.182.19. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
109. 67. 67. 118 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
109. 64. 131. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
84.109. 103. 11 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
2.54.10. 210 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
82.166. 22. 114 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
222.186. 34. 48 Chi na 147.237.76. 31 nakchal .idf.il JLM Under _Attack_Con_Tcp dr op 2
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41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
5.22.129.150 |147.237.72. 167 [Israel ishurimaka.idf.il [GPL SCAN nyscan 2
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
5.22.129.150 |147.237.72.167 I srael ishurimaka.idf.il [| NDI CATOR- SCAN nyscan 2
125. 65. 165. 215 |147. 237. 76. 148 [Chi na gacenter. aka. i df.i [ET SCAN Potential SSH Scan 1
125. 65. 165. 215 [147. 237. 76. 34 |Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
111.93.198. 54 |147.237.76. 177 |Indi a ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
109. 64. 154. 134 |147. 237. 72. 156 |I srael aman. i df il SERVER APACHE Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
218.108. 132. 58 (147.237.0.19 [China nadimatal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
197.44.62.78  |147.237.77. 178 |Egypt emtpash.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
5.143.82.242 |147.237.76.34 :Zj;’} on yohal an.i df .il ET SCAN NVAP -sS wi ndow 1024 1
196. 218. 155. 73 |147. 237. 76. 147 |Egypt chinuch. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
125. 65. 165. 215 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
125. 65. 165. 215 |147. 237. 76. 86 [Chi na navy. i df .il ET SCAN Potential SSH Scan 1
111.93.198. 54 |147.237.76. 177 |Indi a ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
111. 93.198. 54 [147.237.76.177|India ncore.idf.il ET SCAN NVAP -f -sS 1
66.199.6.226 [147.237.77.179|Wited Sates e.mazi.idf.il ET SCAN Potential SSH Scan 1
197.44.62.78  |147.237.77. 178 |Egypt emtpash.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
5.143.82.242 |147.237.77.205 gz:;;”i on prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 218. 155. 73 |147. 237. 76. 147 |Egypt chinuch.aka.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
196. 218. 155. 73 |147. 237. 76. 147 |Egypt chinuch. aka.idf.il |[ET SCAN NVAP -f -sS 1
125. 65. 165. 215 |147. 237. 76. 197 [Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
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162. 201. 186. 120|lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 546
185.99.32.2 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SN drop 501
79.181.121.109 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 275
2.52.54.73 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 243
8. 37. 224. 199 g”&;ymus 147. 237.77. 216 |dover. i df .i [dr op First packet isnt SN drop 184
2.54.50. 135 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 139
46. 19. 86. 90 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 118
62.219. 116. 240 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 115
94.220. 62. 2 Ger many 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 114
197.202. 155. 160|A geria 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 90
80. 246. 133. 190 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 80
149.78.154.69 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 76
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 61
93.173.173.31 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 51
66. 240, 65,238 |Uited Sates 147,237, 77. 216 |dover. i of || €AM NG Engine: TGP Invalid Inval i d segnent retransmssi on. drop 48
Ret r ansn ssi on Packet dr opped.
66.249.65.231 |uited Sates  |147. 237, 77. 216 |cover. o i| 2 SAM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 48
Ret ransm ssi on Packet dr opped.
109. 66. 58. 84 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 46
46.19. 86. 101 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 45
2.54.28.105 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 42
109. 65. 8. 234 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 42
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 40
37.142.152. 181 [Israel 147.237.72. 166 |aka i f .11 |Bad TOP sequence mﬁsg rea”S”“ weh different  Joonitor  [38
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 36
46. 19. 86. 14 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 34
79.179.185.15 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 33
46.19.86.3 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 32
173.84.92.52 Lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 31
93.172.45.164 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 30
100. 100. 12. 236 147.237.72.166 |aka.idf.il |dr op Frst packet isn't SN drop 30
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 30
54.72.73.168 Irel and 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 29
197. 135. 145. 113|Egypt 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 29
5.29.112.59 | srael 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 27
66. 249, 65,224 |Uited Sates 147,237, 77. 216 |dover. i of || €AM NG Engine: TGP Invalid nvalid segnent retransmssion. drop 26
Ret r ansm ssi on Packet dr opped.
76.121.201.85 |Whited Sates 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 25
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 24
79.180. 249. 184 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 24
93.172.184.58 |lsrael 147.237.77. 216 |dover. i df . i|dr op First packet isn't SN drop 24
109. 67. 38. 144 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 22
173. 220. 204. 212|Lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 22
82.166.22. 114  |lsrael 147.237.77. 216 |dover. i df . i|dr op First packet isn't SN drop 22
88. 230. 135. 179 |Turkey 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 21
79.179.184.199 |lsrael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 21
84.94.109. 218 |lsrael 147.237.77. 216 |dover. i df . i|dr op First packet isn't SN drop 21
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 21
66. 249. 65. 238 |l srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 21
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SWN drop 20
66.249.93.196 |lhited Sates 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 20
62.90. 144. 38 | srael 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop 20
109. 67. 248.38  |Israel 147. 237, 72. 166 |aka. i of 11 [ €M NG ENgine: TCP Inval id Invalid segnent retransmssion. drop 18

Ret r ansm ssi on

Packet dropped.
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2.54.132.105  |israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Qirrent Passvord in B ock 84
nobi | e. i df . i | /sachar/changepassword
] . . Unaut hori zed URL Access to
72.9.148.10  |[United Sates |147.237.76.86 |navy.idf.il W navy. i df . i | / 994- 8613- he/ navy. aspx. aspx Hock S
waw. chamat z. aka. i d|uhaut hori zed URL Access to
109.67.67. 118 |l srzel 147.231.77. 226 foil v chanat z. aka. i df . i |/ resour cef user f ol | ow esour ce/ cr eat ef Bl ock 48
66.249.65.231 [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unauthorized URL Access from 66. 249. 65. 231 B ock 42
46.19. 86. 101 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to www i df. il /hi nush/site/ he/ hi nush. asp [B ock 42
66.249. 65. 224  [Israel 147.237.77.216|dover.i df . il Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 224 Bl ock 42
68.180.228.112 [nited Sates |147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 28
. . . Unaut hori zed URL Access to
37.26.146.207 |l srael 147.237.0.19 |[madimatal .idf.il nadi matal i df i1/ shar ed! aj ax/ updat enakat gaunt i ty. aspx B ock 28
67.19. 79. 218 Lhited Sates [147.237.76.30 |hi nush.idf.il Ostributed Unauthori zed URL Access on /robots. t xt B ock 14
46.19. 86. 56 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LR froma46. 19. 86. 56 B ock 14
93.172. 155. 128 |Israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Qily Miolation in o None 14
wn aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
5. 29. 223. 164 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
207. 46. 13. 48 Lhited Sates [147.237.72.166|aka.idf .il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66. 249. 65.238 |l srael 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 14
208.115.113.89 [lnited Sates |147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 14
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 14
. ] Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
2.54.10. 210 I srael 147.237.77. 216 |dover.idf . il from2. 54. 10. 210 Bl ock 14
141.212. 122. 160|lhited Sates [147.237.77. 170 |n@mar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ B ock 14
66. 249. 65. 238 |l srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 65. 238 B ock 14
41.142.162.18 |Morocco 147.237.77.216|dover.i df . il Lhaut hori zed LR Access to v idf.il/arr/ B ock 14
Dstributed Paraneter Read Qnly Mol ation
79.179.24.226 |lsrael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai re. aspx  |None 14
par anet er
66.249. 64.239 |Israel 147.237.77.233|atal .idf . il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 14
Russi an Paraneter Type Mol ation
188. 143. 232. 26 . 147.237.77. 216 |dover.idf .l ct1 00$Cont ent P acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 14
Federation . )
waw i df . i | /1283- en/ dover . aspx
66.249. 81. 253 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
46. 19. 86. 56 I srael 147.237.72.166 |aka. i df . i | 'llegal Byte Qode Qaracter in LR /mainkapatz//ves B ock 14
our ces/ i mages/ i nner page/ goback. gi f
89.138.24.226 |lIsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 14
Russi an . . Unknown HTTP Request Method COK in URL
194. 247.191. 72 eration 147.237.77.216|dover.idf . il v i df i 1/ 1038- en/ dover . aspx Bl ock 14
2.54.54.33 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 11
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