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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 123
46.121. 153. 49 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 40
212.76.115. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 21
83.4.101. 251 Pol and 147.237.77.216 dover.idf.il SN Hood full table drop 20
2.54.42.190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
149. 88. 242. 190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 16
2.54.166. 166 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
78. 53. 226. 50 Ger many 147.237.77. 216 dover.idf.il SWNHood full table dr op 15
93.173. 245. 172 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
79.182.222. 141 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 12
93.173.173. 31 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
77.127.242. 84 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
89. 139. 181. 169 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
93.172.175.73 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 8
79.176. 109. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
109. 64. 111. 62 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 6
2.54.168. 63 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
37.26. 146. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.178.127. 130 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
85. 250. 0. 95 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 6
109. 64. 111. 62 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
176. 106. 227. 106 | srael 147.237.77.216 dover.idf.il SN Hood full table dr op 6
84. 228. 31. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
2.52.191. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
73.149. 108. 198 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 5
84.228. 31. 65 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 5
84.228. 31. 65 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
79.180. 16. 91 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 5
84. 228. 223. 66 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
41.140. 171. 99 Mor occo 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.54.166. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table dr op 4
187. 174. 83. 35 Mexi co 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13.0. 192 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 3
80. 178. 204. 42 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
5.28. 147. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
192.168. 127. 119 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
109. 64. 111. 62 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
93.173.173. 31 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.26.147. 189 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
2.54.166. 166 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
109. 64. 101. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
82.244.125. 77 France 147.237.77. 216 dover.idf.il SYNHood full table drop 2
31.154. 169. 142 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 2
2.54.131. 109 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
79. 181. 120. 53 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
69. 248. 86. 176 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
45. 32. 68. 116 147.237.76. 176 test.ncore.idf.il Block Np All _Net drop 1
173. 208. 168. 166 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
54.244. 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
107. 150. 19. 109 |147. 237.76. 44 |[lLhited Sates e.refuah.idf.il |ET SCAN Potential SSH Scan 1
218.108. 132. 58 (147. 237. 76. 44 [Chi na e.refuah.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
193.107.17. 72 |[147.237.76.38 |Seychel | es e.eneitav.idfi.ifET SCAN NVAP -sS wi ndow 1024 1
107. 150. 19. 109 [147. 237.76.86 |Lhited Sates navy.idf.il ET SCAN Potential SSH Scan 1
95.220. 165. 95 |147. 237 76,30 |FUSSian hivmsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
37.142.64.81  (147.237.77. 216l srael dover.idf.il  |portscan: TCP D stributed Portscan 1
222.186. 34. 158 [147. 237. 76. 196 |Chi na esvivaidf.il [ET SCAN NVAP -sS wi ndow 1024 1
109. 66. 180. 142 [147. 237. 77. 216 |l srael dover.idf.il  |portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’te ‘Signature

37.26. 146. 136 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 367
180. 252. 252. 159|I ndonesi a 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 212
80.178.204. 42 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 115
160. 33.195.20 |Uhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 114
156. 168. 88. 140 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 75
2.54. 156. 206 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 65
46. 43. 116. 49 glcisgii:;a” Territory. |147. 237. 77. 216 |dover.i of.il  |dr op Frst packet isn't SN drop 65
5.22.129. 196 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 56
85. 65. 32. 144 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 54
173.208. 155. 42 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 48
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 46
111.199.77.78 |China 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 43
188. 143. 232. 26 |Russi an Federation 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 42
37.8.27.117 glcisgiig;a” Territory. |147. 237. 77. 216 |dover. i of.il  |dr op First packet isnt SWN drop 40
84.228.113. 55 | srael 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 40
176. 12. 144. 134 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 38
105. 198. 243. 243 |Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 36
66.249. 65. 224 |nited Sates 147. 23777, 216 |dover. i i1 || €M ng Engl ne: TGP Invalid Jinvalid segnent retransnissi on drop 34

Ret r ansm ssi on Packet dr opped.
212. 143. 85. 206 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 34
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 33
77.127.242.84  |israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence mdgitvrsac';rit Wth different moni tor |31
108.59.253.71 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 30
2.54.170.170 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 30
143. 229. 245. 137|Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 29
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
66.249.93.200 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 26
66.249.93.196 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
66.249. 65.231 |Uhited Sates 147. 23777, 216 |dover. i i1 || €M ng Engl ne: TGP Invalid Jinvalid segnent retransnissi on drop 24
Ret r ansm ssi on Packet dr opped.

46. 19. 85. 92 | srael 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 24
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
2.54.168. 63 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 23
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22
109.173.23.91 |Russi an Federation 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 22
194. 165. 134. 162|Jordan 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 21
84.94.84.34 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 21
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
37.142.249. 218 |Israel 147.237.72. 166 |aka.idf.il  [Bad TCP sequence wﬁtﬁ;gg;?c;gth moni tor |18
54. 244, 22. 103 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 17
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
213.86.221.35 |Uhited Ki ngdom 147.237.77. 176 |nat pash. i of . i 1{dr op First packet isn't SYN drop 16
84. 228. 58. 40 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
41. 46. 220. 30 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 15
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
37.26. 147. 166 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
87.68. 149. 99 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
79.178.127.130 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
93.173.245.172 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13
109. 65. 168. 248 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13




10-23-2015-16:04:00 to 10-23-2015-17:04:00

|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
94.23.47.48 France 147.237.77.216|dover. i df . i | Mil tiple Uauthorized URL Access from 94.23.47. 48 B ock 98
2.52.22.53 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/hi nuch B ock 42
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 42
79.181. 165. 18 |l srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/sachar/index B ock 28
66. 249. 65. 238 |l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66. 249, 65. 238 B ock 28
146. 185. 234. 48 ?;3::;“‘ o 147.237.0.34 [ti kshuv.idf.il Mil ti pl e Unaut hori zed URL Access from 146. 185. 234. 48 B ock 28
Unknown Par anet er
185.24.207.9 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $quest i onUpdat e$hi ddenUpd [None 14
ateQuestion in ww aka.idf.il/nain/giyus/fag. aspx
66.249. 78.166 |l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 66.249. 78. 166 B ock 14
109. 64. 154. 134 | srael 147. 237. 72. 156 |anan. i df . i | %&gﬁﬁ&%’;‘fiﬂfg - Protocal violation None 14
64.251.27.99 |Wnited Sates |147.237.77.176 |nat pash.idf.il Uhaut hori zed URL Access to /robots. txt B ock 14
84.228.5.119 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
212. 143. 139, 72 |I srael 147.237.72. 166 |aka. i df . i | m”aifi ;éri?‘?en;je;/gw\lglmfgimgri;aspx None 14
77.127.29.113 |Israel 147.237.76.86 |navy.idf.il mu;:\?;.lizdic.iilljf;i g‘jgfjfa;; il os/ i 263380 1613, pg Bock |14
66. 249. 65. 231 [l srael 147.237.77. 216 |dover.idf.il Ml tiple Unauthorized URL Access from 66. 249. 65. 231 B ock 14
152. 62. 109. 206 |Eur ope 147.237.72.166 |aka. i df . i | Uhknown Paraneter _ in wa aka. idf.il/nai n/giyus/ ki osk/ ki osk. aspx |None 14
85.64.168.10 |Israel 147.237.72.166 |aka. i df . i | m”;k‘f:i zf‘_ri"’}'jerfm?rn/ s—ax‘mslpfm? in None 14
46. 19. 85. 67 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 14
79.183.204.8 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1250- he/ at al . aspx B ock 14
188.143.232.26 [o0 ® 147, 237.77.176|nat pash. i df . i | \T;rwa';itgzrt e i\':fgglli_‘;rr‘vfcro(;?taes;: Bock |14
66.249.78.173 |[lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhauthorized URL Access from 66.249.78. 173 B ock 14
109. 65. 52. 146 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 109. 65. 52. 146 B ock 14
66.249.64.56 |Israel 147.237.76.42 |refuah.idf.il D stributed Unauthori zed URL Access on 147.237.76.42/robots.txt [B ock 14
84.228.58.40 |[lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  [B ock 14
77.127.242.84 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  [B ock 14
213.57.199.86 |Israel 147.237.72. 166 |aka. i df . i | m”ai‘g‘?i gf""'ri"’l“;e;m.e;/ S—ac\;'wwairfwm in None 14
66.249. 65. 231 [l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wweidf.il/aman B ock 14
157.55.39. 200 |Whited States |147.237.77.176 |nat pash.idf.il Unaut hori zed URL Access to 147.237.77.176/ B ock 14
93. 172. 137. 246 |l srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
46.116. 128. 156 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/gius B ock 14
81.223.254.34 |Austria 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to /robots. txt B ock 14
Russi an ) ) Paraneter Type Mol ation _ _ _
188.143.232.26 - 0 147.237.77.216|dover. i df .i | ct1 003Gont ent Al acetbl der 13ucArti cl eLobbyCont r ol $dat epi cker in B ock 14
waw i df . i1 /1133- he/ dover . aspx
66. 249, 78. 240 |l srael 147. 237.72. 166 |aka. i df . i | ﬂ?ugg‘;r ;;?i;g}naﬁf‘;f?uﬁgener al . ssx B ock 14
66. 249. 65. 224 [l srael 147.237.77. 216 |dover.idf . il O stributed Suspicious Response Code B ock 14
109. 65. 52. 146 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wa aka.idf.il/sip_storage/files/9 Bl ock 14
84.228.243.62 |Israel 147.237.72. 167 )i shuri maka.i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 14
79.176.28.102 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 14
176. 106. 226. 60 |I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
93.172. 171. 237 I srael 147.237.0.17 g]f n|y| kosher-kravi. | Ej’r‘ﬂ o LR Enooding - o Zrt:es'ﬁtog :f*aisp;” Bock |14
64.251.27.99 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to /robots. txt B ock 14
84.111.138.67 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
207.46.13.82 |lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ Bl ock 14
66.249. 79. 109 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 14
66.249. 65. 224 |Israel 147. 237.77. 216 |dover . i df . i | Porane ef Eyfgﬁ\;_?:jégce%jsﬂje’“ 'n Bock |14
Dstributed Paraneter Read Qnly Mol ation
85. 64.76. 147 |lsrael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ ni yun/ mi yunpr ocessquest i onnai r e. aspx None 14
par anet er
79.181. 165. 18 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 14
URL is Above Root Drectory
182. 118. 70. 88 |Chi na 147.237.77. 170 [maar achot . i df . i | maar achot . i df .i1/../shared/ clientscripts/jquery/jcarousel lite 1.0. 1. pac|B ock 14
.js
66. 249. 65. 238 |l srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 14
64.251.27.99 [Lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to /robots. txt B ock 14
84.228.5.119 |lsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
208.115.113. 89 |Lhited Sates [147.237.77.216|dover.idf.i | Paraneter Type Mol ation SortOr in wwidf.il/1133-ar/dover.aspx B ock 14
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