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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 176
79.183. 229. 32 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 35
2.54.33.2 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
79.183. 24, 84 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 20
46. 120. 236. 250 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 15
109. 67. 130. 93 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
77.125.13. 203 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
62.90. 180. 116 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 10
84.108. 208. 124 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
49. 149. 178.11 Phi | i ppi nes 147.237.77.216 dover.idf.il SYNHood full table drop 9
109. 186. 133. 67 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 9
85. 65. 183. 58 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
93.172.0. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
212.235. 20. 125 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 6
46.19. 85. 73 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
93.173. 176. 58 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 6
31. 168. 115. 92 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 67. 203. 68 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
37.26. 149. 149 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
109. 65. 38. 216 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 5
89. 139. 44. 142 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
185. 32. 179. 233 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
84.94.75.9 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
212.76. 115. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.183. 102. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
93.173.176. 58 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 4
66. 249. 88. 90 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al Net drop 3
109. 65. 151. 68 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
79.183. 123. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock Np Al _Net drop 3
46. 19. 85. 42 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
2.54.43.138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Block Np All Net drop 3
46.116. 140. 191 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
46. 19. 85. 62 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
109. 186. 133. 67 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
109. 65. 151. 68 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
95. 86. 76. 31 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
109. 67. 211. 135 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
107.178. 42. 48 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 2
79.182. 36. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
46. 19. 85. 42 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 2
5.29.168. 14 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
37.60. 42. 208 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
94. 159. 176. 233 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2
37.60. 42. 208 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
176.13.3.70 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
37.26. 146. 212 | srael 147.237.77. 216 dover.idf.il SWNHood full table dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount‘

176.9.57. 228 Ger many 147.237.77.216 |dover.i df.i19813: HITP. WrdPress Thene Divi Directory Traversal Ml nerability B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Country

Signature

41.33.231.90 [147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
198.20.69. 74 |147.237.77.212|Wited Sates |e. dover.idf.il ET DRCP Dshield B ock Listed Source 1
103, 9. 188. 142|147 237 77 74 |canbodi a Lawid il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
62.219.83. 119 |147.237.76.39 |[Israel nobi | e.neitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
50.84.173.26 |[147.237.0.16 |thited Sates |ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
45.79.3.61 147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
62.219.83. 119 |147.237.76.39 |[Israel nobi | e.neitav.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
50.84.173.26 [147.237.0.16 |thited Sates |ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
46.19.85.38  |147.237.77.216|Israel dover.idf.il portscan: TGP DO stributed Portscan 1
45.33.0. 185 147.237.0. 16 ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature

46. 19. 85. 58 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 336
124.217.188. 195(Hong Kong 147.237.77. 216 |dover. i df .i|dr op First packet isn't SYN drop 335
62.90. 180. 116 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 322
45. 32. 253. 233 147. 237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 137
41. 68. 147. 64 Egypt 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 98
109. 65. 38.216 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 91
37.26. 146. 232 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 86
80.246.133.96 |lsrael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 81
149.78.154.69 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 66
46. 116. 76. 60 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 65
46. 19. 85. 73 | srael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 62
149. 88. 149. 168 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 61
5.29.49.174 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 57
68.180.228. 112 |lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 55
212.179.21.194 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 54
37.26. 149. 230 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 53
109. 66. 106. 219 |l srael 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 51
52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.i|dr op Frst packet isn't SYN drop 47
2.52.161. 72 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 47
31.168.113.213 |lsrael 147.237. 77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 47
213.151.46.90 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 43
79.179. 36. 42 | srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 43
176.13.15.252  |[Israel 147.237. 77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 40
2.54.61. 253 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 39
37.201.193. 100 |Gernmany 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 36
54.72.0.55 Irel and 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 36
79.177.177.100 |lsrael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 33
79.179.129. 146 |Israel 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 32
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover. i df .i|dr op Frst packet isn't SYN drop 32
2.54.162. 232 | srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 31
188. 247.79. 135 |Jordan 147.237.77. 216 |dover.idf.i|dr op First packet isn't SYN drop 31
151. 80.31.115 (italy 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 31
176.12.146.68 |l srael 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 31
49.149.178.11  |Phili ppi nes 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SN drop 31
66.249.78.166 |Uited Sates |147. 237, 77. 216 |dover i o i || CAM NG Egine: TP Invalid Invalid segnent retransmssion. Packet |, ., 30

Ret r ansni ssi on dr opped.
46.121. 84. 97 | srael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 29
193. 52.212. 189 |Fance 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 28
66.249.84.165 |Lhited Sates |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 28
66.249.93.192 |Lhited States |[147.237.77.216 |dover.idf.i|dr op Frst packet isn't SN drop 28
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 27
212.179.90. 106 |lsrael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 27
173.84.92. 52 Lhited Sates [147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 27
37.142.64.81 | srael 147.237.77. 216 |dover.idf.i|dr op Frst packet isn't SN drop 27
93.172.0. 25 | srael 147.237. 77. 216 |dover. i of .i|dr op First packet isn't SYN drop 26
93.172.184.58 |lsrael 147. 237. 77. 216 |dover. i of .i|dr op First packet isn't SN drop 26
164.138. 116. 112|l srael 147.237.77. 216 |dover.idf.i|dr op First packet isn't SN drop 26
54.187.55.213 |Lhited States |[147.237.77.216 |dover.idf.i|dr op First packet isn't SYN drop 24
66.249.84. 167 |United Sares |147. 237, 77. 216 |dover. i o i || CAM NG Engine: TP Invalid Invalid segnent retransmssion. Packet |, 24
Ret r ansni ssi on dr opped.

141.0.13.197 Nor way 147.237.77. 216 |dover.i df .i|dr op Frst packet isn't SYN drop 24
87.92.33.143 F nl and 147.237. 77. 216 |dover. i of .i|dr op Frst packet isn't SYN drop 22
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Acti on ‘Count
Lhi ted . . Paranet er Type M ol ati on PageNumin
68.180.230.29 |g o 147.237.77. 176 |mat pash. i df . i | v cogat . i df i |/ 2027- hel cogat . aspx B ock 84
m ny- kosher - kr avi . i , ,
176.13.9. 37 | srael 147.237.0. 17 df il DOstributed |11egal Paraneter Encodi ng None 79
Lhi ted . . Unaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 [navy.idf. il waw navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 56
66.249. 78. 159 [l srael 147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 78. 159 B ock 56
68. 180. 228. 112 ;h;::: 147.237.77.216|dover . i df . il Paraneter Type Mol ati on PageNumin waw i df.il/1379- he/ dover. aspx B ock 42
95. 86. 76. 31 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 28
66.249.78.173 |[Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 28
Dstributed Paraneter Read Qnly Mol ation
79.182.169.39 |Israel 147.237.72. 166 |aka. i df . i | wwe aka. i df . i 1/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx None 28
par anet er
84.94.43.233 |Israel 147.237.72.166|aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 28
79.179. 118. 147 [I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 28
66.249. 78.173 |Israel 147.237.77.216|dover . i df . i D stributed Suspici ous Response CGode B ock 28
46.19.86.204 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode B ock 14
213.139.53. 67 [Jordan 147.237.77.216|dover.idf .il Aonornal |y Long Request request version B ock 14
. . D stributed Unaut hori zed URL Access on
87.68.241.95 |[Israel 147.237.72. 166 |aka. i df . i | voww aka i of i1/ htt ps: /vew aka. i of i1/ B ock 14
68. 180. 228. 175 g‘;tt:g 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1638- he/ r ef uah. aspx B ock 14
66. 249. 67. 200 |l srael 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to ww i df.il/english/ news B ock 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
79.182.122.10 |lsrael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / mai v sachar/ r equest . aspx None 14
64. 251. 27. 99 L;;It:s 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to /robots. txt B ock 14
213.139. 53. 67 |Jordan 147. 237.77. 216 |dover i df . i | 11 egal HTTP Ver si on SansungBrowser/ 3.3 Chrone/ 38. 0. 2125. 102 Mbi | e B ock 14
Saf ari / 537. 36
87.69.219. 152 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/nitgaysim B ock 14
66. 249. 67. 208 |l srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
149.78.57.65 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66.249. 78.236 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 14
66.249.65.18 |lsrael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 14
213.139.53. 67 |Jordan 147.237.77.216|dover . i df . i Mal formed URL gecko) B ock 14
92.103.20.34 |France 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df . i1/ dover/site/ nai npage. asp B ock 14
37.26.148.220 |lsrael 147.237.77.233|atal .idf.il Illegal LR Path Encoding waw atal .idf.il/114 csgds sl Bl ock 14
. . Distributed Waut hori zed URL Access on
149.78.167.29 (I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 14
66. 249. 81. 130 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
213.139.53. 67 |Jordan 147.237.77.216|dover. i df .il Lhknown HTTP Request Method |ike in URL gecko) B ock 14
66.249.65.51 [Israel 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/nain/kapatz/ defaul t.aspx B ock 14
kosh K . |lllegal Paraneter Encoding
m ny- Kosner - Kravi . | A i i i - [}
93. 173, 158. 159 |1 srael 147. 237.0. 17 TT)/ OyWoz QYr AnBKi pT@u F7hdWei bB21J%$zf 58d- YnW@ % O7 Sf qWeNZKOS_z} None 14
df.il oWatg{ o$Pdo_ i n
m ny- kosher -kravi . i df . i|/aj ax/ creat ecapt chai nage. aspx
www. chamat z. aka. i i
79.178. 160. 127 |1 srael 147.237.77.226| . . Wnaut hori zed URL Access to Bock |14
af.il vy chanat z. aka. i df . i |/ resour ce/ user f ol | ow esour ce/ creat e/
66.249. 78. 166 [l srael 147.237.77.216|dover.idf.i | Mil tipl e Unauthori zed URL Access from 66. 249. 78. 166 Bl ock 14
. . D stributed Lhaut hori zed URL Access on
46.19.85.202 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah. aspx Bl ock 14
87.68.241.95 |lsrael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw aman. idf.il/https:/ww anan.idf.il/ Bl ock 14
66.249. 67. 146 [l srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 14
m ny- kosher - kr avi . i , _
93.173. 158. 159 |l srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from93.173. 158. 159 None 14
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