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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
2.52.11.184 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2674
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 295
46.19. 86. 186 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- SSL-renegotiation-di dest - reset 60
2.54.184. 157 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 47
93.172.0. 25 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 42
2.54.184. 157 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 34
84.108. 10. 160 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 34
89. 139. 48. 155 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 23
46.19. 85. 153 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 22
5.102. 198. 195 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 19
46.19. 85. 174 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
46.121. 74. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
46.120. 18. 15 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
79.182.121. 186 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
185. 32.179. 197 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
79.179.51. 101 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
85. 65. 217. 100 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 8
205. 185. 134. 27 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 7
94.197. 120. 180 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.178.155. 7 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
212.76.99. 38 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
41.237.175. 17 Egypt 147.237.77. 216 dover.idf.il SYNHood full table drop 6
85. 65. 14. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
5.29. 177. 240 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 5
79.177.151. 97 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.237.20.79 Italy 147.237.77.216 dover.idf.il SYNHood full table drop 5
5.22.129. 73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46. 19. 85. 9 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 4
79. 180. 152. 229 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
62.90. 131. 54 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
2.48.185. 130 Lhited Arab Enirates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 3
94, 159. 152. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 3
79.179. 215. 51 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176.13.3.70 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
85. 64. 179. 223 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
94.159. 181. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il |[Bock Np Al Net drop 3
222.186.61. 7 Chi na 147.237.76. 201 e atal.idf.il JLM Under Attack Con_Tcp drop 2
79. 180. 63. 247 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
149. 88. 181. 214 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
109. 64. 134. 134 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
85. 65. 217. 100 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
94.159. 181. 201 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
37.142.135.13 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.180. 21. 140 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
79.178.155. 7 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
176. 13. 5. 175 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46.19. 85. 174 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
46. 19. 85. 153 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; ‘Ste ‘Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 6
66.249.67.200 |147.237.77.216|Wited Sates |dover.idf.il |ET SCAN NVAP -sA (2) 2
37.143. 82. 50 147.237.8.24 |Netherl ands elifestyleidf|[ET SCAN NVAP -sS w ndow 1024 1
212.71.252.159 [147.237.0.33 LKJ?ir:;gom idf.il ET SCAN Potential SSH Scan 1
176.12. 139. 187 |147.237.77. 216 |Israel dover.idf.il |portscan: TCP D stributed Portscan 1
110,53, 152, 5 147 237 7634 |chi na yohal an.idf i1 ET SGAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

45, 63. 55. 158 147. 237.76. 177 ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1
43.229. 53. 89 147.237.0.35 [Japan akaws.idf.il |ET SCAN Potential SSH Scan 1
37.143.82.50 147.237.8.24  |Netherl ands e lifestyle.idf|ET SCAN NVAP -sS w ndow 4096 1
37.26.147.134  |147.237.77. 216 |l srael dover.idf.il |portscan: TCP Dstributed Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 1
139. 162. 195. 220|147. 237. 76. 198 |Net her | ands e.yonalan.idf.i|ET SCAN Potential SSH Scan 1
45.33.7.101 147.237.77.121 enavy.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

‘Attacker Qountry Target Address ‘S’te ‘Signature
5.29.93. 32 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 866
213.151. 36. 118 [l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 333
66.171.228.23 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 316
85. 64. 39. 182 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 253
85. 65.217. 100 |[lIsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 118
5.102.198. 195 |[lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 77
93. 168. 0. 210 Rorrani a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 69
176. 13.15. 252 |Israel 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 67
77.127.6.1 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 64
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 57
149. 78. 102. 137 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 49
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 48
85. 64. 241. 65 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 47
149. 88. 242. 190 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 42
93.172.184.58 |[lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 41
93.172.0. 25 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 41
37.24.151.1 Ger many 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 41
37.26.146.191 |[lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 39
212.179. 90. 106 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 37
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 37
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 36
100. 100. 102. 20 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 36
93.172.9. 170 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 36
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 35
85. 27. 200. 33 Denmar k 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 34
77.126.196. 130 [l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 34
82. 205. 119, 171 zlcis;ii:;a” Territory, 147.237.77. 216 |dover.i f i1 |dr op First packet isn't SN dr op 34
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 33
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 32
2.54.184. 157 | srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 32
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 32
100. 100. 33. 204 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 32
213.151.37.70 |[lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 31
89. 16. 142. 24 Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 30
46.19. 85. 174 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 30
54.187.55.213 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 30
66.249.93.192 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 29
213.57.239. 152 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 29
149. 88. 181. 214 |l srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 29
66.249.93.200 |Lhited Sates 147.237.77. 216 |dover.idf.il [drop Frst packet isn't SN drop 28
2.54.2.197 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 27
100. 100. 33. 204 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 26
37.142.64.81 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25
37.142.182. 108 |Israel 147.237.72. 166 |aka i i1 |20 TP SINGAK retransnit with different window o0y o 25
sequence scal e
5.28.134.131 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 25
66.249.93.196 |lLhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 24
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 24
100. 100. 72. 222 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 23
100. 100. 33. 204 147.237.0.34 [tikshuv.idf.i[dr op First packet isn't SN drop 22
46. 19. 85. 153 I srael 147.237.77. 216 |dover.idf.il [drop First packet isn't SN drop 22
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
109. 67.59. 17 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unhaut horized URL Access from 109. 67.59. 17 B ock 64
68.180. 230. 167 [United Sates [147. 237.76.31 [nakchal .i df .i | Poraneter Type Moot ;’;‘kr'?jjgfa'\gg;i " Bock |56
72.9.148.10  |United Sates [147.237.76.86 |navy.idf.il m“:;s;' B e ) navy. aspx. asp Bock |56
5.102.207.184 |Israel 147.237.77.234hal ag. i df . il Mil tipl e Unaut horized URL Access from 5. 102. 207. 184 B ock 42
37.26.146.182 |Israel 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 28
Dstributed Paraneter Read Only Mol ation
212.179.231.74 |Israel 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx None 28
par anet er
68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 28
66.249.78.159 |[Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 28
109.67.59.17  [Israel 147.237.77. 243 |nobi | e. i df . i | m;ﬂt:(:r(;leef | t:egpgf;sem e/l stchi | ddocurent &/ 1362 Bl ock 28
82.241.241.24 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/gyus B ock 28
66.249.78.173 |[Israel 147.237.77.216|dover.idf . il D stributed Suspici ous Response Code B ock 14
184.105. 139. 68 |Lhited Sates [147.237. 72. 156 |anan. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ Bl ock 14
66. 249. 67.200 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwwvidf.il/atal 1/izkor/view.ingtop.asp |B ock 14
5.29.177.240 [ srael 147.237.77. 234|hal ag. i df . i | 1D4§t rz'sk;“;;“dZﬁffmggsfziaglﬁﬁﬁ 1‘_’; . Bl ock 14
Dstributed Paraneter Read Qnly Mol ation
109. 65. 66. 64 I srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 14
par anet er
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to www i df . il/894-en/ i df gdover . aspx B ock 14
157.55.39. 255 |uhited Sates [147.237. 77. 216|dover.i df .i | D stributed Suspici ous Response Code B ock 14
37.26.146.149 |lsrael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 14
84.228.248.191 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/https:/ww aka.idf.il/ B ock 14
66.249.78.173 [Israel 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 14
66.249.78.102 I srael 147. 237.77. 216 |dover . i df . i | o] Sautporized ;J:\‘/e/i‘fcssssxon Bock |14
197.210.217.66 |Ngeria 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
109. 65. 110. 26 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 14
66.249.78.166 |lsrael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 14
176.12.145.56 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
85. 64. 80. 50 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66.249.78.173 |lsrael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wan idf.il/nfa/terrorismrobstacl e+t o Bl ock 14
66.249.78.109 [Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover. aspx  |Bl ock 14
5.102.207.184 | srael 147.237.77.234|hal ag. i df . | w;ﬂtogﬁ’rs'“zsg ;Z"fgfcisls/ Sti‘:)_st or el {11 5/ 4/ 2094, pg B ock 14
DOstributed Paraneter Read Gily Mol ation
109. 66. 105. 219 |l srael 147.237.72. 166 |aka. i df . i | w aka. i df . i |/ @i n/ gi yus/ mi yun/ m yunpr ocessquest i onnai r e. aspx None 14
par anet er
79.182.98.104 [Israel 147.237.77.216|dover. i df . il D stributed Unauthorized URL Access on wwwvidf.il/https:/wawidf.il/ |B ock 14
66.249.78.166 |[Israel 147.237.77.216|dover . i df .i | Mil tipl e Unauthori zed URL Access from 66. 249. 78. 166 B ock 14
176.13.5. 61 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
37.46.39. 46 I srael 147.237.77.234|hal ag. i df .i | ﬂ?f’tzg?_r;;_e%:ﬁ‘mpggjssh;oe &/ bul et 1. gi B ock 14
2.52.160.227  |israel 147.237.0.19 |nadimatal .idf.il gdf;e;e; .TiydTi\lA/m: o g;i' ﬁiﬂt ent P acetbl der 1stxt Gpteha in - gy ooy 14
87.68.154.112 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 14
216.218.206. 67 |Uhited Sates |147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 14
31. 44. 139. 55 I srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to ww i df. i/ hinush/sitel he/ hinush.asp  |B ock 14
79.183.212.61 |[Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/https: /v idf.il/ B ock 14
66.249.78.166 |[Israel 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/view pictures. asp |B ock 14
176. 106. 227. 184/l srael 147.237.77. 216 |dover. i df . i | NULL Character in Method B ock 14
66.249.67.200 |[Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
2.54.142.13  [israel 147.237.77. 234|hal ag.i df . i | ?; rz';;”tﬁd2217?;:‘;257§?1a%/$ﬁ56‘:‘ fgi . Bl ock 14
94.159.171.66 |lsrael 147.237.0. 16 nlyl- kosher - kravi . i df Uhaut hori zed URL Access to wwwu ny- kosher-kravi.idf.il/ B ock 14
68.180.229.239 |lnited Sates [147.237.72. 166 |aka. i df .i | Unknown Paraneter siteid in v aka.idf.il/sites/hone/ default.asp None 14
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed UR. Access from 66.249. 78. 159 B ock 14
31.168.173. 2 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
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