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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 278
149. 78. 164. 206 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 45
109. 65. 174. 134 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 35
46.121.14.21 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 30
2.54.59. 12 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 28
109. 66. 97. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 24
5.29.22. 156 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 20
149. 78. 164. 206 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 17
176. 12. 151. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 16
82. 205. 30. 82 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il SN Hood full table drop 15
79.182. 185. 24 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
194. 50. 64. 137 Cech Republic 147.237.77. 216 dover.idf.il SYNHood full table drop 11
93.173. 183. 34 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
109. 64. 101. 129 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 10
54. 244, 22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 10
46. 19. 86. 67 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 9
79. 182. 145. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46. 19. 86. 67 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
192. 168. 14. 200 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
93. 173. 43. 149 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 7
46.116. 67. 59 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
176. 12. 138. 56 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 6
176. 13. 22. 60 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
85. 64. 151. 72 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
46. 19. 85. 69 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
212.199. 57. 194 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
2.54.147.73 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
46.120. 191. 243 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
176. 12. 151. 34 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 5
89. 138. 242. 199 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
195. 101. 137. 28 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
46.120. 191. 243 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 5
93.173.7.141 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.182. 185. 24 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
5. 29. 228. 238 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
85. 65. 48. 43 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
46. 43. 109. 189 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il SWNHood full table drop 4
108. 88. 130. 188 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 86. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
213. 6. 47. 30 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il SYNHood full table drop 3
46. 19. 86. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
176.13. 1. 119 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
185. 32.179. 195 | srael 147.237.77.216 dover.idf.il SWNHood full table drop 2
115. 231. 222. 40 Chi na 147.237.0. 33 idf.il Frk Under Attack Con Htp drop 2
31.154. 155. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
213. 57.239. 152 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
89. 248. 172. 98 Net her | ands 147.237.76. 38 eeneitav.idf.il |Bock Udp Al _Nets drop 1
195. 101. 137. 28 France 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
176. 13. 22. 60 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Devi ce Action |Count

87. 68. 246. 219 I srael 147.237.76. 31 nakchal .idf.il |[Cl000004: HTTP. options nethod (M crosoft) B ock 5
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|Top Attackers In |D|

At acker

Attacker Address |Target Address Signature
Gountry
2.52.152. 88 147.237. 72. 156 |I srael anan. i df . i | PQLI CY- OTHER TCP packet with urgent flag attenpt 12
109. 65. 103. 227 [147. 237. 77. 226 |I srael woawv chanat z. aka. i df .i | [PCLI CY- OTHER TCP packet with urgent flag attenpt 6
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.78.173 |147.237.77.216|lhited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 2
192. 119. 209. 102|147. 237. 76. 202 |Lhited Sates |e.halag.idf.il ET SCAN NVAP -f -sS 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
78.137.19. 238 147.237.77.19 |Wkraine lawforumidf.il . 1
Potential Scan or Brute Force
218.108.132.58 |[147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249.78.166 |147.237.77.216|Wited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
203. 251. 250. 132|147. 237. 76. 202 Okfrea’ RepUDL i C o oy ag. i i ET SCAN Potential SSH Scan 1
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il portscan; TCP Distributed Portscan 1
203. 251. 250. 132|147. 237. 76. 199 Okfrea' RepUDI T C o nakchal . i df i ET SCAN Potential SSH Scan 1
5.29. 224. 254 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
203. 251. 250. 132|147. 237. 76. 196 Okfrea Republic 1o civaidr.il ET SCAN Potential SSH Scan 1
195. 68. 62. 253  |147.237.8.28 |Uhited Ki ngdom |e. nobil e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 119. 209. 102|147. 237. 76. 202 |Lhited Sates |e.halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
129 242 242 141|147 237 0.34 | Cikshov. i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. 1 na I KSnuv. | N .
Potential Scan or Brute Force
95.53. 3. 69 147 237 76,30 |Fussian hirsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. .o, . . . . | nusn. | . .
Federation Potential Scan or Brute Force
218.108.132.58 [147.237.76.31 |China nakchal . i df il ET SCAN NVAP -sS w ndow 1024 1
61.182.170.38 [147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
203. 251. 250. 132|147. 237. 76. 201 ok‘f’rea Republic 1o atal i il ET SCAN Potential SSH Scan 1
203. 251. 250. 132|147. 237. 76. 197 Okfrea’ Republic 1o i msh. i of i ET SCAN Potential SSH Scan 1
203. 251. 250. 132|147. 237. 76. 177 ok‘f’rea Repblic | e idr il ET SCAN Potential SSH Scan
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1




10-23-2015-13:04:02 to 10-23-2015-14:04:02

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature

198. 45. 26. 26 Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 99
197.246.45.8 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 96
109. 66. 147. 245 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 82
100. 100. 34. 140 147.237.72. 166 |aka.idf . il dr op First packet isn't SWN drop 74
2.54.141. 142 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 70
37.142.230.12  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor  |es
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 61
31.210. 186. 236 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 55
109. 64. 101. 129 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 53
79.181. 21. 180 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 51
2.54.176. 130 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 44
54.244.22.103 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 44
72.143.224. 71 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 42
46. 19. 86. 39 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 40
37.142.182.108 |israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence mﬁsg reansm wthditterent | onitor |39
109. 160.239.8 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 37
212.179.21.194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 33
176. 12. 151. 34 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
66.249.93.200 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 30
46. 19. 86. 83 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
100. 100. 121. 107 147.237.72. 166 |aka.idf . il dr op First packet isn't SWN drop 27
79.182.185.24 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
2.52.152.7 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
46. 19. 86. 76 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
46. 19. 86. 149 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
5.29.22.156 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
100. 100. 125. 74 147.237.72. 166 |aka.i df .il drop First packet isn't SN drop 20
50.87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
46. 19. 86. 67 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
37.142.116.111 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor |10
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
37.56.113.215 |Romani a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
68.180.228. 112 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
100. 100. 126. 209 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 18
78.25.120. 154 g;z:;nl on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
193. 86.86.253 |Czech Republic [147.237.77.216|dover.idf.il drop First packet isn't SN drop 17
100. 100. 2. 199 147.237. 72. 166 |aka. i df . i dr op First packet isn't SYN drop 17
37. 26. 149. 212 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
109. 65. 174. 134 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 16
2.54.160.162  [israel 147, 237.72. 167 [i shuri maka i o @M NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 15

Ret r ansm ssi on Packet dr opped.

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
85. 65. 48. 43 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 14
149. 78. 164. 206 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 14
212.179.90. 106 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
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|Top Attackers In V\AF|

Devi ce

af.il

‘Attacker Qountry Target Address |Site Sgnature Action ‘Count
46.19. 86. 40 I srael 147.237.0.19 |madimatal .idf.il D stributed Too Many of the Same Response Code (404) B ock 616
m ny- kosher - kravi . i
46. 19. 85. 228 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 42
66.249. 78.173 |l srael 147.237.77.216|dover . i df . il D stributed Suspici ous Response Code B ock 28
68. 180. 228. 112 |Lhited Sates 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 28
’ . . Par anet er Type M ol ati on PageNumin
68. 180. 230. 167 |Lhited Sates 147.237.76.31 |nakchal .idf.il nakhal i df .11/ 1073- hel nakhal . aspx B ock 28
41. 249. 236. 177 |Mor occo 147.237.77.216|dover. i df .i |l PHP Attenpt Bl ock 28
212.143.221.3 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 14
92.241.33.5 Jordan 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 14
66.249. 67.192 |lsrael 147.237.77.216|dover.i df . il D stributed Suspici ous Response Code Bl ock 14
31.168. 114. 157 |l srael 147.237.77. 216 |dover. i df .i | NULL Character in Method B ock 14
URL is Above Root Directory
182.118. 71. 34 |Chi na 147.237.76.31 |[nakchal .idf.il vwwv nakhal . idf.il/../shared/ clientscripts/jquery.plugins/jquery.e|B ock 14
gual hei ghts.js
79.176.122.54 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 14
41. 249. 236. 177 |Mor occo 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to ww i df.il/upl oad/ c99. php B ock 14
) ) W, chamat z. aka. i d |uhaut hori zed URL Access to
217.69. 133. 225 |Russi an Federation |147.237.77.226 £l WA chanat z. aka. i df .i 1/ ki shur / def aul t . asp B ock 14
109.65.52.91 |Israel 147.237.72. 166 |aka. i df . i | thknown Paraneter VI EVETATEENCRYPTED i n None 14
wwv aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
66. 249. 78. 159 |l srael 147.237.77.216|dover.idf .il D stributed Suspicious Response Code B ock 14
Pal estinian Territory . . Unaut hori zed URL Access to
37.8.109.105 | oy 147.237.77. 216 [dover. i df . il v i df i |/ 1133- 22777- ar | dover . aspx) Bl ock 14
188. 143. 232. 26 |Russi an Federation |[147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww nag. i df.il/656-en/ B ock 14
79.182.185.24 |[Israel 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 14
46. 19. 85. 69 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 14
157.55. 39. 237 [lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed LRL Access to 147.237.77.233/robot s. t xt B ock 14
. . Unknown Paraneter __ VI EASTATEENCRYPTED i n
37.60.40.161 |Israel 147.237.72.166 |aka. i df . i | vaw aka. i df . |/ nai v sachar/ nai | box. aspx None 14
. . Unknown Paraneter anp;t in
198. 45. 26. 26 ELrope 147.237.72.166 [aka. i df . i | wwy aka. i df . i | / mai n/ kapat z/ scri pt resour ce. axd None 14
m ny- kosher - kr avi . i ing - : i
87.69.87.39  |Israel 147.237.0.17 y Doubl e LRL Encoding - paraneter: Feturnurl in B ock 14
df.il mny-kosher-kravi . i df.il/tenpl ates/| ogi n. aspx
) ; . . Unaut hori zed URL Access to
173. 252. 88. 188 |Lhited Sates 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p._st or age/ fi | es/ 4/ si 2e220x0/ 1744,  pg B ock 14
41.249.236. 177 [Mor occo 147.237.77. 216 |dover . i df . i | Mil tiple Uhauthorized URL Access from 41.249. 236. 177 B ock 14
i . . Unhaut hori zed URL Access to www i df.il/1133- he/ AEAACA-E€E
207.46.13.178 |lhited Sates 147.237.77. 216 |dover . i df .i | PAEAESACA! AL/ERCA 22 AEACACAESAACA? B ock 14
m ny- kosher - kr avi . i _ ,
87.69. 87. 39 | srael 147.237.0. 17 df il Ml tipl e Doubl e URL Encodi ng from 87. 69. 87. 39 B ock 14
Ostributed Paraneter Read Qnly Mol ation
31. 154, 151. 213 |I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mi yun/ m yunpr ocessquest i onnai re. as [None 14
px par anet er
m ny- kosher - kr avi . i
176.13.9. 37 | srael 147.237.0. 17 ny Dstributed |11egal Parangeter Encodi ng None 14
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