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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |[Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 78
79.180. 129. 27 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 35
5.22.129.190 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 27
5. 102. 254. 240 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 24
176.12.137. 16 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 18
77.126.221.221 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 15
176. 13.19.91 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
84.110. 208. 219 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 10
46. 19. 85. 26 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 8
176.13.21. 42 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 8
84.109. 176. 72 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
109. 64. 146. 237 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
109. 66. 5. 104 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
79.179. 62. 208 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 6
87. 68. 33. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
79.181.184. 10 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 5
5. 29. 224. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
87. 68. 33. 226 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
85. 64. 185. 89 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
2.54.4.83 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 5
5.22.129.190 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 5
84.94. 58. 102 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 5
194. 30. 41. 129 Spai n 147.237.77.216 dover.idf.il SYNHood full table drop 4
176.228.17. 187 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
81.218.133. 112 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
46. 19. 86. 47 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 4
176.13. 1. 137 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
79.181. 190. 61 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
192.168. 1. 101 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
217.194. 202. 150 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46.117. 39. 39 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
157. 55. 39. 237 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table drop 3
37.26. 146. 143 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.88.157. 28 Saudi Arabia 147.237.77.216 dover.idf.il SN Hood full table drop 3
37.237.120. 64 Iraq 147.237.77.216 dover.idf.il SYNHood full table drop 3
79.182. 168. 182 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
204. 42. 253. 2 Lhited Sates 147.237. 76. 147 chinuch.aka.idf.il |Bock Np All Net drop 3
46. 19. 85. 62 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 3
62. 219. 50. 56 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
145. 102. 0. 30 Net her | ands 147.237.77.216 dover.idf.il SN Hood full table drop 3
204. 42. 253. 2 Lhited Sates 147.237.76. 148 gogcenter.aka.idf.il |Bock Np All Net drop 3
149. 78. 164. 206 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
2.54.4.83 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
37.26. 149. 134 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 2
84.111.115.161 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
84.109. 108. 251 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 2
37. 26. 148. 145 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
66. 249. 78. 227 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 2
31.168.171. 81 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
85. 113. 104. 18 Pal estinian Territory, Gcupied [147.237.77.216 dover.idf.il SWNHood full table drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

2.52.152. 88 147.237. 72. 156 |I srael anan. i df .i | PCLI CY- OTHER TCP packet with urgent flag attenpt 18
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 7
66.249.93.203 |147.237.72. 166 |Wiited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
89.248. 167. 155 |[147.237.0.15 [Netherlands kosher-kravi .idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
203. 251. 250. 132|147. 237. 76. 148 Okfrea' RepubliC | center. aka idf.i1|ET SCAN Potential SSH Scan 1
203. 251. 250. 132|147. 237. 76. 86 g?rea, Republ i C f il i ET SCAN Potential SSH Scan 1
203. 251. 250. 132|147. 237. 76. 39 Okfrea' RePUDI T C | i1 e i tav.i . i |[ET SCAN Potential SSH Scan 1
203. 251. 250. 132|147. 237. 76. 34 g?rea, REpUDI 1 C e an. i of i ET SCAN Potential SSH Scan 1
199. 101. 186. 159|147.237.8.27 |lLhited Sates |e.madimatal.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
190. 124. 35. 115 |147.237.8.14 [N caragua e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
190. 124. 35. 115 |147.237.8.14 |Ncaragua e.orchot.idf.il ET SCAN NVAP -f -sS 1
89.248.167. 155 |147.237.76.31 |Netherlands nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
208. 67. 1. 130 147.237.72.14 |lUited Sates |[dover.idf.il(old) |ET SCAN Potential SSH Scan 1
203. 251. 250. 132|147. 237. 76. 147 ok‘f’rea REPUDI I C | 1y ch. akaiof. 11 |ET SCAN Potential SSH Scan 1
31 168,214 111 147 237 8. 28 |israel o nobi | e ks, i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
R T ' " |Potential Scan or Brute Force
203. 251. 250. 132|147. 237. 76. 44 ok‘f’rea RpUDIC |0 efuanich.il  |ET SOAN Potential SSH Scan 1
203. 251. 250. 132|147. 237. 76. 38 Okfrea’ Republic 1o o reitav.idf.il |ET SCAN Potential SSH Scan 1
203. 251. 250. 132|147. 237. 76. 31 ok‘f’rea Republ i | ychal idf i ET SCAN Potential SSH Scan 1
190. 124. 35. 115 |147.237.8.14 [N caragua e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
. L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
188.79.181.97 [147.237.76.31 |ain nakchal .idf.il 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
5.62. 128. 72 Russi an 147. 237.77. 216 |dover.idf il [drop First packet isn't SWN drop 396
Feder ati on
213.57.135. 111 [Israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence mﬁﬁsg rea”s”“ wthdifferent | oiitor  |208
37.237.120. 64 Irag 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 126
84.109.176.72 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 77
83.229.98.234 |Satellite Providd147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 64
89.139. 9. 195 | srael 147. 237. 77. 216 |dover.idf .il dr op First packet isn't SN drop 53
46.19.86.8 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 49
84.108. 44. 166 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 48
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47
81.218.199. 140 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 46
66.249.78.159 |United Sates  |147.237. 7. 216 |cover ict. i1 || SAM NG Enginer TP Invalid finvalid segrent retransnissi on drop 44
Ret r ansni ssi on Packet dr opped.
176.228.17. 187 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 36
46. 19. 85. 245 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 32
176.12.140.60 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 32
132.70.66.11 | srael 147. 237. 77. 170 |naar achot . i of . i I|dr op First packet isn't SYN drop 31
37.26. 149. 148 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 30
176.13.19.91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
100. 100. 71. 70 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop 28
84.109. 181. 222 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 26
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 26
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
46. 19. 86. 47 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
5.150. 103. 19 Uni ted Kingdom|147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 24
49.156. 67.202 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
5.29. 224. 254 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 23
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
194. 30. 41. 129 Sai n 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
46. 19. 85. 147 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
79.182.123.9 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
176. 13.21. 42 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
93.173.169.20 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
100. 100. 77. 97 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop 18
66.240.78.173 |uited Sates  |147. 237, 77. 216 |dover.ior i1 || 2™ NG Engine: TP Invalid  finvalid segnent retransnission drop 18
Ret r ansm ssi on Packet dr opped.

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16
185. 58. 201. 28  |Lebanon 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 16
93.172.184. 58 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16
151. 80.31.115 (italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
54.187.55.213 |Whited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 15
95. 86. 123. 228 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
84.110.208. 219 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
79.179. 120. 245 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 14
5.22.129.190 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
149. 78. 164. 206 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
217.194. 202. 150|I srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 13
37.26. 148. 207 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.127.254.135 |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 2732
84.94. 58. 102 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unauthorized URL Access from 84.94.58. 102 B ock 70
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. | df i 1/994- 8613- he/ navy. aspx. aspx B ock 56
109. 67. 162. 185 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock 28
66.249.78.246 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Unauthorized LRL Access on 147.237.72.166/robots. txt |B ock 14
. . Unaut hori zed URL Access to
149.78.11.178 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 14
- . Unaut hori zed URL Access to
84.94. 58. 102 I srael 147.237.76.86 |navy.idf.il v nawy. i cf i 1/i p st oragel i1 es/ O si 2e338x0/ 1640. | pg B ock 14
. . Unaut hori zed URL Access to
77.127.180. 154 |lIsrael 147.237.77. 176 |nat pash. i df . i | voww cogat i df i1 /si p storagel i1 es/ 6/ 4466, pg Bl ock 14
’ . . . Unaut hori zed URL Access to
207.46.13.136  |Uhited Sates [147.237.0.34  |ti kshuv. idf. il tikshuv.idf.il/tenpl ates/shared/ usercontrol s/ navnenu/ undef i ned Bl ock 14
66. 249. 67.209 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary B ock 14
www. chanmat z. aka. i d
109. 64.173. 176 |l srael 147.237.77. 226 £l PHP Attenpt B ock 14
80. 246. 136. 238 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66.249.78.248  |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 14
149. 78.108. 217 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/https:/wan aka.idf.il/ B ock 14
. . Paraneter Read Qhly Molation in
46.19.85. 247 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 14
84.109. 212. 175 |[lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
66.249.78.111 [Israel 147.237.72. 166 [aka. i df . i | D stributed Unauthori zed LRL Access on 147.237.72.166/robots. txt |B ock 14
212.143.221.3 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
www. chanmat z. aka. i d _ o
109. 64.173. 176 |l srael 147.237.77. 226 fil Unaut hori zed URL Access to waw chamat z. aka. i df.i|/xmrpc. php B ock 14
81.218.251. 250 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
66.249.93.162 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
176.12.151.72 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ t ext . css B ock 14
54.245.64.111 |hited Sates |147. 237. 77. 176 [nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 54.245.64.111 Bl ock 14
84.228.99.221 |israel 147.237.72. 166 |aka. i df . i | Wnknown Parameter __VI BABTATEENCRYPTED i n None 14
wwv aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
. - D stributed Lhaut hori zed URL Access on
79.180.129.27 |[Israel 147.237.77. 216 |dover. i df.i | v i o i1/t tps: /v cf i1/ B ock 14
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . i | D stributed Suspicious Response Code Bl ock 14
Dstributed Paraneter Read Qlly Mol ation
212.179.231.74 [israel 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 14
par anet er
82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 14
176.13.20.98 [ srael 147. 237. 72. 166 |aka. i df . i | 'Ilegal Byte e Character in LR [l nkapatz//res Bock |14
our ces/ i nages/ i nner page/ goback. gi f
54.245.64.111 |nited Sates |147.237. 77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df.il/894-he B ock 14
85. 64. 66. 245 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 14
79.182.123.9 | srael 147.237.77.216|dover . i df . i | SSL Uhtraceabl e Connection - (pen Mde None 14
66.249. 78.166 |l srael 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 14
218. 85. 137. 145 [China 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/cert/bazs. cert B ock 14
141.212.122. 160|Uhited Sates |147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ B ock 14
74.82.47. 4 Wited Sates [147.237.0.19 |nadi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 14
. . Ill1egal Paraneter Encoding searchText in
176. 106. 226. 103l srael 147.237.77.74 (lawidf.il vowe | aw i df i |/ 275- hel pat zar . aspx None 14
. . Unhaut hori zed URL Access to
66.249. 67. 161 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
93.173.12.251 |l srael 147.237.72.166 |aka. i df . i | vaww aka. i o . i |/ i 1V sachar/ r equest . aspx None 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
80. 246. 136. 76 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / i v Sachar / tf asi m aspx None 14
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