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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 109
31. 154, 178. 205 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 30
149. 78. 81. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 30
95. 86. 100. 146 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 24
89. 138. 23. 93 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 23
54.244.22. 103 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 17
213.184.123. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 17
77.127.62.21 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 12
109. 66. 48. 55 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 11
213.184.123. 153 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
96.41.214. 4 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 9
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7
5. 102. 254. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
212.143.3. 44 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 6
212.179. 159. 253 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 5
62. 156. 236. 210 CGer many 147.237.77. 216 dover.idf.il SN Hood full table drop 5
95. 86. 101. 63 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5
95. 86. 100. 146 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
85. 65. 20. 191 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
40. 77. 167. 15 Lhited Sates 147.237.77. 216 dover.idf.il SWNHood full table drop 4
176. 106. 46. 74 Pal estinian Territory, Gccupied |147.237.77.216 dover.idf.il SYNHood full table dr op 4
87. 69. 165. 67 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 12. 136. 46 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
37.8.5.150 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il SYNHood full table drop 3
27.121. 143. 15 Japan 147.237. 76. 200 eitan. aka. idf.il Bl ock_Ulp Al _Nets drop 3
93.173. 30. 241 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie |drop 3
149. 88. 231. 77 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 3
176.13.12. 161 | srael 147.237.77. 216 dover.idf.il SN Hood full table drop 3
188. 52. 135. 114 Saudi Arabi a 147.237.77. 216 dover.idf.il SYNHood full table drop 3
80. 246. 136. 76 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
146. 185. 60. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
222.186. 56. 42 Chi na 147.237.76. 196 e.sviva.idf.il JLM Under At tack_Con_Tcp drop 2
87.69. 102. 152 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
176.13. 3. 39 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 2
2.52.188. 106 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
31. 154. 92. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
80. 246. 136. 76 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
5. 29. 185. 107 | srael 147.237.77. 216 dover.idf.il SWNHood full table drop 2
84.228.91. 177 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
176. 13. 20. 127 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
188. 92. 20. 161 Latvia 147.237.76. 147 chi nuch. aka.idf.il Bl ock Udp All _Nets drop 1
79.179. 39. 115 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
176. 12. 147. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
114.112.90. 54 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |Block Wdp All _Nets drop 1
93.172.9.170 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 1
80. 246. 136. 201 | srael 147.237.77.216 dover.idf.il SN Hood full table drop 1
176. 13. 20. 127 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
79.182. 216. 48 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
126. 26. 250. 79 Japan 147.237.77. 216 dover.idf.il SYNHood full table drop 1
80. 246. 137. 110 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

213.89.178. 212 Sweden 147.237.77. 216 dover.idf.il |CL000004: HITP:. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

A tacker

Target Address ‘Country Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
178.89.191. 77 |147. 237. 77. 216 |Kazakst an dover.idf.il ET SCAN Potential SSH Scan
50. 252. 197. 194 |147. 237. 77. 234 |Whited Sates |hal ag.idf.il ET SCAN NVAP -sS wi ndow 2048
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent

159. 203. 14. 202 [147.237.0.16 |Wited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920

NN EEEEELE

119 56.215. 60 |147 237 0.34 |MOr€a Republic| . i) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
of Potential Scan or Brute Force

50. 252. 197. 194 |147. 237. 77. 234 |Whited Sates |halag.idf.il ET SCAN NVAP -f -sS

159. 203. 14. 202 |147.237.0.15 |Uhited Sates |kosher-kravi.idf.il ET SCAN Potential VWNC Scan 5900- 5920
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
95. 86.121. 77 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 146
66.249.78.173 |United Sates |147.237.77. 216 |dover.idf.il Streamng Engi ne: TP Invalid  finvalid segnent retramsmssion. |y 74
Ret r ansn ssi on Packet dr opped.
2.54.4.184 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 56
99. 6. 133. 217 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 55
54.244.22.103 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 52
66.249.78.166 |lnited Sates |147.237.77.216 |dover.idf.il Streaming Engine: TCP Invalid — invalid segnent retransmssi on drop 44
Ret r ansn ssi on Packet dr opped.
54.187.55.213 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 42
66.249.78.159 |Wnited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 36
Ret r ansn ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
93.172.9. 170 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 30
62.219.180. 180 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 29
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 25
100. 100. 79. 177 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
5.22.129. 88 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
100. 100. 33. 34 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
109. 66. 48. 55 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
151. 80. 31. 115 Italy 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 21
2.54.31.122 I srael 147, 237, 72. 167 |i shur i maka i o 1| SN N9 Enginer TP Invalid i nvalid segent retransmissi on. drop 21
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
95. 86. 100. 146 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 18
212.143.3. 44 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
100. 100. 40. 177 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
46. 117. 85. 188 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
89.138. 23. 93 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
100. 100. 126. 221 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 16
46. 19. 85. 37 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
46.19.85.42  [israel 147.237.76.42 |refuahicf.il  [Bad TOP sequence md:svr:é:”lt Wth different moni tor |15
100. 100. 36. 122 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 15
66.249. 67.208 |Uited Sates |147.237.77. 216 |dover. i of i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 14
Ret r ansni ssi on Packet dr opped.
40.77.167.49  |Wited Sates |[147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 14
Ret r ansn ssi on Packet dr opped.
213.184.123. 153|lI srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
146. 185. 60. 34 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
45, 127. 42. 204 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
100. 100. 19. 165 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 12
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
40.77.167.15  |wited Sates |147.237.77.216 |dover.idf.il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 12
Ret r ansn ssi on Packet dr opped.
66.249.64.178 |United Sates |147.237.77. 216 |dover.idf.il Streamng Engi ne: TP Invalid  finvalid segnent retramsmission. | 12
Ret r ansn ssi on Packet dr opped.
84.228.91.177 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
79.182.117.87 |israel 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 12
Ret r ansn ssi on Packet dr opped.
100. 100. 93. 49 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op First packet isn't SYN drop 12
79.181. 137. 45 | srael 147.237.72.166 |aka.idf .il Streaning Engine: TCP | nvalid Inval i d checksum Packet dropped. |[drop 12
Checksum
176.13.14. 240 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
5. 29. 43. 245 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
176. 13. 20. 101 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
68.180.228. 112 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 11
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
100. 100. 40. 177 147.237.76.31 |nakchal .idf.il dr op First packet isn't SN drop 10
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry Target Address |Site Sgnature Action ‘Count
176. 12. 148. 168 || srael 147.237.0.19 |madimatal .idf.j (120 MY of the Sane Response Code (404) in Session from B ock 2147
176. 12. 148. 168
82.205. 31. 31 gcis;i'géa” Territory. 1147, 237. 77. 176 |nat pash. i df . i1 |Unaut hori zed URL Access to v cogat. i df .i1/894-ar B ock 84
68.180.230. 29 |Wited Sates 147.237.77. 176 |mat pash. i df . i1 |72 ameter Type Molation Pagehumin Bl ock 84
W cogat . i df . il /1038-ar/ cogat . aspx
) . . Unaut hori zed URL Access to
72.9.148.10  |lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
188. 143. 232. 13 |Russi an Federati on 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 42
68.180. 228. 112 |Lhited Sates 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/894-ar Bl ock 28
. - Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URL Par anet er (+)
79.178.28.72  |Israel 147.237.72. 166 |aka. i df . i | from79. 178. 28. 72 B ock 14
207.46.13.171 |whited Sates 147.237.77.243|nobi l e.idf . il O stributed Suspicious Response Code Bl ock 14
66.249. 78. 166 |Israel 147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 14
46.19. 85. 42 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 14
104.192.0.226 |Wited Sates 147.237.76.30 |hinush.idf.il Unhaut hori zed URL Access to /menubcmjs B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.183. 165. 60 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v sachar / tf asi m aspx None 14
66.249.78. 242 |Israel 147.237.76.42 |refuah.idf.il D stributed Whauthorized URL Access on 147.237.76. 42/ robots. txt |Bl ock 14
66.249.64.56 |lIsrael 147.237.76.42 |refuah.idf.il D stributed Unaut hori zed URL Access on 147.237.76. 42/ robots. txt |B ock 14
84.228.182. 181 |Israel 147.237.72. 156 [aman. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 14
2.52.152. 88 | srael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 14
79.178.28.72 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 14
. . Distributed Lhaut hori zed URL Access on
212.179. 21. 194 I srael 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah, aspx B ock 14
66.249.78. 166 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wa i df.il/band B ock 14
46.19.85.247 |lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
) . . Unhaut hori zed URL Access to
192. 255. 79. 247 [Wited Sates 147.237.77. 216 (dover. i df . il v i df i 1/ engl i shi r k=0 r s=p_awl nodt i | wocuOyi uxdahwado- B ock 14
66. 249. 67.192 |l srael 147.237.77.216|dover . i df . i DO stributed Suspici ous Response Qode B ock 14
93.172.15.202 |Israel 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 14
2.54.180.113 |[Israel 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
. . Distributed Uhaut hori zed URL Access on
79. 180. 155. 156 |l srael 147.237.72. 166 |aka. i df . i | v aka i o i1/ htt ps: / ww aka i of i1/ B ock 14
66.249.78.173 |Israel 147.237.77. 216 |dover.idf.il Ml tiple Unauthorized URL Access from 66. 249. 78. 173 B ock 14
46.19.86.124 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 14
176.13.0.158 |[Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 14
84.108. 182. 104 || srael 147.237. 72. 166 |aka. i df . i | Faraneter Fead Only Malation in N None 14
waw aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
198. 58. 103. 160 |Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/1294- he/ v i df i B ock 14
66.249.78.18 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
94.23.30.222 |Fance 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code Bl ock 14
5.28.183.156 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79. 180. 155. 156 || srael 147.237.72. 166 |aka. i df . i | vown aka. i df . |/ nai v sachar / nar ki veysachar . aspx None 14
. . Uhaut hori zed URL Access to
66.249.78.173 |l srael 147.237.77. 216 (dover . i df . i | wawy i df i 1/1133-19190- he/ dover . aspxx"x” x2x™x>" xae, B ock 14
46.163.68.111 |Ger nany 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . il/ pat zar B ock 14
176.13. 14. 240 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  [B ock 14
84.109. 212. 175 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
203.133.170.9 |[Korea, Republic of 147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 14
66. 249. 78. 159 |l srael 147.237.77. 216 |dover. i df.i Unaut hori zed URL Access to waw idf.il/english/news/ mai n/stm B ock 14
31.210. 187. 140 |l srael 147.237.72. 166 |[aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i|/mai n/ sachar/ undefined [B ock 14
- . . |Paraneter Type Mol ati on ctl 00$Cont ent Al acetbl der 1$t xt Capt cha in
79. 181. 198. 149 || srael 147.237.0.19 |madimatal .idf.i naci matal i df i 1/mobil e/ ogi n. aspx B ock 14
66.249. 78. 240 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 14
52.8.207. 39 Lhited Sates 147.237.77.19 |l awforumi df.i| |Uauthori zed URL Access to 147.237.77. 19/ B ock 14
URL is Above Root DOrectory
182. 118. 60. 227 |Chi na 147.237.76.31 |[nakchal .idf.il [wwnakhal.idf.il/../shared clientscripts/jquery.plugins/jquery.equal |B ock 14
hei ghts. j s
. . O stributed Uhaut hori zed URL Access on
84.228.91.177 |Israel 147.237.77.233|atal . i df .il 147, 237. 77. 233/ 1136- he/ at al . aspx Bl ock 14
) . . Unaut hori zed URL Access to
99.6.133.217 |lhited Sates 147.237.77.216|dover.idf.il vaw i i 1/ shar ed/ user cont r ol s/ header upper / Bl ock 9
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