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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
46.19. 85. 158 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3185
109. 160. 218. 141 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- SSL-renegoti ation-d i dest - r eset 259
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table drop 91
5.29.107. 130 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 33
195. 101. 137. 28 France 147.237.77.216 dover.idf.il SYNHood full table drop 25
62.219. 144. 81 | srael 147.237.72. 167 ishurimaka idf.il Anonal y-SSL-renegotiation-di dest - r eset 24
79. 183. 228. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 11
109. 65. 48. 110 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 10
79.183. 228. 155 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 9
46. 19. 85. 16 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 7
93.172. 16. 98 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 6
114.121. 237.151 | ndonesi a 147.237.77. 216 dover.idf.il SYNHood full table drop 6
2.54.176. 168 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 6
5.29.93. 32 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 4
46.121. 135. 198 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
46. 19. 85. 126 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
176.12.139. 124 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
64.233.172. 162 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table dr op 3
2.54.145. 251 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
87.68.52. 172 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 3
2.54.32.45 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
84.228.11.173 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
37. 26. 149. 240 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
176. 12. 151. 23 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
46. 19. 85. 243 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 2
220. 255. 193. 82 S ngapor e 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
109. 67. 103. 242 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
222.186.56. 42 Chi na 147.237. 0. 200 . i df i | Frk_Under Attack Con_Tcp drop 2
2.52.183. 107 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
185. 32. 179. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
142.54.172. 109 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
37.26. 148. 154 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
142.54.172. 110 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
142.54.172. 98 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl drop 1
31. 210. 187. 244 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
142.54. 174. 66 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i1 |bl ock-sp-trafl drop 1
2.52.157.172 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
176. 13. 3. 147 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 1
142.54.172. 100 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-trafl drop 1
89. 248. 172. 98 Net her | ands 147.237.76. 44 e.refuah.idf.il B ock Udp Al Nets drop 1
37.26.147. 187 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1
173. 208. 168. 164 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aé)tuiikre; Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
64.233.172. 163 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
46. 148. 20. 22 147.237.76.31 |Lithuania nakchal .idf.il ET VBB SERVER Mii ebl ackcat scanner 1
37.143.82.50 147.237.76.31 |Netherlands  |[nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
37.143.82.50 147.237.76.31 |Netherlands  |nakchal .idf.il ET SCAN NVAP -f -sS 1
182.19. 252. 249 |147.237.0.17 |S ngapore mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
182. 19. 252. 249 |147.237.0.17 |9 ngapore mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
37.143.82.50 147.237.76.31 |Netherlands  |nakchal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
182. 19. 252. 249 |147.237.0.17 |9 ngapore mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
191 226, 211, 138]147 237 8. 28 |chi na o robi | e ks i df | ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
2.52.157.172 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 648
168. 235. 200. 228|Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 232
191. 168. 251. 230|Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 189
77.127.88.9 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 108
71.94.144.6 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 106
46. 210. 134. 166 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 96
221.133.44.236 |\ aysia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 93
46. 19. 86. 40 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 84
5.29.93. 32 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 73
85. 64. 33. 215 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 72
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 70
46. 19. 85. 192 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 70
66.249.78.159 |Wnited Sates |147.237.77.216|dover.idf.il Streaning Engine: TCP Invalid  invalid segnent retransnission drop 60
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 253 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 45
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
2.54.49. 153 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 42
66.249.78.173 |Wited Sates |147.237.77.216|dover.idf. il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 36
Ret r ansni ssi on Packet dr opped.
80.179.16.5 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 34
77.158. 88. 42 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 33
132.70. 66. 10 | srael 147.237.77. 170 |m@arachot . i df .i| [dr op First packet isn't SN drop 32
195. 101. 137. 28 |Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
66.249.78. 166 |Uited Sates |147.237. 77. 216 |cover icr i1 |2 €M NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 30
Ret r ansn ssi on Packet dr opped.
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 28
79.176.113. 254 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
176.13.19. 146 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 27
46. 19. 85. 143 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 27
68.180.228. 112 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 26
188.247.77.88 |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25
212.179. 90. 106 |[lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 25
213.57.132.86 |l srael 147.237.72. 166 |aka. i of . i Bad TCP sequence S e Lansm wehdifferent | onitor |25
37.142.211.138 |israel 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor |24
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
77.158. 88. 41 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
37.26. 149. 240 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 24
89.139.50. 114 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
54.187.55.213 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 24
192.99. 12. 99 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
183. 79. 220. 208 |Japan 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
46.116. 127. 83 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 22
5.29.107. 130 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
50.87.144.145 |lhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SN drop 22
2.52.183.107 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
109. 65. 48. 110 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
109. 186. 185. 89 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
151. 80. 31. 115 Italy 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
85. 27. 200. 33 Dennar k 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
37.142.185.198 |israel 147. 237.72. 167 |i shurimaka.i df .i|Bad TCP sequence mﬁsg reansmt wthditterent | onitor |18
213.57.141. 237 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence SINAK retransmt wth different oo ;0o f1g

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il Wi navy. | df i 1/ 994- 8613- he/ navy. aspx. aspx Block |56
) . . Unaut hori zed URL Access to
91.200.203.20 |lkraine 147.237.72. 166 |aka. i df . i | wiw aka i df i 171 turi i esour ces/ i nages/ body/ i nages/ mai n. j pg Bl ock 42
183. 79. 220. 208 |Japan 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 28
m ny- kosher - kr avi
176.13.21. 102 |lsrael 147.237. 0. 17 i g:cy y Dstributed I11egal Paraneter Encodi ng None 27
66. 249. 78. 95 I srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237. 77. 216/ scri pt r esour ce. axd B ock 14
. . URL is Above Root Directory
192.99.12.99 CGanada 147.237.77. 216 [dover . i df . i1 vwwy i df.i | /. ./ shared/ user control s/ header upper/ B ock 14
93.220.117.201 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/xx™xex; B ock 14
66.249.78.248 |lsrael 147.237.76.42 |refuah.idf.il D stributed Uhaut hori zed URL Access on 147. 237. 76. 42/ robot s. t xt Bl ock 14
37.26.148.134 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 14
. . Paraneter Read Qnly Molation in
82.80.196. 44 I srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ mi yun/ mi yunpr ocessquest i onnai r e. aspx None 14
: . Unaut hori zed URL Access to
66.249.78.109  |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1599- 14855- he/ dover . aspx Block |14
Uhaut hori zed URL Access to aka.idf.il/edinifund/ x3 G ANaE™E a€3
G A G /A -ASG a3 As B Ax'a,-ASC AE5CR Avas (B EMAE™(D A€3
207. 46. 13. 35 Lhited Sates [147.237.72.166|aka.idf.il G A G ma-ASG aesr Ay Ax'a,~ASCP AESCR Ay Agx3 (3 ANAE™ B ock 14
G aesG A G Axa A a5 Ag 3 Ax'a,-ASCP A€5CR Ay (B AEMAE™
G acs A G /e, -ASG A5 AL A, -ASCP AESCR Avs
. . Mil tiple Untraceabl e S Sessions from2.54.0.73 (Protocol violation
2.54.0.73 I srael 147.237.72. 166 [aka. i df . i | (SSL OONN CLI ENT FELLO)) None 14
141.212.122. 160|Uited Sates [147.237.0.15 |kosher-kravi.idf.il| |Wauthorized URL Access to 147.237.0. 15/ B ock 14
46. 19. 85. 143 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
85. 130. 208. 225 [l srael 147.237.72. 166 |aka. i df . i | wiw aka. i dff i |/ nai / sachar / r equest paysl i pexpl anat i on. asp None 14
. . Uhaut hori zed URL Access to
66.249.78.166  |Israel 147.237.77. 216 [dover. i df . il v i df i 1/ 1283- 16552- en/ dover . aspx-ti t| efor Bock (14
217.194. 203. 147l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 14
. . S Uhtraceabl e Gonnection - Protocol violation
2.54.0.73 | srael 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 14
149.78.218.83 |israel 147.237.77.74 |lawidf.i | Wnaut hori zed LRL Access to Bock |14
wan | aw i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp
74.82.47.3 Uited Sates |147.237.77.243|nobile.idf.il Unhaut hori zed URL Access to 147.237. 77. 243/ B ock 14
46.116.179. 151 [l srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to 147.237. 77. 216/ Bl ock 14
Russi an - . Paraneter Type Mol ation fronbate in
188. 143. 232. 10 e ot i on 147.237.77. 176 [nat pash. i df . i | v cogat . i df i |/ 901- en/ cogat . aspx Bock |14
89. 138. 199. 205 |l srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 14
66.249.78.236  |Israel 147.237.76.42 |refuah.idf.il Dstributed Unauthorized URL Access on 147.237.76. 42/ robots. txt B ock 14
2.54.0.73 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
157.55. 39. 13 Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/anan B ock 14
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
79.176.34.128 |[Israel 147.237.72. 166 [aka. i df . i | ww aka. i o . i 1/ nai v sachar / r equest . aspx None 14
46.116.179. 151 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147. 237. 77. 233/ rss. aspx B ock 14
Russi an Parameter Type Mol ation
188. 143. 232. 26 . 147.237.77.216|dover.i df . il ct| 00$Cont ent P acekbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 14
Federation . ;
wa i df . i | /1283- en/ dover . aspx
66.249.78.242  |Israel 147.237.76.42 |refuah.idf.il Dstributed Unauthorized URL Access on 147.237.76. 42/ robot s. txt B ock 14
37.26.147.204 |[israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
176.12. 139. 230 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
80. 246. 136. 238 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
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