10-23-2015-08:04:04 to 10-23-2015-09:04:04

@
1"PT SwNn L )
gov IDF Under Attack
www.gov.il Da.||y Report
|Top Target s |
2, 000+"
1, 500"
i M dover.idf.il
1. 0004 M aka.idf.il
M navy.idf.il
M nat pash. i df . i |
Nugbef M nakchal . i df il
At acks .mny—ko.sher-—kraw.ldf.ll
W refuah.idf.il
B naar achot . i df . i |
hal ag.idf.il
M ishurimaka.idf.il

Top Tar get

[Top Attackers |

Il 68. 180. 230. 224
68. 180. 230. 29

I 199. 16. 156. 124
46. 120. 46. 55

N”Z,ber Il 183. 79. 220. 208
At t acks M 5. 102. 254. 114
[ 72.9.148. 10
M 176.13.1.25
46. 19. 85. 133

M 66. 249. 78. 159

Top Attackers



10-23-2015-08:04:04 to 10-23-2015-09:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 171
46. 19. 85. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 91
82. 166. 22. 35 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiation-di dest - r eset 57
192. 116. 55. 245 | srael 147.237.77.216 dover.idf.il SYNHood full table drop 40
5. 29. 46. 228 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 25
192. 115. 92. 55 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 18
79.181. 122. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 17
185. 120. 126. 65 147.237.77. 216 dover.idf.il SYNHood full table dr op 16
212. 235. 28. 30 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 13
46.19. 85. 133 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 12
192. 116. 177. 210 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
79.181. 122. 83 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 9
46.19. 85. 133 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 8
64.233.172. 178 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table dr op 6
185. 120. 126. 65 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
82. 166. 22. 35 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiation-di sour ce-dest-reset |5
84.94. 48. 157 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 5
46.19. 85. 138 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
176. 12. 148. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 4
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al Net dr op 3
2.54.166. 87 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
85. 65. 9. 136 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
176.13.11. 78 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
97.47.66. 77 Lhited Sates 147.237.77.216 dover.idf.il SYNHood full table drop 2
37.142,158. 231 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 2
142.54. 174. 67 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl drop 1
10. 0. 0. 10 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
173. 208. 168. 166 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf1 drop 1
176. 13. 19. 57 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
121.123.148. 131 Ml aysi a 147.237.77. 216 dover.idf.il SYNHood full table drop 1
37. 34. 86. 180 Pal estinian Territory, Qcupied |[147.237.77.216 dover.idf.il SYNHood full table dr op 1
176. 12. 140. 74 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
213.57. 43. 82 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
142.54.172. 109 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |SlgnaIure Devi ce Action |Oount |
46.148. 20. 22 Li t huani a 147.237.76.31  |nakchal .idf.i| 20085 HITP. Miebl ackcat Security Scanner Initial Request B ock
46. 148. 20. 22 Li t huani a 147.237.76.31 [nakchal .idf. il |20086: HITP. Mi ebl ackcat Security Scanner Bl ock
51.254.121.187 |United Kingdom |147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 3
177.152.38.25 |147.237.76.30 |Brazil hi nush. i df .i | ET SCAN Potential SSH Scan 2
177.152.38.25 |147.237.76.39 |Razil nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 2
177.152.38.25 [147.237.0.200 |Brazil . i df il ET SCAN Potential SSH Scan 2
177.152.38.25 |147.237.8.27 |Bazil e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
177.152.38.25 |147.237.0.35 |[Razil akaws. i df i ET SCAN Potential SSH Scan 1
213.133. 160. 242|147. 237. 77. 212 |krai ne e.dover.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1

Gonnections, Potential Scan or Brute Force
177.152.38.25 |147.237.0.16 |[Razil ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
41.140. 253. 9 147.237.0.17 |Morocco mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
177.152.38.25 |147.237. 76. 200 |Brazi | eitan aka.idf.il ET SCAN Potential SSH Scan 1
41. 140. 253. 9 147.237.0.17 |Morocco mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
177.152.38.25 |147.237.76. 197 |Rrazil e. hinush. i df .i ET SCAN Potential SSH Scan 1
1.235.195.234  |147.237. 76. 200 Okfrea REPUDI T C it an. aka i i1 ET SCAN NVAP -sS wi ndow 3072 1
177.152.38.25 |147.237.76.44 |Razil e.refuah.idf.il ET SCAN Potential SSH Scan 1
177.152.38.25 [147.237.8.28 |Fazil e.mobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
177.152.38.25 |147.237.0.34 |Bazil tikshuv. idf.il ET SCAN Potential SSH Scan 1
209. 41. 67. 92 147.237.76.42 |Lhited Sates [refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
- ET SCAN Behavi oral Uhusual | y fast inbound Tel net

95.72.229.66  (147.237.8.28 [To01E e. nobi | e-ks. i df i Connect i ons. Potent a Scanyor A ute Force 1
177.152.38.25 |147.237.76. 201 |Brazil e.atal.idf.il ET SCAN Potential SSH Scan 1
41.140. 253. 9 147.237.0.17 |Morocco mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
177.152.38.25 |147.237.76. 199 |Rrazi e.nakchal .idf.il ET SCAN Potential SSH Scan 1
177.152.38.25 |147.237.76. 147 |Brazi chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
1.235.195.234 |147.237. 76. 200 g?rea, RepUDIIC iy aka i o i ET SCAN NVAP -sS wi ndow 1024 1
177.152.38.25 |147.237.76.42 |Razil refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
176.13.1.25 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 55
5.102. 254. 14 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 46
37.216.10.116 |Saudi Arabia |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 40
118. 241. 234. 224|Japan 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 40
1. 136. 96. 242 Australia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 37
46. 19. 86. 65 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 37
5.102. 254. 114 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 36
132.70. 66. 10 | srael 147.237.77. 170 |nmar achot . i df . i 1|dr op Frst packet isn't SYN drop 35
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 32
46.19. 85. 133 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 32
66.249.93.192 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 32
121. 123. 148. 131 |Ml aysi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 32
2.54.27.144 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 31
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 31
207.232.21.105 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 30
62.219.134. 163 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 30
183. 79. 220. 208 [Japan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 30
109. 160. 131. 115|I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 30
64.233.172. 155 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 29
213.57.132.86 |l srael 147.237.72. 166 |aka.i df .i Bad TCP sequence sAacre reansm't wehdifferent Joonitor |28
64.233.172.171 |lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 27
66.249.93.196 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop 27
66.249.78.150 |United Sares |147.237.77. 216 |dover. it 1 || SAM NG Engine: TP Invalid  Jinvalid segnent retransnission drop 26
Ret r ansni ssi on Packet dr opped.
185. 120. 126. 65 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 26
46. 19. 86. 62 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 25
79.181.122.83 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
79.182.9.5 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22
46. 19. 86. 54 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
192. 0. 80. 167 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 20
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 20
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 19
132.70. 66. 13 | srael 147.237.77. 170 |maar achot . i df . i 1|dr op First packet isn't SYN drop 18
66.249.78.173 |United Sares |147. 237. 77, 216 |dover.iar.i1 | SAM NG Engine: TGP Invalid invalid segnent retransnission drop 18
Ret ransm ssi on Packet dr opped.
2.52.42.192 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
100. 100. 52. 56 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 17
37.142.211.138 |Israel 147.237.72. 156 |aman. i f il [Bad TOP sequence Sneacre reansm wehdifferent Jopnitor |17
77.43. 38. 105 Italy 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
173.252.113.116|lhited Sates [147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 14
66.249. 64173 |United Sares [147. 237. 77, 216 |dover.iar.i1 | SAM NG Engine: TGP Invalid invalid segnent retransnission drop 14
Ret ransm ssi on Packet dr opped.
212.235.28.30 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
46. 210. 134. 166 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 14
64.233.172. 163 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 14
212.179. 165. 129|l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
85. 64.181. 17 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 14
157.55.39.133 |Wnited Sates |[147.237.77.234 |hal ag.idf.il Streaning Engine: TCP Invalid  imvalid segnent retransnission drop 14
Ret r ansni ssi on Packet dr opped.
176.12.139. 143 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66.249.78. 166 |United Sares [147. 237. 77, 216 |dover.iar.i1 | SAM NG Engine: TGP Invalid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
68.180.230.29 |Wited Sates |147.237.77.176 |nat pash. i df . i | Paranet er Type Vol ati on Pagehimin B ock 84
wan cogat . i df . i | /901- he/ cogat . aspx
] . . Par aneter Type M ol ati on PageNumin
68.180. 230. 224 |Lhited Sates |147.237.76.31 |nakchal .idf.il vw nakhal i df i 1/ 1117- he/ nakhal . aspx Bl ock 84
] . . Unaut hori zed URL Access to
72.9.148.10  |thited Sates |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 56
m ny- kosher - kr avi . i , _
46. 120. 46. 55 | srael 147.237.0. 17 df il Mitiple Illegal Parameter Encoding from46. 120. 46. 55 None 42
] . . DO stributed Unaut hori zed URL Access on
199. 16. 156. 124 |Lhited Sates |147.237.77.216|dover.idf.il vowei i /i p_storagel i1 es/ 1/ si e220x0/ 17401 | pg B ock 28
79.176. 149. 186 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 28
’ . . O stributed Unaut hori zed URL Access on
66.102. 9. 81 Wited Sates [147.237.77.216|dover.idf.il vow i f i 1/ 1294- en/vww i o i 1/ engl i sh B ock 28
} . - Unaut hori zed URL Access to
199. 16. 156. 124 |Lhited Sates |147.237.77.216|dover.idf .il v i i1/ p storagelfi1 es/ 1/ si ze220x0/ 17401 | pg B ock 28
183. 79. 220. 208 |Japan 147.237.77.216|dover . i df . il O stributed Suspicious Response Gode B ock 28
. . D stributed Lhaut hori zed URL Access on
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | 147 237 72. 166/ r obot 5. t xt B ock 14
m ny- kosher - kravi . i i 00$ i
46. 120. 46. 55 | srael 147. 237. 0. 17 fT]/ Par aneter Type \A. ol.at| on ctl nt entEl acetbl der 1$t xt Personal 1d in B ock 14
df.il mny-kosher-kravi.idf.il/tenpl ates/|ogin. aspx
117.78.13.18 |China 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 14
2.54.0.73 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Untraceabl e SSL Sessi ons from2.54.0.73 (Qpen Mde) None 14
207.46.13.119 |[thited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/nain/rabanut/general . aspx None 14
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/robot s. t xt B ock 14
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
37.26.149. 213 |[lsrael 147.237.72. 166 |aka. i df . i | vaww aka, i df i |/ i 1V g yus/ t al pi of quest i onnai re. aspx None 14
188. 143. 232. 13 RJSIS:;ni on 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Cust om Tenporary B ock 14
104. 194. 26. 204 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 14
68.180.228. 175 [Lhited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/robots. t xt B ock 14
151.80.31. 115 |[italy 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 14
2.54.0.73 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
79.176.217.7  |israel 147.237.72. 166 |aka. i df . i | Wnknown Par ameter __VI ENSTATEENCRYPTED i n None 14
v aka. i df . i |/ mai n/ sachar/ vi ewpni ot . aspx
66. 249. 78. 109 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ 1133- he/ dover . aspx |B ock 14
46.19.86.128 |Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 14
Russi an Paraneter Type Mol ation
188. 143. 232. 34 . 147.237.77.74 [lawidf.il Mast er $Header 1$ucHeader Sear ch$ddl Sear chPl aces i n B ock 14
Federation . ;
wan | aw i df . i |/ 656- he/ pat zar . aspx
109. 66. 207. 82 |l srael 147.237.76.86 |navy.idf.il Mil tipl e Uhauthorized URL Access from 109. 66. 207. 82 B ock 14
] . . Unaut hori zed URL Access to
199. 16. 156. 124 |Lhited Sates |147.237.77.216|dover.idf .il vowe i i1/ p storagelfi1 s/ 4/ si ze220x0/ 17404 | pg B ock 14
66. 102. 9. 101 Lhited Sates 147.237.77.216|dover. i df .il Uhaut hori zed URL Access to wan i df.il/1294-en/wan i df.il/english |[B ock 14
176.12. 140. 74 |Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 14
2.54.183.179 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
81.218.44.19 |[lIsrael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Unknown SSL Sessi on None 14
66. 249. 78. 159 |l srael 147.237.77.216|dover . i df . il DO stributed Suspicious Response Qode B ock 14
m ny- kosher - kravi . i i i
46.120.46.55 |l srael 147.237.0.17 y llegal Paraneter Encoding rnd in . None 14
df.il m ny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
Russi an Paraneter Type Mol ation
188. 143. 232. 34 . 147.237.77.216|dover.idf . il ct1 00$Cont ent P aceHol der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 14
Federation . )
wawy i df . i |/ 1393- en/ dover . aspx
. - Unaut hori zed URL Access to
109. 66. 207. 82 |Israel 147.237.76.86 |navy.idf.il vow navy. i o i |/t enpl at es/ general /6 s3 B ock 14
’ . . Unaut hori zed URL Access to
199. 16. 156. 125 |Lhited Sates |147.237.77.216|dover.idf.i | v i i1/ p storagelfi1 s/ 6/ si ze220x0/ 17396. | pg B ock 14
66. 249. 64. 168 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df.il/anan B ock 14
5.79. 74. 89 Net her | ands 147.237.77. 170 [naar achot . i df . i | D stributed Suspicious Response Code B ock 14
95. 139. 154. 231 RJSIS:;ni on 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwntikshuv.idf.il/site/story. aspx |B ock 14
66. 249. 78. 166 |l srael 147.237.77.216|dover.idf .l O stributed Suspicious Response Code B ock 14
. . Unaut hori zed URL Access to
192.99.12.99 Canada 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ ei tan/ shared/ user control s/ header upper/ Bl ock 14
117.78.13.18 |China 147.237.76.86 |[navy.idf.il Whaut hori zed URL Access to navy.idf.il/894-he B ock 14
’ . . D stributed Lhaut hori zed URL Access on
199. 59. 148. 209 |Lhited Sates |147.237.77.216|dover.idf.i | vowei i /i p storagelfiles/ 1/ si ze220x0/ 17401 | pg B ock 14
. . D stributed Lhaut horized URL Access on
66.249.78. 4 I srael 147.237.77.233|atal .idf.il 147 237 77. 233/ 1 obot 5. t xt B ock 14
_ ny- kosher-kravi .idf . i _
184. 105. 139. 68 |Lhited Sates 147.237.0. 16 | Unaut hori zed URL Access to 147.237.0. 16/ B ock 14
5.102. 254. 114 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |B ock 14
104. 194. 26. 204 |Lhited Sates |147.237.77.216|dover.idf.il PHP Attenpt B ock 14
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