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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
37.26. 146. 254 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20
0.0.0.0 147.237.77.216 dover.idf.il SYNHood full table dr op 10
194.177.16.3 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 8
79.178.178. 88 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 7
46. 116. 106. 182 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6
10.0.0.1 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 2
110. 251. 26. 74 Chi na 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
222.186. 56. 42 Chi na 147.237.76. 199 e. nakchal .idf.il JLM Under _Attack_Con_Tcp dr op 2
2.54. 36. 220 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 2
142.54.187. 44 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-trafl drop 1
104. 193. 10. 60 Lhited Sates 147. 237. 76. 196 e.svivaidf.il B ock Np Al Net drop 1
183. 60. 48. 25 Chi na 147.237.76. 34 yohal an.idf.il JLM Under At tack _Con_Udp drop 1
79.182. 100. 207 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 1
79.182. 100. 207 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
142.54. 172. 98 Lhited Sates 147.237.0. 19 nadi matal .idf.il |bl ock-sp-trafl drop 1
104. 193. 10. 60 Lhited Sates 147.237.76. 44 e.refuah.idf.il Bock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

51. 254, 32. 82 Lhited Ki ngdom 147.237. 72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

At acker

Target Address count ry Signature
62.210. 113. 143 [147. 237. 77. 216 |France dover.idf.il Tehila - Perl LWP wth fake user agent 6
62. 210. 113. 143 [147. 237. 77. 216 |France dover.idf.il ET WEB _SERVER Possi bl e CVE-2014- 6271 Attenpt in Headers 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
54.209. 60. 63 |147.237.72.166|lhited Sates [akaidf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 4
deni al of service attenpt
66.249.78.173 [147.237.77.216|lited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
222.186. 30. 160 [147. 237. 76. 199 |Chi na e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
222.186.30. 160 [147. 237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
222.186.30. 160 [147.237.0.19 |hina nadimatal.idf.il |ET SCAN Potential SSH Scan 1
222.186.21.38 |(147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential SSH Scan 1
222.186.50. 47 [147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
222.186.50. 47 |147.237.76.34 |China yohal an. i df .il ET SCAN Potential SSH Scan 1
62.210. 113. 143 |147. 237. 77. 216 |France dover.idf.il SERVER- WEBAPP / cgi - bi n/ access 1
222.186.50. 47 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
222.186. 30. 160 [147. 237. 76. 200 [Chi na eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
222.186. 30. 160 [147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
222.186.30. 160 [147. 237.76.30 |China hi nush. i df . il ET SCAN Potential SSH Scan 1
222.186.21.38 |(147.237.0.200 [China ndu. i df . il ET SCAN Potential SSH Scan 1
198.20.69.98 [147.237.77.235|lhited Sates |sviva.idf.il ET DRCP Dshield B ock Listed Source 1
93.174.93.138 |[147.237.77. 170 |Net her| ands mearachot.idf.il  |[ET SCAN NVAP -sS wi ndow 1024 1
222.186.50. 47 [147.237.76.39 |China nobi | e. nei tav.idf.i |[ET SCAN Potential SSH Scan 1
222.186.50. 47 (147.237.76.30 [China hi nush. i df . i ET SCAN Potential SSH Scan 1
222.186.50. 47 (147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature

37.26. 147. 253 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 64

194. 90. 83. 233 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 37

66.249.78.173 |lhited Sates |147.237.77.216 |dover.idf.il Streamng Engine: TCP Invalid  fimvalid segnent retransmssi on drop 36
Ret r ansni ssi on Packet dr opped.

66.249.78.159 |Wited Sates |147.237.77. 216 |dover. i of i Streaning Engine: TCP Invalid invalid segnent retransnission dr op 26
Ret r ansni ssi on Packet dr opped.

149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 25

212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 24

100. 100. 71. 213 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24

78.53.226. 50 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20

41.33.231.90 |Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 19

77.126.11. 146 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18

109. 64. 59. 83 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

177. 81. 40. 59 Brazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18

100. 100. 80. 250 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 17

79.178.178.88 |[lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 17

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16

79.182. 100. 207 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15

151. 80. 31. 115 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

66.249. 78. 166 |nited Sares |147. 237,77, 216 |dover. it i1 |2 SAM NG Engine: TP Invalid vl id segnent retransnission drop 12
Ret r ansm ssi on Packet dr opped.

157.565.39. 121 |Whited Sates |147.237.77.234|nalag.idf. il Streaming Engine: TCP Invalid invalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dr opped.

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11

68. 180. 228. 112 |Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 11

2.52.177.175 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

46. 116. 106. 182 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10

157.55.39.222 |tited Sates |147.237.77.234|nalag.idf. il Streaning Engine: TCP Invalid  finvalid segnent retransmssi on drop 10
Ret r ansni ssi on Packet dr opped.

178. 255. 215. 87 |France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9

93.172.184.58 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9

157.55.39.133 |Wited Sates |147.237.77. 234 |hal ag.idf. il Streaning Engine: TCP Invalid invalid segnent retransnission dr op 8
Ret r ansni ssi on Packet dr opped.

50. 87. 144. 145 |Whited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 8

157.55.39.83 |Wited Sates |147.237.77. 234 |hal ag.idf il Streaning Engine: TP Invalid il id segrent retransnission dr op 8
Ret r ansni ssi on Packet dr opped.

78.53.226.50 |Ger many 147. 237. 77. 216 |dover i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dr opped.

212.179. 90. 106 [l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

66.249. 67200 |nited Sares |147. 237,77, 216 |dover. it i1 | SN NG Engine: TP Invalid - limvlid segnent retransnission drop 8
Ret r ansm ssi on Packet dr opped.

157.55.39.84 |Wited Sates |147.237.77.234|halag.idf. il Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 8
Ret r ansni ssi on Packet dr opped.

199. 16. 156. 126 |Lhited States |147.237.77.216 |dover.idf.il drop SAMrul e drop 7

66.102.8.173 |lhited Sates |147.237.77.216 |dover.idf.il Streamng Engine: TCP Invalid imvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.

66.249. 78. 173 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

87.68.33.217 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.

79.182. 107. 238 |I srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.

87.68.151. 70 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

41.33.231.90 |Egypt 147. 237. 77. 216 |dover.i df .i | drop drop 6

149. 78.190. 90 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6

157.565.39. 191 |Whited Sates |147.237.77.234|nalag.idf. il Streaming Engine: TCP Invalid  finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.

2.52.144.164 |Israel 147, 237.72. 167 |i shuri maka i o || €2M NG Engine: TP Invalid —Jinvalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dr opped.

37.142.108.91 |Israel 147. 237.72. 166 |aka i f . i Bad TCP sequence mﬁsgfmmt wthditterent | onitor |6

157.55.39.237 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SWN drop 5

37.26. 146. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5




10-23-2015-07:04:00 to 10-23-2015-08:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
68.180.228.112 |Wited Sates |[147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 84
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 56
m ny- kosher - kravi . i _ .
176. 12. 151. 44 | srael 147.237.0. 17 df il Mitiple Illegal Paraneter Encoding from176.12. 151. 44 None 41
188. 143.232.13 RJsls;;ni on 147.237.72.166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 28
66.249.78.166 [Israel 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewing. asp |B ock 28
Russi an Paraneter Type Mol ation
188. 143. 232. 34 ) 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$ddl Sear chPl aces in B ock 28
Federation . )
waw nag. i df . i | / 656- he/ pat zar . aspx
216.218.207. 138|lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/1294-he/ v i df . il B ock 28
52.8.90. 191 Wited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237.76. 86/ Bl ock 14
207.46.13.35 Lhited Sates |[147.237.72.166aka. i df.il Lhknown Paraneter pagenumin aka.idf.il/iturintasp/results.asp |None 14
- - Unaut hori zed URL Access to
176.12. 149. 182 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ reset . css B ock 14
. . Unaut hori zed URL Access to
66.249.78.102 |Israel 147.237.77. 216 |dover. i df . il 147.237. 77, 216/ 1133- 20236- he/ i df gdover . aspx B ock 14
185.32.179.28 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 14
68.180.228.175 |Wnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 14
. . Unaut hori zed URL Access to
66.249. 64.240  |Israel 147.237.77. 216 |dover . i df .il 147. 237, 77. 216/ 1133- 20379- he/ i df gdover . aspx B ock 14
207. 46. 13. 48 Uhited Sates |147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in tikshuv.idf.il/site/genera .aspx |B ock 14
m ny- kosher - kravi . i i i
176.12.151.44  [israel 147.237.0.17 y llegal Paraneter Encoding rnd in . None 14
df.il mny- kosher - kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
66.249.78.159 |[Israel 147.237.77. 216 |dover . i df .i | DO stributed Suspicious Response Code B ock 14
. . Unaut hori zed URL Access to
66.249.67.89  [Israel 147.237.77. 216 |dover. i df . il 147.237.77. 216/ 1133- 8021- he/ dover . aspx B ock 14
Russi an . . . Paraneter Type Molation catld in
213.176.236.108(_ - . 147.237.0.34 |tikshuv.idf.il vy ti kshuv. i of i 1/si t el general . aspx B ock 14
66.249.78.159 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df.il/nazi B ock 14
45.35.71. 181 147.237.77. 176 |nat pash. i df . i | thauit hor zed LRL Access to B ock 14
ww cogat . i df . i | / shar ed/ user cont r ol s/ header upper /
Russi an Paraneter Type Mol ation
188. 143. 232. 34 : 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$ddl Sear chPl aces in B ock 14
Federation . )
wan | aw i df . i | /656- he/ pat zar . aspx
74.82.47.2 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 14
. . Unaut hori zed URL Access to
66.249. 67. 155 |l srael 147.237.77. 216 |dover . i df .il 147. 237.77. 216/ 1133- 16893- he/ dover . aspx B ock 14
Russi an . . Paraneter Type Molation part in
213.176.236.108(__ -~ o 147.237.77. 216 (dover. i df .i | v i of i 17 hebr ew nakhal / page. asp B ock 14
176.13.22.9 | srael 147.237.72. 156 |anan. i df . i | Too Many Cookies in a Request - 119 cooki es B ock 14
. - Unaut hori zed URL Access to
80.246.133.84 |[Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 14
66. 249. 75. 23 I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 14
. . ] URL is Above Root Drectory
182.118.60. 193 |Chi na 147.237.77.233(atal . i df . i wwv atal .idf.il/../shared/clientscripts/jquery/global.js Bl ock 14
46.19. 85. 81 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 6
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