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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
46.19. 86. 153 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 30
0.0.0.0 147.237.77. 216 dover.idf.il SYNHood full table drop 4
203.127. 96. 212 S ngapor e 147.237.77. 216 dover.idf.il SYNHood full table drop 3

119. 73. 253. 4 S ngapor e 147.237.77.216 dover.idf.il SYNHood full table drop 3
31.44.132.75 | srael 147.237.77. 216 dover.idf.il SINHood full table drop 2

203. 127. 96. 199 S ngapor e 147.237.77. 216 dover.idf.il SYNHood full table drop 2

203. 127. 96. 212 S ngapor e 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

188. 138. 9. 50 Ger many 147.237.76. 176 test.ncore.idf.il ock_Udp All _Nets drop 1

104. 193. 10. 60 Lhited Sates 147.237. 76. 38 eengitav.idfi.il |[Bock Np Al Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Slgnarure
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
, L SERVER- APACHE Apache mod_ssl non-SSL connection to SSL

54. 209. 60. 63 147.237.72.166|Lhited Sates |aka.idf.il ; . = 2

port denial of service attenpt
168. 167. 133. 203|147. 237. 76. 201 |Bot swana e.atal.idf.il ET SCAN Potential SSH Scan 2
183.100.28.4  |147.237.77.178 Okfrea RepUbI i C [ ot pash. i df i1 ET SCAN Potential SSH Scan 2
158.181. 151. 62 |147.237.76.38 |Kyrgyzstan eeneitav.idf.il ET SCAN Potential SSH Scan 2
168. 167. 133. 203|147. 237. 8. 46  |Bot swana e. chinuch.idf.il ET SCAN Potential SSH Scan 2
183.100.28.4  |147.237.72.14 Okfrea' RepUbl i C |y ver i il (ol d) ET SCAN Potential SSH Scan 2
168. 167. 133. 203|147. 237. 0. 15  |Bot swana kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
209. 41. 67. 92 147.237.77.216 |thited Sates |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
168. 167. 133. 203|147. 237. 77. 227 |Bot swana e. hamaz. i df .il ET SCAN Potential SSH Scan 1
158.181. 151. 62 |147. 237. 76. 199 |Kyr gyzst an e. nakchal .idf.il ET SCAN Potential SSH Scan 1
168. 167. 133. 203|147. 237. 77. 121 |Bot swana e navy.idf.il ET SCAN Potential SSH Scan 1
158. 181. 151. 62 |147. 237. 76. 177 |Kyrgyzst an ncore.idf.il ET SCAN Potential SSH Scan 1
183.100.28.4  |147.237.77.235 Efrea’ Republ i C [ i va i i ET SCAN Potential SSH Scan 1
158. 181. 151. 62 |147.237.76. 42 |Kyrgyzstan refuah.idf.il ET SCAN Potential SSH Scan 1
168. 167. 133. 203|147. 237. 76. 177 |Bot swana ncore.idf.il ET SCAN Potential SSH Scan 1
183.100.28.4  |147.237.76.197 ok‘f’rea RepUBI T C [0 i rush, i of i ET SCAN Potential SSH Scan 1
168. 167. 133. 203|147. 237. 76. 147 |Bot swana chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
183.100.28.4  |147.237.76.86 Efrea’ Republ i C | oy il i ET SCAN Potential SSH Scan 1
158. 181. 151. 62 |147.237.76.30 |Kyrgyzstan hi nush. i df . i ET SCAN Potential SSH Scan 1
168. 167. 133. 203|147. 237. 72. 167 |Bot swana i shurimaka.idf.il ET SCAN Potential SSH Scan 1
193 191, 64.109 1147 237 0. 16 |ani vosher-kravi i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

. . . . . 0. I na - KOsher - . . .

v Potential Scan or Brute Force
183.100.28.4  |147.237.72. 167 Okfrea’ RepUbl i C i i maka i f i ET SCAN Potential SSH Scan 1
168. 167. 133. 203|147. 237. 8. 27  |Bot swana e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
101.1.17.53 147.237.77. 226 [Hong Kong waw chanatz. aka. idf i1 [ET SCAN NVAP -sS wi ndow 1024 1
183.100.28.4  |147.237.0.34 okfrea’ RepUBL i C | v, i of i ET SCAN Potential SSH Scan 1
168. 167. 133. 203|147. 237. 0. 33  |Bot swana idf.il ET SCAN Potential SSH Scan 1
92, 112 35. 87 147 237.8.28  |uraine o robi | e ke, i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

T T ' S Potential Scan or Brute Force
183.100.28.4  |147.237.0.17 ok‘f’rea Republ i)y kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
158. 181. 151. 62 |147. 237. 76. 200 |Kyr gyzst an eitan. aka.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.76.176 |Lhited Sates |test.ncore.idf.il ET DRCP Bshiel d B ock Listed Source 1
168. 167. 133. 203|147. 237. 77. 216 |Bot swana dover.idf.il ET SCAN Potential SSH Scan 1
158. 181. 151. 62 |147. 237. 76. 196 |Kyr gyzst an e.svivaidf.il ET SCAN Potential SSH Scan 1
183.100.28.4  |147.237.77.243 Efrea’ Republ i C | it e, i of i ET SCAN Potential SSH Scan 1
168. 167. 133. 203|147. 237. 77. 61 |Bot swana e.cogat.idf.il ET SCAN Potential SSH Scan 1
158.181. 151. 62 |147. 237. 76. 148 |Kyrgyzst an ggcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
183.100.28.4  |147.237.77. 205 ok‘f’rea REpUBIIC | i i of i ET SCAN Potential SSH Scan 1
168. 167. 133. 203|147. 237. 76. 197 |Bot swana e. himush. i df il ET SCAN Potential SSH Scan 1
183.100.28.4  |147.237.77.74 Efrea’ RepubliC i i1 ET SCAN Potential SSH Scan 1
158. 181. 151. 62 |147.237.76.39 |Kyrgyzstan nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
168. 167. 133. 203|147. 237. 76. 148 |Bot swana ggcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
183.100.28.4  |147.237.76.176 ok‘f’rea Republ i C [\ oot neore i il ET SCAN Potential SSH Scan 1
158. 181. 151. 62 |147.237.76. 34 |Kyrgyzstan yohal an. i df il ET SCAN Potential SSH Scan 1
168. 167. 133. 203|147. 237. 72. 217 |Bot swana eidf.il ET SCAN Potential SSH Scan 1
183.100.28.4  |147.237.76.34 Okfrea RepUBI 1 C | an. i of i ET SCAN Potential SSH Scan 1
158.181.151. 62 |147.237.0.19 |Kyrgyzstan madi matal .idf.il ET SCAN Potential SSH Scan 1
101.1.17.53 147. 237.77. 226 |Hong Kong ww chanat z. aka. i df .il  |ET SCAN NVAP -sS w ndow 2048 1
168. 167. 133. 203|147. 237. 0. 35  |Bot swana akavs. i df . i ET SCAN Potential SSH Scan 1
101.1.17.53 147.237. 77. 226 [Hong Kong waw chanatz. aka. idf i1 |[ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 90
185. 58. 201. 28 I;:Ibanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 69
tinian Territor
188. 161. 247. s Y, idf i i
47.50 Qccupi ed 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 61
20.212. 0. - —
0.212.0.179 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 58
96. 250. 118. 113 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 37
66.249.78.159 |United States 147237, 77. 216 |dover i i1 | SAM NG Engi ne: TGP Inval id imvalid segnent retransnission. |
Ret r ansni ssi on Packet dr opped. rop 3
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 28
74.73.151.222 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 28
176.13.17.18 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 27
162.234. 45. 241 |Whited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 23
66. 249. 88. 91 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
66.249.88.101 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 20
178.63.55.202  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
66. 249. 88. 81 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 19
219.74.36.138 | ngapore 147, 237.77. 216 |dover. 111 || SM NG Engine: TP Invalid |invalid segnent retransmssion. |
Ret r ansni ssi on Packet dr opped. rop 18
66.249. 84. 166 |Lhited Sates 147, 237. 77, 216 |dover i i1 || €M NG Engine: TGP Inval id - limvalid segnent retransnission. |
Ret ransni ssi on Packet dr opped. rop 18
157.55.39.121 |wited Sates 147.237.77. 234 |hal ag. i df . i | Streamng Engine: TCP Invalid finvalid segnent retransmssion. |,
Ret r ansni ssi on Packet dr opped. rop 16
7. 26. . i i
37.26.148. 132 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
212.179.90. 106 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 15
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
1 218 48, —
81.218. 48. 37 | srael 147.237.77. 176 |nat pash. i of . i l|dr op First packet isn't SWN drop 14
62.210. 113. 143 |Fance 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
66.249.78.173 |Wnited States 147237, 77. 216 |dover i i1 | SAM NG Engi ne: TGP Inval id - invalid segnent retransnission
Ret r ansm ssi on Packet dropped. drop 12
66.249.78.166 |United Sates 147, 237, 77, 216 |dover. i o 11 |1 €3M NG Engi ne: TP Tnval id i mwal i d segnent retransnission. |
Ret ransmi ssi on Packet dropped. rop 12
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
80. 246.130. 57 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 11
123. 151. 139. 155|Chi na 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
185. 58. 201. 28 |Lebanon 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 10
2.16. 5. ] i i
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop 10
219.74.38.242 |9 ngapore 147. 237 77. 216 |dover. 111 |2 S2M NG Engine: TP Invalid imvalid segent retransmission. |
Ret ransmi ssi on Packet dr opped. rop ?
93.172.184. 58 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 9
66.249. 67.200 |Lnited Qates 147, 237. 77, 216 |dover i i1 | €M NG Engine: TCP Inval id - limvlid segnent retransnission. |
Ret r ansni ssi on Packet dr opped. rop 8
37.187.56.66  |France 147.237.72. 166 |aka i f. i1 | F€amNg Engine: TGP Invalid invalid segment retransmission. |
Ret r ansni ssi on Packet dr opped. rop 8
41. 33. . i i
1.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
157.55.39.133 |lited Sates 147.237.77. 234 |hal ag. i df . i | Streamng Engine: TCP Invalid finvalid segrent retransmssion. |
Ret ransmi ssi on Packet dropped. rop 8
157. 55. 39. ] i i
57.55.39.255 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
157.55.39.83  |Wited Sates 147.237.77. 234 |hal ag. i df .i Streaning Engine: TCP Invalid finvalid segnent retransmssion. |,
Ret r ansni ssi on Packet dr opped. rop 8
203.127.96. 199 |9 ngapore 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 7
203, 95, — -
3.127.96. 212 |9 ngapore 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
119. 73. 253. i i
3.4 S ngapor e 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
37.142.108.91 [Israel 147.237.72.166|aka if il |Bad TCP sequence SINGAQK retransmt with different |
— wi ndow scal e rroni tor 6
. 116. 145. 137 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
157.56.39.237 |Wited Sates 147237, 77. 216 |dover i i1 | SAM NG Engi ne: TGP Inval id - imvalid segnent retransnission. |
Ret r ansni ssi on Packet dr opped. rop 6
aa. . . — -
228.156.26 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
157.565.39.190 |Wnited Sates 147.237.77. 234 |hal ag.i df . Streaming Engine: TCP Invalid invalid segment retransmssion. |
Ret ransmi ssi on Packet dropped. rop 6
74.79. 43. ] i i
9. 43. 106 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
157.55.39.221 |United Sates 147. 237 77. 216 |dover. i .11 | S2M NG Engine: TP Invalid imvalid segent retransmission. |
Ret ransmi ssi on Packet dr opped. rop 6
46. 19. 86. i i
6. 19. 86. 153 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

Attacker Target Address

Sgnature

Devi ce

‘Count

Country Action
95.175.35.73 |Israel 147.237.77.74 |lawidf.il tnauthori zed UR. Access to B ock 1204
www | aw i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
’ . . Paraneter Type Mol ati on PageNumin
68.180. 230. 224 |Lhited Sates  [147.237.76.31 |nakchal .idf.il v nakhal i df i |/ 1108- he/ nakhal . aspx Bl ock 84
) . . Uhaut hori zed URL Access to
72.9.148.10  |United States  [147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 56
37.187.56.66 |France 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 56
188. 143. 232. 13 gz::tr: on 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 42
151.80.31.115 |[italy 147.237.77.216|dover . i df . i Distributed Suspicious Response Code B ock 28
. . . Uhaut hori zed URL Access to
95.175.35.73 |Israel 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df .|/ shar edl user cont r ol s/ header upper B ock 14
66.249.78. 166 |Israel 147.237.77.216|dover. i df .il D stributed Suspici ous Response Code B ock 14
. . Uhaut hori zed URL Access to
46.163.68. 111 |Ger many 147.237.72. 166 [aka. i df . i | ww aka. i of i 1/ qi yus/ qeneral /def aul t . a Bl ock 14
. . D stributed Unaut hori zed URL Access on
66.249.78.95 |[lIsrael 147.237.77.216|dover . i df . i 147 237 77. 216/ robot s. £ xt Bl ock 14
. . Paraneter Type Mol ati on SearchText in
95.175.35.73  |Israel 147.237.77.74 |lawidf.il vwc | aw i df i1/ 163- 6639- he pat zar . aspx Bl ock 14
. . Uhaut hori zed URL Access to
66. 249. 78. 166 [l srael 147.237.77. 216 |dover . i df . i | i df .1 1/1133- 19190- he/ dover . aspxx'x” x3x" xce, B ock 14
’ . . Mil tipl e Uhtraceabl e S Sessi ons from 54. 209. 60. 63 (Prot ocol
54.209.60.63 |Uited Sates |147.237.72.166|aka. i df.il viol ation (SSL GON QLI ENT FELLO)) None 14
) . . Uhaut hori zed URL Access to
199. 16. 156. 124 |Lhited Sates  [147.237.77.216|dover.i df . il Wi f i /i p_storagel i1 es/ 4/ si ze220x0/ 17404, | pg Bl ock 14
77.125.125. 216 |l srael 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to waw i df . i |/ navy/ B ock 14
. . DO stributed Unaut hori zed URL Access on
66. 249. 78.102 |Israel 147.237.77. 216 |dover. i df . i | 147 237. 77, 216/ r obot 5. L xt B ock 14
66.249. 78.173 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www idf.il/1133-19149-h B ock 14
) . . S Uhtraceabl e Gonnection - Protocol violation
54.209.60.63 |thited Sates  [147.237.72.166|aka. i df .i | (SSL OO CLI ENT HELLO) None 14
: ] . Unaut hori zed URL Access to
199. 16. 156. 125 |Lhited Sates  [147.237.77.216|dover.i df .i | Wi f i1/ p storagel i1 es/ 6/ si ze220x0/ 17396. | pg Bl ock 14
. . Uhaut hori zed URL Access to
81.218.48.37 |Israel 147.237.77. 176 |nat pash. i df . i | Wi cogat i df i1/ p storagel i1 es/ 9/ 4629 pg Bl ock 14
. . D stributed Uhauthorized URL Access on
66.249. 78. 109 [l srael 147.237.77. 216 |dover.i df . il 147 237 77. 216/ robot 5. £ xt Bl ock 14
68.180.228.112 |Lhited Sates  |147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 14
66. 249. 67. 200 |l srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Gode B ock 14
: . . Unaut hori zed URL Access to
199. 59. 148. 209 [Lhited Sates  [147.237.77.216|dover.idf.il v f i /i p storagelfi1 es/ 1/ si e220x0/ 17401 | pg Bl ock 14
. . Uhaut hori zed URL Access to
89.138.226.39 |Israel 147.237.77. 216 [dover. i df . il v i dff i |/ 1785- 21354- hel dover . asp Bl ock 14
66.249. 78. 159 [l srael 147.237.77.216|dover . i df . i Distributed Suspicious Response Code B ock 14
46.121.76.226 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - CQpen Mde None 14
. . . URL is Above Root Oirectory
183. 57. 153. 238 |Chi na 147.237.77.216|dover . i df . i Wi o i1/ ./ sheredi cl i entscri pts/ui/ui . dat epi cker .| s Bl ock 14
66.249.78.18 |israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ robot s. t xt B ock 14
. m ny- kosher - kravi . i d _
216. 218. 206. 67 |Lhited Sates 147.237.0. 17 £l Unaut hori zed URL Access to 147.237.0.17/ B ock 14
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