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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

131.128.73.6 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 4
204. 42. 253. 2 Lhited Sates 147.237. 76. 39 nobi | e.nei tav.idf.il B ock Np All _Net dr op 3
204. 42. 253. 2 Lhited Sates 147.237. 76. 38 e.eneitav.idf.il Bock Np Al Net drop 3
185. 61. 136. 94 Lkr ai ne 147.237.76. 42 refuah.idf.il B ock Wp Al Nets drop 2
207. 6. 169. 253 Canada 147.237.76. 176 test.ncore.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

At acker
Gountry

‘ Target Address

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
45, 63.55.158  |147. 237. 0. 200 mu.idf.il ET SCAN NVAP -sS w ndow 1024 1
36.72.228.72 |147.237. 76. 199 |I ndonesi a e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 2048 1
36.72.228.72 |147.237. 76. 199 I ndonesi a e.nekchal .idf.il [ET SCAN NVAP -f -sS 1
218. 108. 132. 58 [147. 237. 76. 199 [Chi na e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
195. 68. 62. 253 |147.237.77.234 LKJ?ir:;gom hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
182. 48. 105. 216 [147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.174.93.138 |[147.237.72. 156 [Net her| ands anan. idf.il ET SCAN NMAP -sS wi ndow 1024 1
88.249.106.23 [147.237.0.35 [Turkey akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
50. 252, 197. 194 [147.237.0.33 |Wnited Sates |[idf.il ET SCAN NVAP -sS w ndow 1024 1
36.72.228.72 |147.237. 76. 199 I ndonesi a e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
209.41.67.92 [147.237.77.235|Wited Sates |sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
123 189.5. 231 |147. 237 0.15  |ni na kosher_kravi.idf.”Er SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.93.138 |147.237.72.14 |Netherlands dover.idf.il(old) |ET SCAN NVAP -sS w ndow 1024 1
50.252.197. 194 |147.237.0.33 [lhited Sates |idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Action ‘Count

149. 88. 161. 60 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 286
Sreaming Engine: TGP Invalid - i Ssi

66.102.8.173  |nited Sates 147. 237.77. 216 |dover i of . i 9 =9 Invalid segnent retransmssion. |, 114
Ret r ansni ssi on Packet dr opped.

123. 151. 139. 155|Chi na 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 97

66. 102. 8. 173 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 71

149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 67

100. 100. 95. 67 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 47

66.102. 8. 178 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 39

154.5.172. 145 |Canada 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 38
Sreaning Engine: TGP Invalid i i ssi

219.74.36.138 | ngapore 147.237.77. 216 |dover. i df .| 9 =g Invalid segnent retransmssion. g 36
Ret r ansni ssi on Packet dr opped.

75.20. 145. 47 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 34

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 32

66. 102. 8. 168 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 29

37.24.155.132  |Ger many 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 26
Sreanming Engine: TCP Invalid i i ssi

219.74.38.242 |4 ngapore 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. |, 26
Ret r ansni ssi on Packet dr opped.

100. 100. 10. 241 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 25

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 22

121.7.37. 167 S ngapor e 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16

220. 255.193. 82 |9 ngapore 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 16
Sreaming Engine: TCP Invalid i i ssi

220. 255.193. 82 | ngapore 147. 237. 77. 216 |dover . i df . 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

66.249. 78.166 |Lhited Sates 147. 237. 77. 216 |dover.i df .i 9 =g Invalid segnent retransmssion. | 14
Ret r ansni ssi on Packet dr opped.

186. 4. 197. 32 Ecuador 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
Sreaning Engine: TGP Invalid i i ssi

157.55.39. 255 [Uhited Sates 147. 237. 77. 216 |dover . i df . i 9 =g Invalid segnent retransmssion. |, 14
Ret r ansni ssi on Packet dr opped.

5.11. 40. 145 (F;ajcis;i';'ja” Territory: 147, 237. 77. 216 |dover.icf.il |drop First packet ismt SN drop 14

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 13

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
Sreaning Engine: TGP Invalid i i ssi

66.102.8.168  |ULited Sates 147. 237. 77. 216 |dover . i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.

84.228.41. 95 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 12
Sreanming Engine: TGP Invalid i i ssi

66.249.78.173 |lnited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.

93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11

100. 100. 10. 241 147.237.77.74 |lawidf.il drop First packet isn't SN drop 10

52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 10

151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9

207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9

220. 255. 103. 48 |9 ngapore 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9

81.218. 48. 37 | srael 147.237.77. 176 |nat pash. i of . i 1{dr op First packet isn't SYN drop 9
Sreaning Engine: TGP Invalid i i ssi

66.249.78.159 |lnited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.

212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop

220. 255. 146. 30 |9 ngapore 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi

64.233.172.171 |Uited Sates 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

157.55.39. 237 |Wited Sates 147. 237. 77. 216 |dover . i df . 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8

96.41.154.239 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 8

111. 30.132. 194 |Chi na 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7

219.74.36.138 |9 ngapore 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7

219.74.38.242 |9 ngapore 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7

157.55.39.255 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7

68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7

220. 255.97. 210 |S ngapore 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46. 151. 52. 64 Wkrai ne 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 84
46.151. 52. 64 Wrai ne 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 46. 151. 52. 64 B ock 70
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf.i| m”tngsry' e R e vy, aspx. asp Bock  [56
73.179. 86. 65 Lhited Sates |147.237.72.166|aka. i df .il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 56
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 159 B ock 28
66.249.75.7 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/ B ock 14
130. 185. 139. 213|Denmar k 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to wawidf.il./ Bl ock 14
66.249.78.166 [Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut horized URL Access from 66. 249. 78. 166 B ock 14
46.151. 52. 64 kr ai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. idf.il/main/giyus/index. php |B ock 14
79.178.136.212 |[Israel 147.237.77. 170 [maar achot . i df . i | Mil tipl e Unaut hori zed URL Access from 79.178. 136. 212 Bl ock 14
66. 249. 75. 15 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 14
5.29. 62. 234 I srael 147.237.72. 166 |aka. i df . i | m”:k‘g‘i gfa'ria}r/rer:al(‘eal S—acv'ha'f\/"gﬂewm in None 14
137.116.71. 170 |hited Sates [147.237.77.243|nobi | e.idf.i | Unaut hori zed URL Access to 147.237.77.243/ robots. t xt B ock 14
66.249.78.236 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 14
54.200.60.63 |Wited Sates [147.237.72. 166|aka. i df . il %&T&iﬁﬂ&%ﬂﬁ&fg Protocol violation None 14
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df .i | v i df . i |/t enpl at es/ sendt of ri end/ kkkkkkk=66a5eaaekkkkkkk_66 [B ock 14
abeaae
79.178.136.212 [Israel 147.237.77. 170 [maar achot . i df . i | Unaut hori zed LRL Access to maarachot.idf.il/pdf/files B ock 14
66.249.78.109 |[lsrael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to 147.237.77.216/robots. t xt Bl ock 14
31.193.51.17 France 147.237.77. 216 |dover . i df . i | DO stributed Suspici ous Response Qode B ock 14
151.80.31.115 |italy 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df.il/newsitel english/ 1226- B ock 14
66.249.78.240 |lsrael 147.237.72. 166 [aka.i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 14
66.249.67.178 [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 14
207.46.13.119 |lhited Sates [147.237.72.166|aka.idf .il Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
103. 53. 225. 47 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut horized URL Access from 103. 53. 225. 47 Bl ock 14
66.249.78.159 |Israel 147.237.77. 216 |dover . i df . i | DO stributed Suspicious Response Qode B ock 14
157.55.39.10  [lhited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/sachar Bl ock 14
66.249. 67.193 |lsrael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed URL Access on 147.237.76.31/robots. txt |B ock 14
103. 53. 225. 47 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to ww cogat.idf.il/user B ock 14
176. 12. 145. 205 |[Israel 147.237.0. 17 ][Tlinly- kosher-kravi .id Mitiple Illegal Paraneter Encoding from 176. 12. 145. 205 None 13
176.12.145.205 |l st ael 147.237.0.17 ][T.]in|y- kosher-kravi.. 1 Inlalr;?ilos':]aerra}nlfrtae\;i Elng]?d: In?aJr r.5]1(>j</icr:eat ecapt chai nage. aspx None 13
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