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Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
82. 80. 146. 155 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 20

82. 80. 146. 155 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 7

95. 86. 120. 44 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 5

204. 42. 253. 2 Lhited Sates 147. 237.76. 30 hinush.idf.il |Block Np All Net drop 3

66. 102. 8. 152 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 3

98. 71.194. 96 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 2

5. 102. 254. 79 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

61. 154. 37. 239 Chi na 147.237.76. 34 yohal an.idf.il [B ock Wp Al _Nets drop 1
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Attacker Address

Target Address ‘

At acker
Gountry

Signature

of

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66. 249. 65. 18 147.237.77. 243 |Whited Sates  [nobile.idf.il ET SCAN NVAP -sA (2) 2
198. 20. 69. 98 147.237.76.198|hited Sates |e yohal an.idf.il ET DRCP Dshi el d B ock Li sted Source 1
Korea, Republic ) . |ET SCAN Behavi oral lhusual |y fast inbound Tel net Gonnecti ons,
183. 107. 197. 143[147. 237. 8. 24 elifestyleidf.il . 1
of y Potential Scan or Brute Force
123 157 71. 176 |147. 237 76. 86 |ni oL idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . 1 ha . . .
W Potential Scan or Brute Force
1.235.195.234 |147.237.76.177 okfrea’ Republic | oreiof il ET SCAN NVAP -sS wi ndow 4096 1
1.235.195.234 |147.237.76. 177 Okfrea RepubliC | v i il ET SCAN NVAP -f -sS 1
209. 41. 67. 92 147.237.76.39 |lited Sates |nobileneitav.idf.i|ET SCAN NVAP -sS w ndow 1024 1
158. 85. 158. 198 |147.237. 76. 148 |Lhited Sates |[gqcenter.aka.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
94.102.48.194 |147.237.8.45 |Netherlands eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
45.33.7.101 147.237.0.15 kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
1.235.195.234 |147.237.76. 177 |FOV& RAUDIIC | oo idh il ET SCAN NVAP -sS wi ndow 2048 1




10-23-2015-04:04:01 to 10-23-2015-05:04:01

|Top Attackers In FW |

Attacker Address

A tacker

Signature

Devi ce

Country

‘Target Address |Ste

Action

‘Count

Sreaming Engine: TCP Invalid i i SSi
66.102.8.168  |Wited Sates [147.237.77.216 |dover.idf.il 9 =g Invalid segment retransmssion. 66
Ret ransni ssi on Packet dropped.
197.53.99.134 |Hgypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 51
reamng Engi ne: TCP Invali i i ssi
66.102.8.173  |Uited Sates |147.237.77.216|dover.idf.il Streamng Engi ne: TCP alid livalid segnent retransnissi on drop 44
Ret ransm ssi on Packet dropped.
74.101.93.147 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 44
Sreamng Engine: TCP Invalid i i ssi
66.102.8.178  |lnited Sates |147.237.77.216|dover.idf.il 9 =g Invalid segnent retransmssion. o 42
Ret ransni ssi on Packet dropped.
71.253.235.117 |Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop 41
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 27
Sreaming Engine: TCP Invalid i i ssi
66.249.78.159 |Uited Sates |147.237. 77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. |, 26
Ret r ansni ssi on Packet dropped.
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 24
185. 26.182. 31 |Eur ope 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 22
187.65.73.214 |Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
82. 80. 146. 155 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 22
Sreamng Engine: TCP Invalid i i sSi
66.102.7.233  |Uited Sates [147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 20
Ret ransni ssi on Packet dropped.
64.233.172. 155 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 19
65.55.219.175 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 16
Sreanming Engine: TCP Invalid i i ssi
66.249.78.173 |Uited Sates |147.237. 77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. |, 14
Ret ransni ssi on Packet dropped.
54.244.22.103 |lhited Sates [147.237.76. 147 |chinuch. aka.idf.il dr op Frst packet isn't SN drop 13
41.33. 231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 12
188.247.76.65 |Jordan 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
68.180. 229. 239 |lnited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. o 12
Ret ransni ssi on Packet dropped.
54.72.73. 168 Irel and 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 10
176. 12.138. 219 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 9
80.246.133.43 |Israel 147. 237.77. 226 "‘:’YNChamz' aka.1df |4 op First packet isn't SWN drop 8
134.191. 232. 70 |l srael 147.237.77.234 |hal ag.idf .il dr op Frst packet isn't SYN drop 8
221.121.151. 230|Australia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
40.77.167.3 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 8
134.191. 232. 72 |l srael 147.237.77.234 |hal ag.idf .il dr op Frst packet isn't SYN drop 8
50.87.144.145 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 8
166.137.126. 90 |Whited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 7
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i SSi
119.73.253.6 |3 ngapore 147. 237. 77. 216 |dover. i cf . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
R SYNtACXK retransmt wth .
37.142.108.91 |[Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal e roni t or 6
Sreamng Engine: TCP Invalid i i SSi
157.55.39.237 |Wited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segment retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.166 |Lhited Sates |147.237.77.216 |dover.idf.il 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
66.249.65.18  |Uited Sates |147.237.77.243 [nobile.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
2.52.184.58 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
157.55.39.237 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 5
79.176. 203. 242 |l srael 147. 237.77. 226 V‘?’f"“:ha”atz' aka.1df |4 op First packet isn't SWN drop 5
95. 86. 120. 44 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op drop 4
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
119. 73.253. 6 S ngapor e 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi
66.249.67.192 |United Qates |147.237.77. 216 |dover.i of .i | 9 =9 Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.
134.191. 232. 71 |l srael 147.237.77. 234 |hal ag.idf .il dr op First packet isn't SN drop 4
220. 255. 97. 210 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
166. 137.118.91 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
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68. 180. 229. 239 |Lhited Sates [147.237.72.166|aka. i df.il Di stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 84
68.180. 228. 112 [Lhited Sates |147.237.77.216|dover.idf .il Unhaut hori zed URL Access to wwwidf.il/igf B ock 70
66.249.78.173 |l srael 147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 173 B ock 70
] . . Unaut hori zed URL Access to
72.9.148.10  |United States |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 56
66.249. 78. 159 |l srael 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 78. 159 B ock 42
54.244.22.103 [Lited Sates |147.237.76. 147 |chi nuch. aka.idf .i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 28
. . D stributed Lhaut hori zed URL Access on
66. 249. 67. 146 |Israel 147.237.77.216|dover . i df . i 147 237 77. 216/ r obot 5. t xt B ock 14
_ m ny- kosher - kravi . i d _
137.116. 71. 170 |Lhited Sates [147.237.0.17 £l Unaut hori zed URL Access to 147.237.0.17/robots. t xt B ock 14
66.249. 67. 209 |[lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Custom Tenporary B ock 14
91.55. 189. 242 |Ger nany 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 14
66.249. 78. 166 |l srael 147.237.77. 216 |dover.i df.i |l Ml tipl e Unaut horized URL Access from 66. 249. 78. 166 Bl ock 14
. . D stributed Lhaut horized URL Access on
66. 249. 67. 155 |Israel 147.237.77.216|dover . i df . i 147 237 77. 216/ r obot 5. t xt B ock 14
. . Unaut hori zed URL Access to
176. 28. 46. 163 |Ger many 147.237.77.216|dover.i df . il vow i df i |/ shar ed/ user cont r ol s/ header upper/ B ock 14
66.249. 67.217 |[lsrael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Cust om Tenporary B ock 14
92.78.142.231 |Ger nany 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 14
66. 249. 78. 166 |l srael 147.237.77.216|dover . i df . i Unaut hori zed LRL Access to waw i df . il/hinush B ock 14
66. 249. 67. 200 |Israel 147.237.77.216|dover. i df . il D stributed Suspicious Response Code B ock 14
] . . Unaut hori zed URL Access to
199. 16. 156. 124 |Lhited Sates |147.237.77.216|dover.idf .il v i1/ p storagel i1 es/ 4/ si ze220x0/ 17404 | pg B ock 14
68.196. 137. 237 |Lnited States |147. 237. 72. 166 |aka. i df . i | Unknown Parameter __VI ENSTATEENCRYPTED i n None 14
ww aka. i df . i | / mai n/ sachar/ vi ewpni ot . aspx
66. 249. 78. 102 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 14
46.121. 111. 234 | srael 147. 237.72. 166 |aka. i df . i | Paraneter Read Qly Molation in - None 14
waw aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx
93. 196. 106. 230 [Ger many 147.237.77.216|dover.i df . i D stributed Suspicious Response CQode B ock 14
66.249. 67. 201 |l srael 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 14
] . . Unaut hori zed URL Access to
199. 16. 156. 125 |Lhited Sates |147.237.77.216|dover.idf.il v i i 1/5i p_storagel i1 es/ 6/ si ze220x0/ 17396. | pg B ock 14
110. 34. 28. 229 |Nepal 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 14
66.249.78.173 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to ww i df . i|/894-en/i df gdover. aspx Bl ock 14
66. 249. 67. 208 [l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to ww i df.il/1133-14816-he/dover.a  |H ock 14
79.197. 206. 128 |Ger nany 147.237.77.216|dover.idf .il O stributed Suspicious Response Code B ock 14
66.249. 78. 159 |l srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp|B ock 14
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