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|Attacker Country

Attacker Address

Target Address
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Device Action

Count

58. 48. 255. 12 Chi na 147.237.76. 34 yohal an.idf.il Bl ock_UWp Al _Nets drop 1
176.13. 13. 177 | srael 147.237.77.216 dover.idf.il SYNHood full table dr op 1
182. 243. 159. 251 Chi na 147.237.76. 34 yohal an.i df . il B ock Wp Al Nets drop 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

41.33.231.90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 5
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
193. 107. 16. 206 147.237.76.202 |Russian Federation |e.halag.idf.il ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
180. 179. 49. 154 147.237.77.227 |India e. hanaz. i df.il ET SCAN NVAP -sS wi ndow 2048 1
139.162.128.105 |147.237.77.121  |Netherl ands e navy.idf.il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 147. 237.76. 39 Chi na nobi | e.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
209. 41. 67. 92 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 107. 16. 206 147.237.76.202 |Russian Federation |e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 179. 49. 154 147.237.77.227 |India e. hanaz. i df .il ET SCAN NVAP -sS w ndow 4096 1
180. 179. 49. 154 147.237.77.227 |India e hanaz.idf.il ET SCAN NVAP -f -sS 1
94.102. 48. 194 147.237.76.202 |Netherl ands e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 41. 67. 92 147.237.77.178 |lhited Sates e.matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 73
139.162. 207. 73 |Netherlands |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 46
54.244.22.103 |thited Sates |147.237.72.166 |aka.idf.il drop First packet isn't SN drop 32
84.94. 186. 135 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
80. 246. 133. 181 |Israel 147. 237.77. 226 "‘:’f"‘ChamZ' aka.idf |4 op Frst packet isn't SN drop 29
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 24
Sreaming Engine: TCP Invalid i i ssi
66.249.84.166 |Uited Sates |147.237. 77. 216 |[dover.idf il 9 =g Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
70. 70. 53. 205 Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23
77.125.153.179 |Israel 147.237.77. 216 |dover.idf .i| drop First packet isn't SWN drop 22
Sreanming Engine: TGP Invalid i i ssi
66.102.8.178  |United Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransmssion. g 20
Ret ransni ssi on Packet dropped.
221.121.150. 199|Australia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
Sreamng Engine: TCP Invalid i i ssi
207.46.13.178 |Wited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. g 14
Ret r ansni ssi on Packet dr opped.
209.122.120.59 |Lhited Sates |147.237.72.166 |aka.idf.il drop First packet isn't SWN drop 13
68.180.228. 112 |lhited Sates [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i ssi
40.77.167.3 Lhited Sates |147.237.77.216|dover.idf.il 9 =g Invalid segnent retransmssion. o 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.102.8.168  |Uited Sates |147.237.77. 216 |dover.idf il 9 =g Invalid segnent retransmssion. |, 12
Ret ransni ssi on Packet dropped.
46.19. 86. 74 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
70. 162. 28. 25 Lhited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
221.121.151. 182|Australia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
66.249.88.101 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 10
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreanming Engine: TP Invalid i i ssi
66.249.78.173 |United Sates |147.237.77. 216 |dover.idf.il 9 =9 Invalid segnent retransmssion. g 10
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
134.191.232. 71 | srael 147.237.77. 234 |nal ag. i of .| 9 =g Invalid segnent retransmssion. | o 10
Ret ransmi ssi on Packet dropped.
151.80.31. 115 |ltay 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
Sreaming Engine: TCP Invalid i i SSi
66.249.78.159 |Wited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segment retransmssion. 8
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.102.8.173  |Wited Sates |147.237.77.216 |dover.idf.il 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
66.249.67.59  |lnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 8
Ret ransni ssi on Packet dropped.
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
79.180. 138. 40 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
212.179.90. 106 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
37.142.102. 238 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
66. 249. 88. 91 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 7
207.46.13.178 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 7
Sreanming Engine: TCP Invalid i i ssi
66.249.78.166 |lnited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
66. 102. 8. 178 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
125. 215. 235. 181|Hong Kong  |147.237. 72. 166 |aka. i df . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
157.55.39. 255 |United Sates |147.237. 7. 216 |dover.idf il 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
R SYN+tACK retransnmit wth .
37.142.108.91 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vindow scal & monitor (6
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
100. 100. 64. 27 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
203.127. 96. 204 |3 ngapore 147.237.77. 216 |dover. i df . 9 =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dropped.
52. 16. 5. 197 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5
66. 102. 8. 168 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 5
40.77.167.3 Lhited Sates [147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
66. 102. 8. 173 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 4
66.249.84.165 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 4
50. 87.144. 145 |lLhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address [Site Sgnature Action ‘Count
68.180.228. 112 |Lhited Sates  [147.237.77.216|dover.idf.il Parareter Type M ol ation PageNumin v i df . il/1393-en/ dover . aspx B ock 84
72.9.148.10  [Wnited Sates  [147.237.76.86 [navy.idf.il m“tnzs;' e e ) navy. aspx. aspx B ock 56
198.105.221.6 |Lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 198. 105. 221. 6 B ock 42
66. 249. 78. 166 |l srael 147. 237.77. 216 |dover. i df . i | mirx?ﬁ;:ﬁﬁ:&: /Zv?dewixff:;sss on Bl ock 28
134. 191. 232. 69 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul | et 1. gi f |Bl ock 14
66.249. 67.217 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 14
178, 255. 215. 87 [France 147.237.77. 216 [dover . i df . i | chaut hor izle;j1%-Arfgfliiktkcl)<kk:58dc99e5kkkkkkk_58dc99e5 Bock |14
54.244.22.103 |lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i[O stributed Suspici ous Response Code_Qust om Tenpor ary B ock 14
141.212.122. 96 |Lhited Sates  |147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to /x B ock 14
66.249.75.15 |Israel 147.237.72. 156 [aman. i df . i | D stributed Waut hori zed LRL Access on list.ips.gov.il/ B ock 14
185. 10. 107. 68 |Eur ope 147.237.72. 156 [aman. i df . i | D stributed Waut hori zed LRL Access on list.ips.gov.il/ B ock 14
68.180.228. 175 [Lhited Sates  [147.237.76.42 |refuah.idf.il D stributed Whauthorized URL Access on 147.237.76. 42/ robot s. t xt Bl ock 14
66.249.67.59 |Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 67. 59 B ock 14
Russi an ) ) Uhaut hori_zed_ URL Access tg _ _
146. 185. 234. 48 Federat i on 147.237.76.86 [navy. | daf.il VI navy. i df.il/tenpl ates/links/links. aspx/tenpl at es/ sendt of ri end/ sendt |B ock 14
of ri end. aspx
66.249. 78. 159 |l srael 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
66.249. 67. 133 |Israel 147.237.76.42 |refuah.idf.il D stributed Unauthorized URL Access on 147.237.76. 42/ robot s. t xt Bl ock 14
157.55.39.133 |Wnited Sates  [147.237.77.234|hal ag.i df . i m“ltohg?rs'tfigaﬁfgfeﬁs/:;” at s/ sher o user cont 0l 8/ 18 ector/ Bl ock 14
207.46.13.48 |Wited Sates |147.237.72. 166|aka. i df .i | m“;grii jfeldi I%nzfifscotrz/ doc. mr/ gener al . aspx Bl ock 14
83.31.137.75 |Pol and 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df .il/894-en/ dover. aspx/ B ock 14
66. 249. 67. 200 |Israel 147.237.77.216|dover.i df . il Unaut hori zed URL Access to www i df.il/dover/ nai npage Bl ock 14
176. 28. 46. 163 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/giyus/general /default.a B ock 14
66.249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il D stributed Unauthori zed URL Access on 147.237.76. 42/ robot s. t xt B ock 14
38.111.147.88 |lhited Sates  [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 14
207.46.13.119 |lhited Sates [147.237.72.166|aka.idf . il D stributed Suspicious Response Code_Cust om Tenpor ary B ock 14
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