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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count |
75.136. 218. 159 Lhited Sates 147.237.77. 216 dover.idf.il SYNHood full table drop 53

79. 183. 160. 226 | srael 147.237.77. 216 dover.idf.il SYNHood full table dr op 21
31.154.190.5 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y-SS.-renegotiation-di dest - r eset 16

46. 19. 85. 146 | srael 147.237.77. 216 dover.idf.il SYNHood full table drop 10
37.75.213. 133 Pal estinian Territory, Qcupied [147.237.77.216 dover.idf.il SYNHood full table drop 6
2.54.162.234 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 1

104. 193. 10. 60 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ock_UWp Al _Nets drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
223.4.174.30 147. 237.76. 86 Chi na navy. i df .il ET SCAN Potential VWNC Scan 5900- 5920 1
223.4.174.30 147. 237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
193.107. 17. 72 147.237.0. 19 Seychel | es nadi matal .idf.il ET SCAN Potential SSH Scan 1
188. 18. 51. 39 147.237.77.227 |Russi an Federation e. hanaz. i df .il ET SCAN Potential SSH Scan 1
188. 18. 51. 39 147. 237. 0. 200 Russi an Feder ati on . i df il ET SCAN Potential SSH Scan 1
123.151. 149. 222  |147.237.76.197 |China e hinush.idf.il ET SCAN Potential SSH Scan 1
5.11.41.55 147.237.77.216 |Palestinian Territory, Gcupied |dover.idf.il portscan: TGP Distributed Portscan 1
223.4.174.30 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
188. 18. 51. 39 147.237.77.234 |Russian Federation hal ag.idf.il ET SCAN Potential SSH Scan 1
188. 18. 51. 39 147.237.72.167 |Russian Federation i shuri maka.idf.il ET SCAN Potential SSH Scan 1
188.18. 51. 39 147.237.0. 16 Russi an Federation ny- kosher-kravi . i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Count ry ‘Target Addr ess ‘S’te ‘Signature

37.140. 246. 187 [Jordan 147.237.77. 216 |dover.i df .il [dr op First packet isn't SN drop 130

54.83.62.178 Lhited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 102

46.19.86. 78 I srael 147.237.77. 216 |dover.i df il [dr op First packet isn't SYN drop 81

66.102.8.168  |United Qates [147. 237. 77. 216 |dover. iar. 1| | €2 NG Engine: QP Invalid Ival id segnent retransmssi on. drop 64
Ret r ansni ssi on Packet dr opped.

71.200.16. 138 |Lnited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 56

68.180. 228. 112 |Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 55

66.102.8.173 |Uited Sates |147. 237, 77. 216 |dover i ar.i1 [ T €M NG ENgi ne: TCP Inval i d Inval i d segnent retransmssi on. drop 48
Ret r ansni ssi on Packet dr opped.

212.143.40.26 |[lsrael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 45

149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SWN drop 45

5.109. 100. 188 [Saudi Arabia 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SN drop 40

185.120. 126. 13 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 35

66.102. 8. 173 Lhited Sates |[147.237.77.216 |dover.idf.il|dr op Frst packet isn't SWN drop 33

2.54.11.179  |isradl 147, 237. 77, 243 bl e, i o || SAM NG Engi ne: TCP I nval i d nval i d segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dr opped.

66.249. 78. 166 |United Sates |147. 237,77, 216 |dover i . 1| | SAM NG Engi ne: TCP Invalid Invalid segent retransmssion. drop 30
Ret r ansni ssi on Packet dr opped.

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SN drop 29

66.249.78.173 |Uited Sates |147. 237, 77. 216 |dover i ar.i1 [ €M NG Engi ne: TCP Inval i d nvalid segnent retransmssion. drop 28
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 42 I srael 147.237.77. 216 |dover.idf .il [dr op First packet isn't SN drop 27

46.19.86.238 |Israel 147.237. 72, 166 |akaicr. i1 | " @M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.

66. 102. 8. 178 Lhited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 24

66. 102. 8. 168 Lhited Sates [147.237.77.216 |dover.idf.il|dr op Frst packet isn't SN drop 24

66.102.8.178 |Uited Sates |147. 237, 77. 216 |dover i ar.i1 [ €M NG Engi ne: TCP Inval i d nvalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 146 | srael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 23

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [dr op SAMrul e drop 22

87.142.126.35 |Ger many 147.237.72. 156 |aman.idf.il [dr op First packet isn't SYN drop 20

66.240.67.53 |Uited Sates |147. 237, 77. 216 |dover i ar.i1 [ €M NG ENgi ne: TP Inval i d Inval i d segnent retransmssi on. drop 20
Ret r ansni ssi on Packet dr opped.

66.249. 84,167 |Uited Sates |147. 237, 77. 216 |dover i ar.i1 [ €M NG Engi ne: TCP Inval i d nvalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.

66.249. 78,150 |Uited Sates |147. 237, 77. 216 |dover i ar.i1 [ T €M NG ENgi ne: TCP Inval i d Inval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.

66.249. 84,165 |Uited Sates |147. 237, 77, 216 |dover i ar.i1 [ €M NG Engi ne: TCP Inval i d nvalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.

207.118.94.73 |Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 17

199. 16. 156. 125 [Lhited States [147.237. 77. 216 |dover.idf.il|dr op First packet isn't SYN drop 15

52. 16. 5. 197 Lhited Sates [147.237.77.216|dover.idf.il|dr op First packet isn't SN drop 14

194. 90. 209. 198 |l srael 147.237.77. 216 |dover.idf .il [dr op First packet isn't SN drop 14

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 14

199. 16. 156. 124 |Lhited Sates |[147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 13

217.227.27.20 |Ger many 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SWN drop 13

79.177.98.71 I srael 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 13

199. 16. 156. 126 |Lhited Sates |[147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 13

84.111.197.39 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SWN drop 13

139. 162. 207. 73 |Net her | ands 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 12

46.19.85.220 |Israel 147.237.77. 216 |dover.idf .il [Bad TCP sequence Invalid ACK nunber rmoni t or 12

109. 65. 21. 241 |l srael 147.237.77. 216 |dover.idf .il [dr op First packet isn't SN drop 12

54.72.0.55 Ireland 147.237.77. 216 |dover.i df.il [dr op First packet isn't SYN drop 12

66.249.67.65 |United Sates [147. 237, 77. 216 |dover iar.i1 [ | €M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

68. 180, 229. 230 | ted Sates |147. 237, 72. 166 |aka ior. i1 |2} €AMNG ENgine: TCP Inval id nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

46.19. 86. 75 I srael 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 11

37.236.136.16 |lraq 147.237.77. 216 |dover.idf .il [dr op First packet isn't SN drop 11

75.136. 218. 159 |Lhited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop 11

93.172.184.58 |[Israel 147.237.77. 216 |dover.i df il [dr op First packet isn't SN drop

71.34.72. 32 Lhited Sates [147.237.77.216|dover.idf.il|dr op Frst packet isn't SWN drop

207.46.13.178 |Wited Sates [147.237.77.216 |dover.idf.il|dr op First packet isn't SYN drop
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |Site Sgnature Action ‘Count
176.13.2.244  |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 176. 13.2. 244 Bl ock 532
68.180. 229. 239 [Lnited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock 84
72.9.148.10  |Wited Sates [147.237.76.86 |navy.idf.il m“tngs;' e R e navy. aspx. aspX B ock 56
176.12. 138. 97 |Israel 147.237.77.243|nobi l e.idf . i | Uhaut hori zed URL Access to nobile.idf.il/sachar/index B ock 42
198.105.221.6 |Lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unhaut hori zed URL Access from 198. 105. 221. 6 B ock 28
151.80.31.115 |[Italy 147.237.77.216|dover . i df . i Distributed Suspicious Response Code Bl ock 28
217.227.27.20 |Germany 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.i|/894-en/i df gdover. aspx B ock 14
37. 140. 246. 187 [Jordan 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ B ock 14
182. 118. 60. 176 |Chi na 147.237.0.34  |ti kshuv.idf.il mt'iskgﬁg‘fd?ﬂ/?;gﬁ;oéé’/d entsori pt /] cpery. ol g ns/ o i cer. s |B 0K 14
66.249.67.65 |l srael 147.237.77. 216 |dover . i df . i | mir;fbﬂtle/d allfﬁ/’ti gok:)'rfsf’eﬁ ngtcgssjs :” Bl ock 14
199. 16. 156. 126 |Uhited Sates |147.237.77.216|dover . i df .i | m“:gfo’ri'f/i‘? ptjzt_ofcagz/sfsi Itec:s/ 6/ i 262200/ 17396, pg Bl ock 14
157.55.39. 255 |lhited Sates [147.237.77.216|dover.idf.il Distributed Suspicious Response Code B ock 14
66.249.78.173 |l srael 147.237.77.216|dover.idf .l D stributed Suspici ous Response Code B ock 14
46.19.85.171 |lsrael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 14
66.249.75.7 I srael 147.237.72. 156 |aman. i df . i | D stributed Wnaut hori zed URL Access on list.ips.gov.il/ B ock 14
202. 46.52. 165 |Chi na 147.237.72. 156 [aman. i df . i | O stributed Whaut hori zed LR Access on list.ips.gov.il/ B ock 14
66.249.78. 173 |Israel 147.237.77.216|dover.i df .l Unaut hori zed LRL Access to wanidf.il/atal 1/izkor/viewtext.asp |B ock 14
66.249.65.51 |[lIsrael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to tikshuv.idf.il/main/sachar/klali.aspx  [B ock 14
198.105.221.6 |thited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 14
141.212.122. 96 |Lhited Sates [147.237.77.226 V\T'\rN chamat z. aka. i df Uhaut hori zed URL Access to /x B ock 14
66.249.75.23 |lIsrael 147.237.72. 156 [aman. i df . i | O stributed Lhaut hori zed LR Access on list.ips.gov.il/ B ock 14
207.46.13.119 |lhited Sates |147.237.72.166aka. i df.il Unknown Paraneter sig2 in ww aka.idf.il/nain/giyus/general.aspx |None 14
2.54.11.179 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 14
66. 249. 78. 236 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 14
66.249.67.53 |Israel 147.237.77. 216 |dover . i df . i | chaut flor] zed UL Aocess ;Mzi vt op. 25D Bl ock 14
199. 16. 156. 124 |United Sates |147.237.77.216 |dover.idf.il mult Qfo_riilzli? pl;';of‘;;g/sfsi Itgs/ T —— Bl ock 14
66.249. 78. 166 |l srael 147.237.77. 216 |dover. i df .l Mil tipl e Unauthori zed URL Access from 66. 249. 78. 166 Bl ock 14
217.227.27.20 |Ger many 147.237.77.216|dover.idf.il Mil ti pl e Unauthori zed URL Access from 217.227.27. 20 B ock 14
17.138.60. 138 |Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwuidf.il/appl e-app-site-association |B ock 14
180. 76. 15. 139 |Chi na 147.237.72. 156 [aman. i df . i | O stributed Whaut hori zed URL Access on list.ips.gov.il/ Bl ock 14
68.180. 228. 112 [Lnited Sates [147.237.77.216|dover.idf.i | O stributed Suspicious Response Code B ock 14
66.249.67.59  |Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/aman B ock 14
199. 16. 156. 125 |United Sates |147.237.77. 216|dover . i df .i | m“:gfo’riif/i‘? ptjzt_ofcagz/sfsi Itec:s/ 4 si 2622001 17404, | pg Bl ock 14
157.55.39.11 |[Wnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 14
66.249. 78. 166 |l srael 147.237.77.216|dover.i df . il Unaut hori zed LRL Access to waw i df.il/_i ncapsul a_resource B ock 14

10-23-2015-02:04:05

to 10-23-2015-03:04:05




