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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
2.54.187.178 | srael 147.237.77. 216 dover.idf.il |[SYINHood full table drop 4
50. 199. 38. 173 Lhited Sates 147.237.77. 216 dover.idf.il |SINHood full table dr op 3
79.182.119. 46 | srael 147.237.77. 216 dover.idf.il [SYNHood unverified cooki e drop 2
84. 228. 77. 228 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
79.182. 119. 46 | srael 147.237.77. 216 dover.idf.il |[SYNHood full table drop 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
46.19. 86. 84 147.237.76.86 |lsrael navy. i df .il PQLI CY- OTHER TCP packet with urgent flag attenpt 35
41.33.231.90 [147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
210. 61. 150. 154 |147.237.8.45 [Tai wan eeitanidf.il ET SCAN NVAP -f -sS 1
61.174.13.64 |147.237.77.19 |China | awforumidf.il ET SCAN Potential SSH Scan 1
138.47.27.43 |147.237.77.216|Wited Sates |dover.idf.il Xenu Link Seuth User Agent 1
61.174.13.64 |147.237.77.243|Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
37.143.82.50 |147.237.76.201|Netherlands  |e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.174.13.64 |147.237.77. 233|Chi na atal.idf.il ET SCAN Potential SSH Scan 1
2.226.65.19 147.237.0.34 |ltaly tikshuv.idf.il ET SCAN Potential SSH Scan 1
61.174.13.64 |147.237.77.226|Chi na wan chanat z. aka. i df . i1 |ET SCAN Potential SSH Scan 1
2.226.65. 19 147.237.0.16 [italy ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
61.174.13.64 |147.237.77.212|Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
61.174.13.64 [147.237.77.178|Chi na e. natpash. i df.il ET SCAN Potential SSH Scan 1
61.174.13.64 |147.237.77.121|China e navy.idf.il ET SCAN Potential SSH Scan 1
210. 61. 150. 154 |147.237.8.45 [Tai wan eeitanidf.il ET SCAN NMAP -sS wi ndow 2048 1
61.174.13.64 [147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
114.34.33.33  |147.237.76.39 [Tai wan nobi | e. nei tav.idf.il ET SJAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
37.143.82.50 [147.237.76.201|Netherlands |e.atal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
61.174.13.64 |147.237.77.234|Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
2.226.65. 19 147.237.0.200 [italy i df i | ET SCAN Potential SSH Scan 1
61.174.13.64 |147.237.77.227|Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
2.226.65.19 147.237.0.17 |ltay mny-kosher-kravi .idf.il1 |ET SCAN Potential SSH Scan 1
61.174.13.64 |147.237.77. 216|Chi na dover.idf.il ET SCAN Potential SSH Scan 1
2.226.65.19 147.237.0.15 |itay kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
61.174.13.64 |147.237.77.179|Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1
61.174.13.64 |147.237.77.170|Chi na nmar achot . i df .i | ET SCAN Potential SSH Scan 1
210. 61. 150. 154 [147.237.8.45 |Tai van eeitanidf.il ET SCAN NMAP -sS w ndow 4096 1
61.174.13.64 |147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

46. 19. 86. 166 | srael 147. 237. 72. 167 |i shuri maka. i df . i L. dro 258
Ret r ansmi ssi on Packet dr opped. P

5.11. 41. 55 glcisgi'géa” Territoy s 47 237.77. 216 |dover. i df . i1 drop First packet isnt SN drop 159

46. 19. 86. 166 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 152

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 133

91.121.116. 113 |Fance 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 115

149. 78. 36. 227 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 113

68.97.113.152 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 108

46. 19. 86. 145 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 94

5.109.100.188 |Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 84

186.5. 75. 212 Ecuador 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 53
Sreanming Engine: TGP Invalid i i ssi

37.26.147.154 |israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segment retransmssion. |, 48
Ret r ansni ssi on Packet dr opped.

100. 35.145.68 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 47

82.192. 68. 46 Net her | ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44

68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32

54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 31
Sreaming Engine: TCP Invalid i i ssi

46.19.86.180  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 24
Ret r ansni ssi on Packet dr opped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23

212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 23

65.55.219.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21

24.88.91. 127 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
Sreaming Engine: TCP Invalid i i ssi

66.249.78.166 |lited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segrent retransmssion. | 20
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

176. 228. 144. 37 |Israel 147. 237.77. 243 |mbi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 20
Ret r ansni ssi on Packet dr opped.

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20

108.59.253.71 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 19
Sreaming Engine: TGP Invalid i i ssi

66.102.8.173  |wited Sates 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segrent retransmssion. | 18
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

66.102.8.178  |Uited Sates 147. 237. 77. 216 |dover. i of . i1 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.

93.172.184.58 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

66. 102. 8. 168 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17

174.29.161.68 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 16

81.132.124. 151 |Uhited Ki ngdom 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15

188. 3. 228.156  |Turkey 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 15

5.22.129. 137 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14

85. 250. 205. 29 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 12

2.52.12.177 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

46. 19. 86. 15 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi

66.249.78.159 |Uhited Sates 147. 237. 77. 216 |dover.i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

66.102.8.168  |lited Sates 147. 237. 77. 216 |dover . i df . 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.

212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12

149. 88.243.22  |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11

46. 19. 85. 146 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11

128. 230. 139. 232U ted Sates 147.237.76.42 |refuahidf.il  |Bad TCP sequence SNretransmt with different oy 10

w ndow scal e
128.230. 139. 232 Ui ted Sates 147.237.76.42 |refuah.icf.il  |Bad TOP sequence SiNretransmt wth different oo 10
w ndow scal e

107.77.89.123 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreamng Engine: TGP Invalid i i ssi

46.19.86.166  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.

77.125.159.96 |lsrael 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SN drop

176. 13. 3. 215 | srael 147.237.0.19 madi matal .idf.il|dr op First packet isn't SN drop

207.46.13.178 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
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Country Action
68.180.230.29 |United Sates  [147.237.77.176|matpash.idf. il |2 ameter Type Violation PageNimin B ock 84
wa cogat . i df . i |/ 1035- he/ cogat . aspx
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates  [147.237.76.86 |navy.idf.il v navy. i df . | /994- 8613- he/ navy. aspx. aspx Bl ock 56
176.13. 3. 215 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 42
] . . Paraneter Type Mol ati on PageNumin
68.180.230.29 [Uhited Sates  |147.237.77.176mat pash.idf.il | cogat . i df . i 1/ 1934- hel cogat . asp Bl ock 42
66.249. 78.166 |l srael 147.237.77.216|dover . i df . i Distributed Suspicious Response Gode B ock 28
176. 13. 3. 215 | srael 147.237.0.19 |madimatal .idf.i Too Many of the Sane Response Code (404) in Session from 8 ock 28
176. 13. 3. 215
] - . O stributed Whaut hori zed URL Access on
128.230. 139. 232|Wnited Sates  [147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed! reset . css B ock 14
84.215.32.250 |Norway 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 14
66. 249. 67. 89 I srael 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to 147.237.77. 216/ 1086- he/ dover . aspx B ock 14
157. 55. 39. 13 Lhited Sates 147.237.77.216|dover . i df . i Distributed Suspicious Response Gode B ock 14
66.249.78.173 |Israel 147.237.77.216|dover. i df . il D stributed Suspici ous Response Code B ock 14
Russi an . . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Enai | in
188. 143. 232. 10 eration 147.237.77.216|dover . i df . i v i df i 1/ 1038- en/ dover . aspx Bl ock 14
84.228.253.43 |lIsrael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - CGpen Mde None 14
66.249.75.7 I srael 147.237.72. 156 |anman. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/ B ock 14
] . . Unaut hori zed URL Access to
157.55.39.57  [Wited Sates  [147.237.77.216|dover. i df .i | 147. 237. 77. 216/ 1133- 15512- he/ dover . aspx Bl ock 14
194.72.238. 241 |United Ki ngdom [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to / B ock 14
91.224.119.189 |Fol and 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 14
66. 249. 75. 15 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list6 htm B ock 14
176.13.3. 215 I srael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session B ock 14
] . . Unaut hori zed URL Access to
207.46.13.73 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ consol e/ cor e/ doc. nur/ gener al . aspx Bl ock 14
93.173.31.187 | srael 147. 237.72. 166 |aka. i df . i | thknown Paraneter __VI EVETATEENCRYPTED i n None 14
v aka. i df . i |/ mai n/ sachar/ request . aspx
66. 249. 75. 23 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list5 htm B ock 14
66. 249. 67. 65 I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ vatch B ock 14
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